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Abstract

The 802.11 standardfor wirelessnetworks includesa
Wired EquivalentPrivacy (WEP) protocol,usedto pro-
tectlink-layer communicationérom eavesdroppingand
otherattacks.We have discoreredsereral serioussecu-
rity flawsin the protocol,stemmingrom misapplication
of cryptographigrimitives. Theflaws leadto a number
of practicalattacksthat demonstratehat WEP fails to
achieve its securitygoals. In this paper we discussin
detail eachof the flaws, the underlyingsecurityprinci-
ple violations,andthe ensuingattacks.

1 Intr oduction

In recentyears, the proliferation of laptop computers
andPDA's hascausedanincreasean therangeof places
peopleperformcomputing. At the sametime, network

connectvity is becomingan increasinglyintegral part

of computingervironments. As a result, wirelessnet-

works of variouskinds have gainedmuch popularity

But with theaddedconvenienceof wirelessaccesgome
new problems nottheleastof which areheightenede-

curity concernsWhentransmissiongarebroadcasbver

radio waves, interceptionand masqueradingdpbecomes
trivial to anyonewith a radio, andso thereis a needto

employ additionalmechanismso protectthe communi-
cations.

The 802.11standard11] for wirelessLAN communi-
cationsintroducedthe Wired EquivalentPrivacy (WEP)
protocolin an attemptto addresshesenew problems
and bring the securitylevel of wirelesssystemscloser
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to that of wired ones. The primary goal of WEP is to

protectthe confidentialityof userdatafrom easesdrop-
ping. WEP is part of an internationalstandard;it has
beenintegratecby manufcturersnto their802.11hard-
wareandis currentlyin widespreadise.

Unfortunately WEP falls shortof accomplishingts se-
curity goals. Despiteemploying the well-known and
believed-securd&RC4[12] cipher WEP containsseveral
major securityflaws. Theflaws give rise to a numberof

attacks,both passie and active, that allow eavesdrop-
ping on, andtamperingwith, wirelesstransmissionsin

this paper we discussthe flaws that we identified and
describehe attacksthatensue.

Thefollowing sectionis devotedto anoverview of WEP
andthe threatmodelsthatit is trying to address.Sec-
tions 3 and 4 identify particular flaws and the corre-
spondingattacksandalsodiscusghesecurityprinciples
thatwereviolated. Section5 describegpotentialcoun-
termeasures.Section6 suggestsomegenerallessons
thatcanbe derived from the WEP insecurities.Finally,

Section7 offerssomeconclusions.

2 The WEP Protocol

TheWired EquivalentPrivagy protocolis usedin 802.11
networksto protectlink-level dataduringwirelesstrans-
mission. It is describedn detailin the 802.11standard
[11]; we reproducea brief descriptionto enablethe fol-
lowing discussiorof its properties.

WEP relieson a secretkey k sharedbetweenthe com-
municatingpartiesto protectthe body of a transmitted
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Figurel: EncryptedWEP Frame.

frame of data. Encryptionof a frame proceedsas fol-
lows:

Checksumming: First,we computeanintegrity ched-
sume(M) onthe messagé/. We concatenatéhe
two to obtaina plaintext P = (M, c(M)), which
will beusedasinputto thesecondstage.Note that
¢(M), andthus P, doesnotdependdnthekey k.

Encryption: In thesecondstagewe encryptthe plain-
text P derivedabove usingRC4. We chooseanini-
tialization vector (IV) v. The RC4algorithmgen-
eratesa keystream—i.e., a long sequencef pseu-
dorandombytes—asa functionof thelV v andthe
key k. This keystreamis denotedby RC4(v, k).
Then, we exclusive-or (XOR, denotedby @) the
plaintext with the keystreamto obtainthe cipher
text:

C = P & RCA(v, k).

Transmission: Finally, we transmitthe IV andthe ci-
phertet overtheradiolink.

Symbolically this mayberepresentedsfollows:
A — B:v,(P®RC4(v,k)) whereP = (M,c(M)).

The format of the encryptedrameis alsoshawn picto-
rially in Figurel.

We will consistentlyuse the term messge (symboli-
cally, M) to referto theinitial frameof datato be pro-
tected,the term plaintext (P) to referto the concatena-
tion of messageandchecksumasit is presentedo the

RC4 encryptionalgorithm,andthe term ciphertext (C)
to referto the encryptionof the plaintext asit is trans-
mitted over theradiolink.

To decryptaframeprotectecdby WER therecipientsim-
ply reversegheencryptionprocessFirst, heregenerates
thekeystreanRC4(v, k) andxORsit againsthecipher
text to recovertheinitial plaintext:

P = C®RC4(v,k)
(P ® RC4(v, k)) ® RC4(v, k)

P.

Next, the recipient verifies the checksumon the de-
cryptedplaintext P’ by splittingit into theform (M, ¢},
re-computingthe checksume(M'), and checkingthat
it matcheghe receved checksunm’. This ensureghat
only frameswith a valid checksunmwill be acceptedy
therecever.

2.1 Security Goals

The WEP protocolis intendedto enforcethreemain se-
curity goals[11]:

Confidentiality: The fundamentalgoal of WEP is to
preventcasuakavesdropping.

Accesscontrol: A secondgoal of the protocol is to
protectaccesdo a wirelessnetwork infrastructure.
The802.11standardncludesanoptionalfeatureto
discardall pacletsthatarenot properlyencrypted
usingWER andmanufctureradwertisethe ability
of WEPto provide accesgontrol.

Data integrity: A relatedgoalis to preventtampering
with transmittednessageghe integrity checksum
field is includedfor this purpose.

In all threecasesthe claimedsecurityof the protocol
“relies on the difficulty of discovering the secretkey
througha brute-forceattack”[11].

Thereareactuallytwo classeof WEP implementation:
classicWER asdocumentedn the standardandanex-
tendedversiondevelopedby somevendorsto provide



largerkeys. The WEP standardspecifieshe useof 40-

bit keys, so choserbecausef US Governmentrestric-
tions on the export of technologycontainingcryptogra-
phy, which werein effect at the time the protocolwas
drafted. This key lengthis shortenoughto make brute-
force attackspracticalto individuals and organizations
with fairly modestcomputingresourceqdl1, 5]. How-

ever, it is straightforvardto extendthe protocolto use
larger keys, and several equipmentmanufcturersof-

fer a so-called“128-bit” version (which actually uses
104-bit keys, despiteits misleadingname). This ex-

tensionrendersbrute-forceattacksimpossiblefor even

the mostresourcefulof adwersarieggiventoday's tech-
nology. Nonethelessywe will demonstrat¢hatthereare
shortcutattacksonthesystenthatdonotrequireabrute-
force attackon the key, andthus even the 128-bit ver

sionsof WEP arenot secure.

In theremaindeof thispaperwewill arguethatnoneof
thethreesecuritygoalsareattained First,we shav prac-
tical attacksthat allow eavesdropping.Then,we shav
thatit is possibleto subverttheintegrity checksunfield
andto modify the contentf atransmittednessageyi-
olating dataintegrity. Finally, we demonstratéhat our
attackscanbe extendedto inject completelynew traffic
into the network.

2.2 Attack Practicality

Beforedescribingthe attacks,we would like to discuss
the feasibility of mountingthemin practice. In addi-
tion to the cryptographiconsiderationsliscussedh the

sectiongo follow, a commonbarrierto attackson com-

municationsubsystemsg accesdo thetransmitteddata.
Despitebeingtransmittecveropenradiowaves,802.11
traffic requiressignificantinfrastructureo intercept.An

attaclerneedsquipmentapableof monitoring2.4GHz
frequenciesandunderstandinghe physicallayer of the
802.11protocol;for active attacksijt is alsonecessaryo

transmitat the samefrequenciesA significantdevelop-
mentcostfor equipmentmanuficturerdies in creating
technologieshatcanreliably performthis task.

As such, theremight be temptationto dismissattacks
requiring link-layer accessaasimpractical; for instance,
thiswasonceestablishegracticeamongthecellularin-

dustry However, sucha positionis dangerous.First,
it doesnot safgguardagainsthighly resourcefulattack-
ers who have the ability to incur significanttime and
equipmentoststo gainaccesso data. Thislimitation is
especiallydangerousvhensecuringa compary’s inter-
nal wirelessnetwork, sincecorporateespionageanbe
ahighly profitablebusiness.

Second,the necessanhardware to monitor and inject
802.11traffic is readily available to consumersn the
form of wirelessEthernetinterfaces.All thatis needed
is to subvertit to monitorandtransmitencryptedraffic.
We were successfullyable to carry out passve attacks
using off-the-shelfequipmentby modifying driver set-
tings. Active attacksappearto be more difficult, but
not beyond reach. The PCMCIA Orinoco cardspro-
ducedby Lucentallow their firmwareto be upgraded,;
aconcertedeverse-engineeringffort shouldbe ableto
producea modified versionthat allows injecting arbi-
trarytraffic. Thetime investmentequiredis non-trivial;
however, it is a one-timeeffort—theroguefirmwarecan
thenbe postedon a web site or distributedamongsun-
demgroundcircles. Therefore,we believe that it would
be prudentto assumehat motivatedattaclerswill have
full accesdo thelink layerfor passve andeven active
attacks. Furthersupportingour position are the WEP
documentshemseles. They state:“Eavesdroppings a
familiar problemto usersof othertypesof wirelesstech-
nology” [11, p.61]. We will not discussthe difficulties
of link layeraccesdurther, andfocuson cryptographic
propertiesof theattacks.

3 The Risks of KeystreamReuse

WEP providesdataconfidentialityusinga streamcipher
calledRC4. Streamciphersoperateby expandinga se-
cretkey (or, asin the caseof WER a public IV anda
secretkey) into anarbitrarily long “k eystream”of pseu-
dorandombits. Encryptionis performedby X ORing the
generatetteystreamwith theplaintext. Decryptioncon-
sistsof generatinghe identicalkeystreambasedon the
IV andsecretkey andXxoRing it with the ciphertet.

A well-known pitfall of streamciphersis that encrypt-
ing two messageanderthesamelV andkey canreveal



informationaboutbothmessages:

If Ci=P @RC4(’U,]§)
and Co=P, @ RC4(’U, k)
then
C1 ® Cy = (P, ®RCA(v, k) ® (P, ® RCA(u, k)
= P1 D P2.

In otherwords,x ORing thetwo ciphertexts (C; andCs)
togethercauseghe keystreamto cancelout, andthere-
sultis the X oR of thetwo plaintexts (P, & P).

Thus, keystreamreusecanleadto a numberof attacks:
as a specialcase,if the plaintext of one of the mes-
sagess known, the plaintext of the otheris immediately
obtainable.More generally real-world plaintexts often
have enoughredundang that one canrecover both P,
andP, givenonly P, @ P»; thereareknown techniques,
for example,for solving suchplaintext XoRs by look-
ing for two English texts that XoR to the given value
P, @ P» [4]. Moreover, if we haven ciphertetsthatall
reusethe samekeystream,we have whatis known asa
problemof depthn. Readingtraffic in depthbecomes
easierasn increasessincethe pairwise XOR of every
pair of plaintexts canbe computed,andmary classical
techniquesare known for solving suchproblems(e.g.,
frequeng analysisdraggingcribs,andsoon) [14, 16].

Notethattherearetwo conditionsrequiredfor this class
of attacksto succeed:

e Theavailability of ciphertexts wheresomeportion
of thekeystreamis usedmorethanonce,and

e Partial knowledgeof someof the plaintexts.

To preventtheseattacks,WEP usesa perpaclet IV to
vary the keystreamgenerationprocessfor eachframe
of data transmitted. WEP generatesthe keystream
RC4(v, k) asafunctionof boththe secretkey & (which
is the samefor all paclets) and a public initialization
vectorv (which variesfor eachpaclet); this way, each
paclet receves a different keystream. The IV is in-
cludedin the unencryptedportion of the transmission
sothatthereceiver canknow what IV to usewhende-
riving the keystreamfor decryption.ThelV is therefore

availableto attaclersaswell®, but thesecrekey remains
unknonvn andmaintainghe securityof the keystream.

The use of a perpaclket IV was intendedto prevent
keystreamreuseattacks. NonethelessWEP doesnot
achieve this goal. We describebelow several realistic
keystreamreuseattackson WER First, we discusshow
to find instance®f keystreanmreusethen,we shov how
to exploit theseinstancedy taking advantageof partial
informationon how typical plaintexts areexpectedo be
distributed.

Finding instancesof keystreamreuse. Onepotential
causeof keystreanreusecomesrom improperlV man-
agement.Note that, sincethe sharedsecretkey k£ gen-
erally changesvery rarely, reuseof 1V’ s almostalways
causeseuseof someof the RC4 keystream.SincelV'’s
arepublic, duplicatelV’ s canbe easilydetectedby the
attacler. Thereforeany reuseof old IV valuesexposes
the systemto keystreamreuseattacks. We call sucha
reuseof anlV valuea“collision”.

The WEP standardecommendgbut doesnot require)
that the IV be changedafter every packet. However,

it doesnot say arything elseabouthow to selectlV's,

and, indeed,someimplementationgo it poorly. The
particularPCMCIA cardsthatwe examinedresetthe [V

to 0 eachtime they werere-initialized,andthenincre-
mentedhelV by onefor eachpaclettransmitted These
cardsre-initializethemseleseachtime they areinserted
into the laptop, which canbe expectedto happenfairly

frequently Consequentlykeystreamscorrespondindo

low-valuedIV’'s were likely to be reusedmary times
duringthelifetime of the key.

Even worse,the WEP standarchasarchitecturalflaws
that exposeall WEP implementations—nanatterhow
cautious—taseriousrisks of keystreamreuse. The IV
field usedby WEP is only 24 bits wide, nearlyguaran-
teeingthatthesameV will bereusedor multiple mes-
sages.A back-of-the-emelope calculationshavs thata
busyaccespointsendingl500byte pacletsandachiers-
ing an averageSMbpsbandwidth(the full transmission

Linterestingly enough,some marleting literature disregards this
fact: onemanufctureradwertises64-bit cipherstrengthon their prod-
ucts,eventhoughonly a 40-bit secretkey is usedalongwith a 24-bit
publiclV.



rateis 11Mbps)will exhaustthe availablespacen less
thanhalf a day Evenfor lessbusy installations,a pa-
tient attacler canreadily find duplicates. Becausehe
IV lengthis fixedat 24 bits in the standardthis vulnera-
bility is fundamentalno compliantimplementatiorcan
avoid it.

Implementationdetails can make keystreamreuseoc-
cur evenmorefrequently An implementatiorthatuses
a random24-bit IV for eachpaclet will be expected
to incur collisionsafter transmittingjust 5000 paclets’,

whichis only afew minutesof transmissionWorseyet,

the802.11standardloesnot evenrequirethatthe IV be
changedvith every paclet, soanimplementatiorcould
reusethe samelV for all pacletswithout risking non-
compliance!

Exploiting keystreamreuseto readencrypted traffic.

Oncetwo encryptedpaclets that usethe samelV are
discovered,variousmethodsof attackcanbe appliedto
recovertheplaintext. If theplaintext of oneof the mes-
sagesds known, it is easyto derive the contentsof the
otheronedirectly.

Therearemary waysto obtainplausiblecandidategor
the plaintext. Many fields of IP traffic are predictable,
sinceprotocolsusewell-definedstructuresn messages,
andthe contentof messagearefrequentlypredictable.
For example,login sequenceare quite uniform across
mary usersandsothecontents—e.gthe Password:
promptor thewelcomemessage—malge known to the
attaclerandthususablein a keystreamreuseattack.As
anotherexample,it may be possibleto recognizea spe-
cific sharedibrary beingtransferredrom a networked
file systemby analyzingtraffic patternsandlengthsthis
would provide a large quantity of known plaintext suit-
ablefor usein akeystreanreuseattack.

There are also other, sneakier ways to obtain known
plaintext. It is possibleto causeknown plaintext to be
transmittecby, for example sendingP traffic directlyto
amobile hostfrom an Internethostunderthe attacler’s
control. Theattacler may alsosende-mailto usersand
wait for themto checkit over awirelesslink. Sending
spame-mailmightbeagoodmethodof doingthis with-

2Thisis aconsequencef the so-called'birthday paradox”.

outraisingtoo mary alarms.

Sometimespbtainingknown plaintext in this way may
be even simpler One accesspoint we testedwould
transmitbroadcaspacletsin bothencryptedandunen-
cryptedform, whentheoptionto controlnetwork access
wasdisabled. In this scenario,an attacler with a con-
forming 802.11interfacecantransmitbroadcasts$o the
accesgoint (they will be acceptedsinceaccesson-
trol is turnedoff) and obsene their encryptedform as
they arere-transmittedindeed this is unavoidableon a
subnetthat containsa mixture of WEP clientswith and
without supportfor encryption:sincebroadcaspaclets
mustbeforwardedto all clients,thereis nowayto avoid
thistechniqueor gatheringknown plaintext.

Finally, we remind the readerthat even when known
plaintext is not available,someanalysisis still possible
if aneducatedjuessaboutthe structureof theplaintexts
canbemade asnotedearlier

3.1 Decryption Dictionaries

Oncethe plaintext for an interceptedmessagds ob-
tained, either through analysis of colliding IV's, or
throughothermeans the attacler alsolearnsthe value
of the keystreamusedto encryptthe messagelt is pos-
sibleto usethis keystreanto decryptary othermessage
thatusesthe samelV. Overtime, the attacler canbuild
atableof thekeystreamsorrespondingo eachlV. The
full tablehasmodesspaceaequirements—perhad$00
bytesfor eachof the 224 possiblelV’s, or roughly 24
GB—soit is concevablethat a dedicatedattacler can,
after someamountof effort, accumulateenoughdata
to build a full decryptiondictionary especiallywhen
one considersthe low frequeng with which keys are
changedseeSection3.2). Theadwantageo theattacler
is that, oncesuchatableis available,it becomegossi-
ble to immediatelydecrypteachsubsequentiphertext
with very little work.

Of coursetheamountof work necessaryo build sucha
dictionaryrestrictsthis attackto only themostpersistent
attaclerswho arewilling to investtime and resources
into defeatingWWEP security It canbearguedthat WEP
is not designedto protectfrom suchattaclers, sincea



40-bit key can be discoveredthroughbrute-forcein a
relatively shortamountof time with moderataesources
[1, 5]. However, manuficturershave alreadybegunto
extend WEP to supportlarger keys, andthe dictionary
attackis effectiveregardlesof key size.(Thesizeof the
dictionary dependsot on the size of the key, but only
onthesizeof thelV, whichis fixedby thestandardit 24
bits.)

Further thedictionaryattackcanbemademorepractical
by exploiting the behavior of PCMCIA cardsthat reset
thelV to 0 eachtimethey arereinitialized. Sincetypical
useof PCMCIA cardsincludesreinitialization at least
onceperday, building adictionaryfor only thefirst few
thousandV’'s will enablean attacler to decryptmost
of the traffic directedtowardsthe accesspoint. In an
installationwith mary 802.11clients, collisionsin the
first few thousandV’ swill beplentiful.

3.2 KeyManagement

The 802.11standarddoesnot specify how distribution

of keys is to be accomplished. It relies on an exter-

nal mechanisnto populatea globally-sharedarray of 4

keys. Eachmessageontainsa key identifierfield spec-
ifying theindex in the arrayof the key beingused.The
standardilsoallows for anarraythatassociateaunique
key with eachmobile station;however, this optionis not
widely supported.In practice,mostinstallationsusea
singlekey for anentirenetwork.

This practiceseriouslyimpactsthe securityof the sys-
tem,sincea secrethatis sharecamongmary userscan-
not stayverywell hidden.Somenetwork administrators
try to amelioratehis problemby notrevealingthesecret
key to endusers,but ratherconfiguringtheir machines
with the key themseles. This, however, yields only a
mauginalimprovementsincethe keys arestill storedon
the users’computers.As anecdotakvidence,we know
of agroupof graduatestudentsvho reverse-engineered
the network key merely for the corvenienceof being
ableto useunsupporte@peratingsystems.

Thereuseof asinglekey by mary usersalsohelpsmake
the attacksin this sectionmore practical, sinceit in-
creaseschancesof IV collision. The chanceof ran-

domcollisionsincreasegproportionallyto thenumberof
users;evenworse,PCMCIA cardsthatresetthelV to 0
eachtimethey arereinitializedwill all reusekeystreams
correspondingo a small rangeof low-numberedV’s.
Also, thefactthatmary userssharethe samekey means
thatit is difficult to replacecompromisedkey material.
Sincechanginga key requiresevery single userto re-
configuretheir wirelessnetwork drivers, suchupdates
will beinfrequent.In practice we expectthatit maybe
months,or evenlonger, betweerkey changesallowing
anattacler moretime to analyzethetraffic andlook for
instance®f keystreanreuse.

3.3 Summary

The attacksin this section demonstratethat the use
of streamciphersis dangerouspecausethe reuseof
keystreancanhave devastatingconsequenceginy pro-
tocol thatusesa streamciphermusttake specialcareto
ensurehatkeystreamnever getsreused.

This propertycanbe difficult to enforce. The WEP pro-
tocol containsvulnerabilitiesdespitethe designersap-
parentknowledgeof the dangersof keystreamreuseat-
tacks. Nor is it the first protocolto fall prey to stream-
cipherbasedattacks;see,for example, the analysisof
an earlierversionof the Microsoft PPTPprotocol[13].
In light of this, a protocoldesignershouldgive careful
consideratiorio thecomplicationghattheuseof stream
ciphersaddsto a protocolwhenchoosinganencryption
algorithm.

4 MessageAuthentication

The WEP protocol usesan integrity checksumfield

to ensurethat paclets do not get modified in transit.
The checksunis implementedasa CRC-32checksum,
whichis partof the encryptedhbayloadof the paclet.

Wewill arguebelow thata CRCchecksunis insufficient
to ensurehatanattacler cannotamperwith amessage:
it is not a cryptographicallysecureauthenticatiorcode.
CRC's aredesignedo detectrandomerrorsin the mes-



sage;however, they are not resilientagainstmalicious
attacks. As we will demonstratethis vulnerability of
CRCis exacerbatedby thefactthatthemessaggayload
is encryptedusinga streanciphet

4.1 MessageModification

First, we shon thatmessagemaybe modifiedin transit
without detectionjn violation of the securitygoals.We
usethefollowing propertyof the WEP checksum:

Property 1 The WEP chedksumis a linear function of
themessge.

By this, we meanthat checksumminglistributesover
the XOR operationj.e., c(z ® y) = c(z) & c(y) for all
choicesf x andy. Thisis agenerapropertyof all CRC
checksums.

One consequencef the above propertyis thatit be-
comespossibleto make controlledmodificationgo a ci-

phertet without disruptingthe checksum.Let's fix our

attentionon a ciphertext C' which we have intercepted
beforeit couldreachits destination:

A= (B): {v,C).

We assumehat C' correspond$o someunknovn mes-
sageM, sothat

C = RCA(v, k) @ (M, c(M)). 1)

We claim thatit is possibleto find a new ciphertext C’
thatdecryptsto M', whereM' = M & A andA may
be chosenarbitrarily by the attacler. Then,we will be
ableto replacethe original transmissiorwith our new
ciphertext by spoofingthesource,

(4) = B: (v,C"),

and upon decryption, the recipient B will obtain the
modifiedmessagé/’ with thecorrectchecksum.

All thatremainss to describehow to obtainC' from C'
sothatC’ decryptsto M’ insteadof M. Thekey obser
vationis to notethat streamciphers,suchasRC4, are
alsolinear, sowe canreordermary terms. We suggest
thefollowing trick: xOR the quantity(A, ¢(A)) against

both sidesof Equationl above to geta new ciphertext
c"

C' = Ca(A (D))
= RC4(wv,
= RC4
= RC4
= RC4(v,

In this derivation,we usedthefactthatthe WEP check-
sumis linear, sothatc(M) @ ¢(A) = ¢(M @ A). Asa
result,we have shawvn how to modify C' to obtaina new
ciphertet C' thatwill decryptto P @ A.

Thisimpliesthatwe canmake arbitrarymodificationgo
an encryptedmessagevithout fear of detection. Thus,
the WEP checksuntails to protectdataintegrity, one
of the threemain goalsof the WEP protocol (seeSec-
tion 2.1).

Noticethatthisattackcanbeappliedwithoutfull knowl-
edgeof M: theattacler only needgo know theoriginal
ciphertext C andthe desiredplaintext differenceA, in
orderto calculateC’ = C @& (A, c¢(A)). For exam-
ple, to flip the first bit of a messagethe attacler can
setA = 1000 - -- 0. This allows anattacler to modify a
pacletwith only partialknowledgeof its contents.

4.2 Messagdnjection

Next, we shov that WEP doesnot provide secureac-
cesscontrol. We usethefollowing propertyof the WEP
checksum:

Property 2 TheWEP cheksumis an unkeyedfunction
of themessge.

As a consequencehe checksunfield canalsobe com-
putedby theadwersarywho knowsthe message.

This property of the WEP integrity checksumallows
the circumventionof accessontrolmeasureslf anat-
tacker cangetaholdof anentireplaintext corresponding
to sometransmittedframe, he will then able to inject



arbitrary traffic into the network. As we sav in Sec-
tion 3, knowledgeof both the plaintext and ciphertext
revealsthe keystream.This keystreamcansubsequently
bereusedo createanew paclet, usingthesameyV. That
is, if theattaclereverlearnsthe completeplaintext P of
ary givenciphertet packetC, hecanrecoverkeystream
usedto encryptthe paclet:

PoC =Pa (P®RC4(v,k)) = RC4(v, k).
He cannow constructanencryptionof amessagé/':
(4) = B: (v, C"),
where

C'=(M',e(M")) ® RC4(v, k).

Note thatthe roguemessageisesthe samelV valueas
the original one. Therefore,the attackworks only be-
causeof thefollowing behavior of WEP accesoints:

Property 3 It is possibleto reuseold IV valueswithout
triggering anyalarmsat thereceiver

Whenwe know an IV v alongwith its corresponding
keystreamsequenceRC4(v, k), this IV-reuseproperty
is whatallows usto reuseknown keystreamandcircum-

ventthe WEP accesontrolmechanism.

A naturaldefenseagainstthis attackwould be to dis-
allow the reuseof IV's in multiple paclets, and re-
quire that all recevers enforcethis prohibition. How-
ever, the 802.11standarddoesnot do this. While the
802.11standardstronglyrecommendsgainstV reuse,
it doesnotrequireit to changewith everypaclet. Hence,
every recevver must acceptrepeatedV’s or risk non-
interoperabilitywith compliantdevices. We consider
thisaflaw in the802.11standard.

In networking one often hearsthe rule of thumb “be
consenative in whatyou send,andliberal in whatyou
accept. However, whensecurityis a goal, this guide-
line canbe very dangerous:beingliberal in what one
acceptaneanghat eachlow-securityoption offered by
the standardnustbe supportedy everyoneandis thus
availableto the attacler. This situationis analogoudo
theciphersuiteollbackattackson SSL[17], whichalso
madeuseof a standardhatincludedboth high-security

andlow-securityoptions. Consequentlyto avoid secu-
rity attheleast-commordenominatofevel, we suggest
thatthe 802.11standardshouldbe more specificabout
forbidding IV reuseandotherdangeroubwehaior.

Notethatin this attackwe do not rely on Propertyl of
the WEP checksum(linearity). In fact, substitutingary
unkeyedfunctionin placeof the CRCwill havenoeffect
on the viability of the attack. Only a keyed message
authenticationcode (MAC) suchas SHA1-HMAC [9]
will offer sufficient strengthto preventthis attack.

4.3 MessageDecryption

Whatmay be surprisingis thatthe ability to modify en-
cryptedpacletswithout detectioncanalsobe leveraged
to decryptmessagesentover the air. ConsiderWEP
from the point of view of the adwersary Since WEP
usesa streamcipherpresumedo be secure(RC4), at-
tackingthe cryptographydirectly is probablyhopeless.
But if we cannotdecryptthe traffic oursehes,thereis
still someonavho can: theaccesgoint. In any crypto-
graphicprotocol, the legitimate decryptormustalways
possesghe secretkey in orderto decrypt, by design.
Theidea,then,is to trick theaccesgointinto decrypt-
ing someciphertet for us. As it turnsout, the ability to
modify transmittedpaclets providestwo easywaysto
exploit theaccesgointin thisway.

4.3.1 IP redirection

The first way is calledan “IP redirection” attack,and
can be usedwhen the WEP accessoint actsasa IP
routerwith Internetconnectvity; notethatthisis afairly
commonscenaridn practice becaus&VEP s typically
usedto provide network accesgor mobile laptopusers
andothers.

In this case theideais to sniff an encryptedoaclet off
theair, andusethetechniqueof Section4.1to modify it
sothatit hasanew destinatioraddressonetheattacler
controls. Theaccesgoint will thendecryptthe paclet,
andsendthe paclet off to its (new) destinationwhere
the attacler canreadthe paclet, now in the clear Note



thatour modifiedpacletwill betravelingfromthewire-
lessnetwork to the Internet,and so mostfirewalls will
allow it to passunmolested.

The easiestvay to modify the destinationP addresss
to figure out whatthe original destinationP addresss,
andthenapplythetechniqueof Section4.1to changat
to the desiredone. Figuring out the original destination
IP addresss usually not difficult; all of the incoming
traffic, for example will bedestinedor anlP addres®n
the wirelesssubnetwhich shouldbe easyto determine.
Oncetheincomingtraffic is decryptedthe|P addresses
of the other endsof the connectionswill be revealed,
andoutgoingtraffic canthenbe decryptedin the same
manner

In order for this attackto work, however, we needto
not only modify the destinationlP addressput alsoto
ensurethat the IP checksumin the modified paclet is
still correct—otherwisethe decryptedpaclet will be
droppedby the accesgoint. Sincethe modifiedpaclet
differs from the original paclet only in its destination
IP addressand sinceboth the old and new valuesfor
the destinationlP addressareknown, we cancalculate
the requiredchangeto the IP checksuncausedoy this
changen IP address.Supposehe high andlow 16-bit
words of the original destinationlP addresswvere Dy
andDy, andwewishto changehemto D', andDy . If
theold IP checksunwasy (whichwe donotnecessarily
know, sinceit is encrypted)the new oneshouldbe

X' =x+Dy+D—Duy—Dy

(wheretheadditionsandsubtractionfiereandbelow are
one's-complement)3, 10].

Thetrick is thatwe only know how to modify a paclet
by applyinganXxoRr toit, andwe don’t necessarilknow
whatwe needto XOR to x to getx’, eventhoughwe do
know whatwe would needto add (namely DY, + D}, —
Dy — Dy).

We now discusghreewaystotry to correctthelP check-
sumof themodifiedpaclet:

The IP checksumfor the original packetis known:
If it happensto be the casethat we somehav
know y, thenwe simply calculatey’ asabove,and
modify the packetby xoRing in x @ x’, whichwill
changeheIP checksunto the correctvalueof x'.

The original IP checksumis not known: If x is not
known, the taskis harder Given¢ = x’' — x, we
needto calculateA = y' @ x.

In fact,thereis notenoughinformationto calculate
A givenonly . For example,if £ = 0xCAFE, it
couldbethat:

e %' = 0xCAFE, y = 0x0000, SOA = 0xCAFE

e Y’ = 0xD0OOD, x = 0x050F, SOA = 0xD502
e x' = 0x1EE7, x = 0x53E8, SOA = 0x4DOF

However, not all 216 valuesfor A are possible,
and someare much more likely than others. In
the above example, there are four valuesfor A
(Ox3501 , 0x4B01, 0x4D01, 0x5501 ) which
occurmorethan3% of thetime each.Further we
arefree to make multiple attempts—an incorrect
guessewill besilentlyignoredby theaccespoint.
Dependingonthevalueof £, a smallnumberof at-
temptscansucceedvith highprobability. Finally, a
successfutlecryptionof onepaclet canbe usedto
bootstrapthe decryptionof others;for example,in
a streamof communicatiorbetweertwo hosts the
onlyfield in thelP headethatchangess theidenti-
ficationfield. Thus,knowledgeof thefull IP header
of onepaclketcanbe usedto predictthefull header
of the surroundingpaclets,or narrow it down to a
smallnumberof possibilities.

Arrange that x = x': Another possibility is to com-
pensatefor the changein the destinationfield by
a changein anotherfield, suchthat the checksum
of the paclet remainsthe same. Any headeffield
thatis known to us anddoesnot affect paclet de-
livery is suitable,for example,the sourcelP ad-
dress AssuminghesourcdP addres®f thepaclet
to be decryptedis also known (we can obtainit,
for example,by performingthe attackin the pre-
viousitem on onepaclet to decryptit completely
and then using this simpler attackon subsequent
pacletsoncewe readthe sourceaddresdrom the
first one), we simply subtract{ from the low 16-
bit word of the sourcelP addressand the result-
ing paclet will have the samelP checksumasthe
original. However, it is possiblethatmodifying the
sourceaddresdn this way will causea paclet to
be droppedbasedon egressfiltering rules; other
headeffields could potentiallybe usedinstead.



Highly resourcefulattaclers with monitoring ac-
cessto an entire classB network can even per

form the necessanadjustmentsn the destination
field alone,by choosingD}, = Dy + D, — DY.

For example,if theoriginal destinatioraddressn a
pacletis 10.20.30.4@ndtheattacler holdscontrol

over the 192.168.0.0/16ubnet,selectingthe ad-
dress192.168.103.14iesultsn identicallP header
checksumvalues,andthe paclet will be delivered
to anaddresdecontrols.

4.3.2 Reactionattacks

Thereis anothemvay to manipulate¢he accesgointand
breakWEP-encryptedraffic thatis applicablewhenever
WEP s usedto protectTCP/IPtraffic. Thisattackdoes
not requireconnectvity to the Internet,soit may apply
evenwhen|P redirectionattacksareimpossible.How-

ever, it is effective only againstT CPtraffic; otherlP pro-

tocolscannotbe decryptedusingthis attack.

In our attack,we monitor the reactionof a recipientof

a TCP paclet and usewhat we obsene to infer infor-

mationaboutthe unknown plaintext. Our attackrelies
on the fact that a TCP paclet is acceptedonly if the
TCP checksumis correct,andwhenit is acceptedan
acknavledgemenpacletis sentin responseNote that
acknavledgemenpacletsare easilyidentified by their

size,without requiringdecryption.Thus,thereactionof

the recipientwill disclosewhetherthe TCP checksum
wasvalid whenthe pacletwasdecrypted.

The attack,then, proceedsas follows. We intercepta
ciphertext (v, C) with unknovn decryptionP:

A= (B): {v,0).

Weflip afew bitsin C andadjusttheencryptedCRCac-
cordinglyto obtainanew ciphertext C’ with valid WEP
checksumWe transmitC" in aforgedpacletto theac-
cespoint:

(A4) = B : (v,C").

Finally, we watchto seewhetherthe eventualrecipient
senddacka TCPACK (acknavledgementpaclet; this
will allow usto tell whetherthe modifiedtext passedhe
TCPchecksumandwasacceptedy therecipient.

10

Note thatwe may choosewhich bits of C' to flip in ary
waywe like,usingtechnique$rom Sectior4.1. Thekey
technicabbsenationis asfollows: By acleverchoiceof
bit positionsto flip, we canensurethatthe TCP check-
sumremainsundisturbedexactly whenthe one-bitcon-
dition P; & P;;16 = 1 ontheplaintext holds. Thus,the
presencer absencef anACK pacletwill revealonebit
of informationon the unknown plaintext P. By repeat-
ing theattackfor mary choicesof 1, we canlearnalmost
all of theplaintext P, andthendeducinghefew remain-
ing unknowvn bitswill beeasyusingclassicatechniques.

We explain later preciselyhow to choosewhich bits to
flip. For now, the detailsarenot terribly important. In-
stead,the main point is that we have exploited the re-
ceiver's willingnessto decryptarbitrary ciphertexts and
feedthemto anothercomponenbf thesystenthatleaks
atiny bit of informationaboutits inputs. Therecipients
reactionto our forgedpaclket—eitheracknavledgingor
ignoring it—can be viewed as a side channel,similar
to thoseexploitedin timing and power consumptiorat-
tacks[7, 8], that allows us to learninformation about
the unknown plaintext. Thus,we have usedthe recipi-
entasanoracleto unknowingly decryptthe intercepted
ciphertext for us. This is known as a reactionattad,
asit works by monitoringtherecipients reactionto our
forgeries.

Reactionattackswere initially discoseredby Bellovin
and Wagnerin the contet of the IP Security protocol,
wheretheir existencewasblamedon the useof encryp-
tion without alsousinga MAC for messageuthentica-
tion [2]. As aresult, Bellovin proposeda designprin-
ciple for IP Security:all encryptionmodesof operation
shouldalsousea MAC. It seemghatthe samerule of
thumbappliesto the WEP protocolaswell, for the pres-
enceof a secureMAC (ratherthanthe insecureCRC
checksumjvould have preventedtheseattacks.

Thetechnicaldetails. We have deferreduntil now the
technicaldetailson how to choosenew forgedpaclets
C' to trick therecipientinto revealinginformationabout
theunknown plaintext P.

Recallthatthe TCP checksunis the one's-complement
addition of the 16-bit words of the messagel.
Moreover, one's-complemenaddition beharesroughly



equivalentlyto additionmodulo2' — 1. Henceroughly
speaking the TCP checksumon a plaintext P is valid
onlywhenP = 0 mod 26 — 1.

WeletC! = C @ A, sothat A specifieswhich bit po-
sitionsto flip, andwe chooseA asfollows: pick ¢ arbi-
trarily, setbit positionsi and: + 16 of A to one,andlet
A bezeroelsavhere.lt is acornvenientpropertyof addi-
tion modulo2'® — 1 thatP ® A = P mod 2!% — 1
holds exactly when P; & P;116 = 1. Sincewe as-
sumethat the TCP checksumis valid for the original
paclet (i.e., P = 0 mod 2'¢ — 1), this meansthat the
TCP checksumwill be valid for the new paclet (i.e.,
P& A =0mod?2!% — 1) justwhenPi @ Pit16 = 1.
This givesusour onebit of informationontheplaintext,
asclaimed.

4.4 Summary

In this section,we have shavn the importanceof using
acryptographicallysecurenessagauthenticatiorcode,
suchas SHA1-HMAC [9], to protectintegrity of trans-
missions. The useof CRC is wholly inappropriatefor
this purposeandin factany unkeyedfunctionfalls short
from defendingagainstall of the attacksin this section.
A secureMAC is particularlyimportantin view of com-
positionof protocols sincethelack of messagntegrity
in onelayer of the systemcanleadto breachof secrey
in thelargersystem.

5 Countermeasures

Thereare configurationoptionsavailable to a network
administratothat canreducetheviability of the attacks
we described.The bestalternatve is to placethe wire-
lessnetwork outsideof theorganizatiorfirewall. Instead
of trying to securethe wirelessinfrastructurejt is sim-
pler to considerit to be as much of a threatas other
hostson the Internet. The typical clients of a wireless
network areportablecomputerghataremobile by their
natureandwill frequentlyemploy aVirtual PrivateNet-
work (VPN) solutionto accessostsinsidethe firewall
whenaccessingia dial-up or from a remotesite. Re-
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quiringthatthesameVPN beusedto accessheinternal
network whenconnectedver 802.11obviatesthe need
for link-layer security andreusesawell-studiedmecha-
nism. To provideaccessontrol,thenetwork canbecon-
figuredsuchthat no routesto the outsidelnternetexist

from the wirelessnetwork. This preventspeoplewithin

radiorangeof the wirelessinfrastructurefrom usurping
potentiallycostlylnternetconnectiorbandwidth requir

ing VPN usefor ary outsideaccess.(However, it may
bedesirableo allow visitorsto accesshe Internetwire-

lesslywithout additionaladministratve setup.)

A usefuladditionalmeasurés to improve the key man-
agemenbf awirelessnstallation.If possiblegveryhost
shouldhave its own encryptionkey, andkeys shouldbe
changedwith high frequeng. The designof a secure
andeasy-to-usenechanisnfor automatedkey distribu-
tion to all usersis a good subjectfor further research.
Note, though,that good key managemenalonecannot
solve all of the problemsdescribedn this paper;in par
ticular, theattacksfrom section4 remainapplicable.

6 Lessons

The attacksin this papersene to demonstratea fact
that hasbeenwell-known in the cryptographycommu-
nity: designof secureprotocolsis difficult, andfraught
with mary complications. It requiresspecialexpertise
beyondthatacquiredin engineeringnetwork protocols.
A goodunderstandingf cryptographicprimitivesand
their propertiesis critical. From a purely engineering
perspectie,theuseof CRC-32andRC4canbejustified
by their speedand easeof implementation. However,
mary of theattackswe have describedely onthe prop-
ertiesof streamciphersand CRC’s, andwould be ren-
deredineffective, or atleastmoredifficult, by the useof
otheralgorithms.Therearealsomoresubtleinteractions
of engineeringdecisionsthat are not directly relatedto
the useof cryptography For example, being stateless
and beingliberal in what a protocol acceptsare well-
establishegbrinciplesin network engineeringBut from
a securitystandpoint,both of theseprinciplesare dan-
geroussincethey give anattacler morefreedomto op-
erate,andindeed,the traffic injection attackscapitalize
on this freedom.Securityis a propertyof anentiresys-



tem,andevery decisionmustbe examinedwith security
in mind.

The settingof WEP makesa securedesignparticularly
difficult. A link-layer protocolmusttake into accounin-

teractionswith mary differententitiesat the sametime.

ThelP redirectionattackrelieson collaboratiorbetween
anagentinjecting messageat the link-layer anda host
someavherethe Internet. The complex functionality of

a 802.11accesgoint makesit susceptibleo suchat-

tacksfrom all sides. Facedwith suchdifficulties, even
themostexperiencedf securityprofessionalsanmake

seriouserrors.Recognizinghis fact,the acceptedrac-
tice is to rely on the expertiseof othersto improve the
securityof protocols. Two importantwaysto do this is

to reusepastdesignandto offer new designsfor public

reviews.

Past designsshould be reusedwheneer possible. A

commontenetof protocoldesignis “don’t doit.” WEP
could have benefittedrom the experiencegainedin the
designof the IP Security Protocol (IPSEC)[6]. Al-

thoughthe goalsof IPSEC are someavhat different, it

also aims to provide link-layer security and as such
needsto deal with mary of the sameissuesas WEPR
Evenif the protocolcould not bereusedas-is,a review
of its designandpastanalysiswould have beenvery in-
structive. Someof the previously publishedproblemsn
IPSEC[2] sharemary similaritieswith the attackspre-
sentedn this paper

Publicreview is alsoof greatimportance.|lf WEP had
beenexaminedby the cryptographiccommunitybefore
it wasenactednto aninternationaktandardiary of the
flaws would have beenalmostsurely eliminated. (For
example, the dangersof usinga CRC to ensuremes-
sageintegrity arewell-known, see[15].) While we ap-
plaud the fact that the standards open,thereare still

barriersto public review. A securityresearcheis faced
with a financialburdento even attemptto examinethe
standard—theostof thedocumenis in thehundredof

dollars. Thisis theoppositeof whatshouldbe—awork-
ing groupdevelopinga new securityprotocolshouldac-
tively invite the securitycommunityto analyzeit.
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7 Conclusions

In this paperwe have demonstratechajorsecurityflaws
in the WEP protocolanddescribedsereral practicalat-
tacks that result. Consequentlywe recommencthat
WEP shouldnot be countedon to provide stronglink-
level security andthat additionalprecautionsbe taken
to protectnetwork traffic. We hopethatour discoveries
will motivatearedesigrof the WEP protocolto address
the vulnerabilitiesthat we found. Our further hopeis
thatthis papermwill exposeimportantsecurityprinciples
and designpracticesto a wide audience,and that the
lessonawve identify will benefitfuture designerof both
WEP and othermobile communicationsecurityproto-
cols.
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