Additional container security features

Cloud or
On-
Premise

Server Options

General

Type

Knox Platform
for Enterprise

Container Unlock
with AD Credentials

Knox v2.4.x +

Security

Enable Iris
Authentication
to Access Knox

Knox v2.7 +

1 Year

License Type

License Type

1 Year
Supported Devices

Devices with
Knox v2.4 +

Permanent
Container Lock

Knox v2.4.x +

Devices with Yes

Knox v2.4 +

Supported Devices EMM Support

Server Options Launcher or Folder View

Cloud or On-Premise Knoxv2.5 +

EMM Support

Yes

Chamber Folder Container-Only Mode

Knox v2.4.x + Knox v2.4.x +



App Permission
Monitor - Phase 3

Knox v3.2 +

“Work" For Work
Profile Icon

All Knox Versions

Management

App Shortcuts on
Personal Home
Screen

Knox v2.7 +

Google Play or Play
for Work Inside
Container

Knox v2.6 +

Container
Lock/ Wipe

Knox v2.4.x +

NPA (Network
Platform Analytics)
Updates

Knox v3.2 +

App Permission
Monitor Updates

Knox v3.2 +

Information Rights
Management (IRM)

Knox v2.6 +

Audit Logs

Knox v2.5 +

DeX Management

and Configuration

Knox v3.2 +

NPA (Network

Platform Analytics) -

Long-Lived Flows

Knox v3.2 +

Knox Workspace

Knox v3.2 +

Clipboard/Copy &
Paste From Outside
to Inside

Knox v2.6 +

Container
Configurations

Knox v2.4.x +

Disable Wi-Fi,
Bluetooth,
Bluetooth Low
Energy Background
Scanning

Knox v3.2 +

RCS Message
Logging

Knox v3.2 +

Work Profile Icon
Name Change

Knox v3.2 +

Enhanced Knox Container
Isolation Granularity

Knox v2.6 +

SD Card Access

Knox v2.4.x +

Enhanced Knox
Workspace Container
Isolation Granularity

Knox v2.6 +

Wi-Fi, BT, BLE
Scanning Disable

Knox v3.2 +



Productivity

Accessibility Apps
Access to Knox
Workspace

Knox v2.8 +
Speech-to-Text
Knox v2.6 +
Enterprise Billing

Knox v2.4.x +

DeX

Add Browser
Shortcut to
Home Screen

Knox v3.2 +

SDK

Knox UCM SDK is

Included in Knox SDK

Knox v3.2 +

Enterprise Billing
on Dual SIM Devices
Knox v2.8 +

S-Pen Air Command
Support

Knox v2.5 +

ProKiosk Mode

Knox v3.2 +

Align DeX Launcher

Knox v3.2 +

PBA (Phonebook
Access) Profile
Support

Knox v2.7 +

USB Access
Inside Container

Knox v2.5 +

Seamless App Use

Knox v3.2 +

Multi-Window Support

Knox v2.6 +

IPv6 Support for

Enterprise Billing

Knox v2.5 +



