
HIJACKERS MOVE FAST
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IS PHISHING EFFECTIVE?

HIJACKERS SPAM YOUR CONTACTS

SCAM

People included in the 
contact list of a hijacked 
account were 36 times
more likely to be 
hijacked themselves

2-step verification adds an 
extra layer of security that 

makes hijacking much harder.
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Provide a backup phone 
number or email address 

so we can reach you.

Stay vigilant. Gmail blocks the vast 
majority of spam and phishing emails, 
but be wary of messages asking for 

login information or other personal data.

Trick users

45%
of the time

The most
believable
phishing
pages

Average
phishing
pages

Trick users

14%
of the time

The most
obviously
scammy
phishing
pages

Trick users

3%
of the time

Once inside an account, 
hijackers send scam 
emails in your name - 
for instance, asking for
money from your contacts

CONTACTS 36x
more likely

123456

PROTECTING YOUR ACCOUNT


