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ABOUT ME

e Things|do..

Fatherhood

Senior Security Architect in the Office of the CTO at Bloomberg LP

Wireless Security Research

Soccer, live rock/punk-rock/metal music, geek

e Mobile/wireless security research

Started 10 years ago with LTE

History of breaking/breaking-into things communicating over 802.11, BLE, ZigBee...

5@G security

e Random trivia/achievements

Saw every single game live on TV during World Cup 2006 and 2010

Seen the band Bad Religion live 22 times

e Very happy to be back at the ShmooCon stage 4 years later!

e More

http://rogerpiquerasjover.net/

g @rgoestotheshows
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This work is unrelated to my day job. All opinions and views
expressed here are my own.
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WHAT AM | GOING TO TALK ABOUT?
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MOBILE NETWORK SECURITY RETROSPECTIVE

LS

Stronger (Optional)
encryption encryption of
Mutual IMSI
authentication More secure?

“Old” encryption Strong encryption

No BS Mutual
authentication authentication

Ask Karsten Nohl and Interestingly, research Broken in a number of So much buzz! Has
Sylvain Munaut... mostly skipped 3G... ways. Ask Rabi security improved?
Borgaonkar, David
Rupprecht, Syed Rafiul
Hussain, Yongdae Kim,
myself...
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MOBILE NETWORK SECURITY RETROSPECTIVE

. New Privacy Threat on 3G, 4G, and
LTEInspector: A systematic approach for U inz 56 AKAIP I
adversarial testing of 4G LTE Authentication vulnerability in the Security and Protocol Exploit pcoming rotocols
g most recent 5G AKA draft Analysis of the 5G Specifications

GSM first deployed Barkan GSM attack Karsten Nohl's Wideband GSm Breaking LTE on Layer Two Defeating the Downgrade

in Finland paper publishes Sniffing at CCC Attack on Identity Privacy...

First version of 3GPP Release 15
LTE protocol exploits at ShmooCon, ublished
3GPP Release 8 Practical Attacks Against Privacy P

specifications frozen .4 availability in 4G/LTE at NDSS

First version of 5G security
specifications

e GSM

— Deployment 1991, first crypto attacks 2004, first system attack 2009
— Osmocombb, OpenBTS, OpenBSC, etc

— Standards 2008, deployment 2012, first system attacks early 2016
— OpenlTE (12/31/2012), srsLTE (06/15/2015)
— Lots of excellent research papers over the last 3 years

e 5G
— Release 15 published 12/2017, 5G security specifications 03/2018, many vulnerabilities found since 2018
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SECURITY RESEARCH RAPIDLY MATURING

e Cellular security research ramping up rapidly!

LS.

56

18 years from deployment to first attacks

8 years from standards to first attacks, 3 years from deployment to first attacks

A number of vulnerabilities identified even before deployment!
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WHAT HAS CHANGED BETWEEN THEN AND NOW?

e Research ecosystem maturing

— Maturity of open-source tools

Excellent work from academia over the last few years
Cellular security research hitting mainstream media

RUHR

LONG TERM EVOLUTION —

si RUB @Srecnca
(:y SRS L-I-E LTE wireless connections used by billions

l(Al ST aren’t as secure as we thought

LTE was supposed to fix security and privacy shortcomings—now it's broken, too.

DAN GOODIN - 6/29/2018, 2:30 PM

openlLTE

An open source 3GPP LTE implementation.
Status: Alpha  Brought to you by:

Holes in 4G and 5G Networks Could Let Hackers Track Your
Location

New research shows how nearby attackers can see where you are, send you spoofed carrier messages, and more.

TECH POLICY

gy
rifa 36 Undiscovered Flaws in 4G LTE Revealed by a New
OPEN AIR

= Security Tool
Jm— I N T E E FAC E W b SéZ'gR:‘ﬂ:er’:r’d « Flled to: EVERYTHING CAN BE HACKED -~

VIRGINIA TECH
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MOBILE NETWORK SECURITY RETROSPECTIVE

e Atopicthat | am very interested in...

https://www.linkedin.com/pulse/reflection-history-cellular-security-research-outlook-piqueras-jover

https://www.eff.org/deeplinks/2019/06/history-cellular-network-security-doesnt-bode-well-5g

https://softhandoverwordpress.com/2018/12/06/the-current-state-of-affairs-in-5g-security/

https://www.linkedin.com/pulse/impact-open-source-mobile-security-research-roger-piqueras-jover/

https://arxiv.org/abs/1904.08394
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https://www.linkedin.com/pulse/reflection-history-cellular-security-research-outlook-piqueras-jover
https://www.eff.org/deeplinks/2019/06/history-cellular-network-security-doesnt-bode-well-5g
https://softhandover.wordpress.com/2018/12/06/the-current-state-of-affairs-in-5g-security/
https://www.linkedin.com/pulse/impact-open-source-mobile-security-research-roger-piqueras-jover/
https://arxiv.org/abs/1904.08394

LTE protocol security redux...
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SOME BASIC JARGON

IMEI — “Serial number” of the device

IMSI — secret id of the SIM that should never be disclosed

SUPI — Subscriber Unique Private Identifier (“5G IMSI”)

SUCI — Subscriber Unique Concealed Identifier (SUPI encrypted with operator’s public key)
TMSI — temporary id used by the network once it knows who you are

MSISDN — Your phone number.
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LTE ARCHITECTURE
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LTE ATTACH PROCEDURE
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LTE ATTACH PROCEDURE

Ji 0 fee

eNodeB MME HSS S-GW
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Update locationl
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LTE ATTACH PROCEDURE

Mame

RACH
MALC Randorn Access Response
RRCConnectionRequest
RRCConnectionsetup
RRCConnectionsetupCormplete
Attach Request

FDOM Connectivity Request
DlInformationTransfer
Authentication Request
UlInformationTransfer
Authentication Response
DlInformationTransfer

Security Protected MAS Message
Security Mode Cornrmand
UlInformationTransfer

Security Protected MAS Message
Unknowen MAS
DlInformationTransfer

Security Protected MAS Message
Unknowen MAS
ULlInformationTransfer

Security Protected MAS Message
Unknowen MAS
SecuritybodeCarmmand
Ciphered RRC

Ciphered RRC

Ciphered RRC

Ciphered RRC

Ciphered RRC

Ciphered RRC

Ciphered RRC

Ciphered data

Ciphered data

Cibhered data

Start time
01:32:03.95494949
01:32:03.95894949
01:32:03.9649949
01:32:03.97994949
01:32:04.01394949
01:32:04.01394949
01:32:04.01394949
01:32:04.08894949
01:32:04.0889949
01:32:04,2259949
01:32:04,2259949
01:32:04,26794949
01:32:04,26794949
01:32:04, 26794949
01:32:04,28594949
01:32:04,28594949
01:32:04,28594949
01:32:04,32794949
01:32:04,32794949
01:32:04,32794949
01:32:04.3459949
01:32:04.3459949
01:32:04.34594949
01:32:04,47294949
01:32:04.49594949
01:32:04,50194949
01:32:04.,51594949
01:32:04,53694949
01:32:04.,57594949
01:32:04.,57594949
01:32:04.604999
01:32:14. 426997
01:32:14.475997
01:32:14.5139497

DifuUI

i i i Y o o s S i e ) o e e e e o s v e e o e R S )
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194
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0z

0z

1]
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164

172

CellID  Frame | Subf

RCE
-1n.64
-16.41
-23.85
-15.11

-25.25
-25.25

-15.00

-20.80

-15.52
-15.52

-22.49
-22.49

-14.73
-14.73

-21.316
-21.316

Power Length Errs Retrans Decr VYalid 5f R551

-57.98
-45.73
-51.14
-42.21

-48.30
-48.30

-41.33

-53.606

-44.04
-44.04

-52.16
-52.18

-45.648
-45.648

-53.39
-53.39

1]
7
1]
26
56
53
36
39
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22
19
17
14
g
22
19
13
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9
3
24
21
15
3
2
3
14
165
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Ell]
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40
1]
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(014
018
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Ok
(014
(014
018
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(014
018
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(014
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018
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(014
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(014
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Mot..
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Mao...
Mo...
Mao...
Mo...
Mo...
Mao...
Mo...
Mo...
Mo...

. Mo,

Mao...
Ma...
Mao...
Ma...
Ma...
Mao...
Ma...

-39.20

-38.72

-38.44

-39.22
-39.22

-39.27
-39.27

SINR
16.64
16.41
23.85
1511

25,25
25,25

15.00

20.80

15.52
15.52

22,44
22,44

14.73
14.73

21.36
2136

)

J L

J\

RACH handshake
between UE and eNB

. RRC handshake between
UE and eNB

Connection setup
(authentication, set-up of
encryption, tunnel set-up,
etc)

~ Encrypted traffic
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LTE (IN)SECURITY REDUX

IntelliJudge B
Count Mame Start time DI CellID | Frame RNTI | RCE | Power  Errs

1 RACH n0:04:42,942818 ] A5l -6.42 -hid,65

2 MAC Randorm Access Response 00:04:42,94681% D 651 -8.50 -45.23 DK
3 RRCConnectionRequest N0:04:42,95281% ] 52 -19.19  -56.46 0K
4 RRCConnectionSetup N0:04:42,967818 D 53 -8.07 -43.18 Ok
] RRCConnectionSetupCarmplete 00:04:43.00181% ] 657 Ok
fi Attach Request 00:04:43.00181% ] 657 Ok
¥ PDMN Connectivity Request n0:04:43,001818 1] 657 -17.59 -60,11 0K
g DLInformationTransfer no:04:43.050513 D nod oK
9 Authentication Request 00:04:43.08081% D 64 -8.86 -42.27 DK
110 ULInforrmationTransfer N0:04:43,21351% ] ] Ok
11 Authentication Response 00:04:43,21351% ] ] -1251 -p5.43  OK
12 DLInforrmationTransfer 00:04:43,25381% D a2 Ok
13 Security Protected MAS Message 00:04:43,25381% D a2 -8.90 -4451  OK
14 Security Mode Command N0:04:43,250818 D nez -8.490 -44.51 Ok
15 ULInformationTransfer N0:04:43,27381% ] HE) Ok
14 Security Protected MAS Message no:04:43.27351% ] nad -1114 -64.93  OK
17 Unknown MAS 00:04:43,273818 1] nd4 -1114 -6493 O
1% DLInforrmationTransfer 00:04:43,31881% D aad Ok
19 Security Protected MAS Message no:04:43.31851% D 6ad -5.48 -45.69 Ok
20 Unknown MAS N0:04:43,318818 D nag -8.48 -45.69 Ok
21 ULInformationTransfer N0:04:43,33381% ] ] Ok
22 Security Protected MAS Message no:04:43,33381% ] 690 -11.82 -63.66  OK
23 Unknown MAS 00:04:43,333818 1] a0 -11.82 -63.66 O
24 SecuritybdodeCommand no:04:43,45181% D oz ok
25 Ciphered RRC 00:04:43,479818 D o4 Ok
26 Ciphered RRC 00:04:43,503818 1] o7 Ok
27 Ciphered RRC 00:04:43,524818 D Toa Ok
28 Ciphered RRC N0:04:43,563818 1] 713 Ok
28 Ciphered RRC 00:04:43,563818 1] 713 Ok
30 Ciphered RRC 00:04:43,594818 D 716 a
Exl Ciphered data 00:04:52.021817 D 535 a
ENi Ciphered data 00:04:52.021817 D 535 Ok
33 Ciphered data N0:04:52,113817 1] 544 Ok
34 Ciphered data 00:04:52,153817 1] 548 a4

—

Unencrypted and unprotected.
These messages can be intercepted

" and spoofed with open-source tools
and low-cost radios

Other things sent in the clear:

Base station config (broadcast
messages)

Measurement reports
Measurement report requests
(Sometimes) GPS coordinates
HO related messages

Paging messages

Etc
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LTE (IN)SECURITY REDUX

Regardless of mutual authentication and strong encryption, a mobile device engages in a substantial
exchange of unprotected messages with *any* LTE base station (malicious or not) that advertises
itself with the right broadcast information.

The vast majority of vulnerabilities identified in LTE are based on exploiting these pre-
authentication messages.
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SNIFFING BASE STATION CONFIGURATION

e Capturing MIB and SIB broadcast messages

— |dentify base stations of a given operator

— |dentify ad-hoc base stations for first responders, etc

— Optimal TX power for rogue base station
— High priority frequencies
— Etc

Ml Wireshark - Packet 2 - capture_samgle - A we - - -

4 BOOH-DL-SCH-Message
4 message: <1 (0)

4 PUMN-1dentitylnfo
4 plan-Identity

4 mec: 3 items
4 jten @
MCC-MNC -0
4 Item 1
MCC-MNC -Di(
4 Item 2
MCC-MNC-Diy
4mnc: 3 items
“ Jtem @
MCC-MNC -Diy
4 Jtem 1
MCC-MMNC D
4 Item 2
MCC-NC-Diy T
cellReservedForOperatorUse: notReserves d (1)
lvruckinz/\rr.v(.c\:c. 9925 [bit lencth 16. 0000 1001 001@ 0101 decimal value 2341)
1

=

Jr LB...Q.. ..uf$ b,
!

4
|

Bistring % (2 bytes) | Bitstring 0 (4 bytes) | Unaligned OCTET STRING (2 bytes)

N1 7+ Timar SLU0S0KF - Dwtne 300545 * Divections Deeind:  Langeh: €1 + Tamporary CRNTT) - Destmatons * ANTH/ 65108 + Protocoss LTI ARC DE_SON - Snfor Sywminormatondiock Typet « Source

© Portions Copyright 2020 Bloomberg L.P.



IMSI CATCHING

e Until late 2015, it was wrongly assumed to not be possible in LTE

— Just a few lines of extra code in srsLTE

— Not too long ago operators would still page devices using the IMSI in some cases

Rogue
eNodeB
! ! ! !
lgtandom i i i
Access
— - Unauthenticated
} F& atgach req + FDR : messages
\ conndctivity req
~a - 1 1 1
N 1 1 1
Extract IMSI
1 ]
i from these i
messages
] ] 1

Roger Piqueras Jover. LTE protocol exploits. ShmooCon 2016.

M enb EMM7.pcap

e |

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AM 0 LORED QunEFE_[Faaanr

E3 -| Bpression..  +

[T Appty » display fiter . <crrl-

e R e e e T e .

Ho. Time Delta Direction Length Temporary CRNTI  RNTI Protocl  Info =

. 48.0870931 ©.828045 Uplink 188 78 LTE RR~ RRCConnectionSetupComplete, Attach request, PDN connectivity request
59.971905 ©.200974 Downlink 34 70 LTE RR—. [DL] [AM] SRB:1 [CONTROL] ACK_SN=1 Il ., DLInformationTransfer, Attach reject (EPS services not allowed)
6113,975051 113.903146 Downlink 15 MAC-LTE RACH Preamble chosen for UE @ (RAPID=0, attempt=0)
7 113.985023 9.809972 Uplink 22 71 LTE RR_. RRCConnectionRequest =
8 114.080854 ©.024031 Downlink 86 71 LTE RR.. BELCooneciionSelun,
9114,831227 9.922173 Uplink 188

18 114.831954
11 146. 295064
12 146.305224
13 146.328958
14 146.351866
15 146.351968

71 LTE RR- RRCConnectionSetuplomplete, Attach request, PDN connectivity request
71 LTE RR. er, Attach reject (EPS services not allowed)

0.088727 Downlink 7 - - =
MAC-LTE RACH Preasble chosen for UE @ (RAPID=@, attempt=0)

32.263110 Downlink 15

©.01016@ Uplink 22 72 LTE RR- RRCConnectionRequest
©.923734 Downlink 86 72 LTE RR~ RRCConnectionSetup
©0.822108 Uplink 188 72 LTE RR~ RRCConnectionSetupComplete, Attach request, PDN connectivity request
0.086992 Downlink 76 72 LTE RR~ [DL] [AM] SRB:1 [CONTROL] ACK_SM=1 ||, DLInformationTransfer, Attach reject (EPS services not allowed) =
4 Non-Access-Stratum (NAS)PDU -
000 = Security header type: Plain NAS message, not security protected (@)

... 8111 = Protocol discriminator: EPS mobility management messages (0x7)
NAS EPS Mobility Management Message Type: Attach request (0xd41)
= Type of security context flag (TSC): MNative security context (for KSIasme)
= NAS key set identifier: No key is available (7)

... B = Spare bit(s): Ox00

o-.. 018 = EPS attach type: Combined EPS/IMSI attach (2
4 £PS mobile identity

Length: 8
. 1... = Ddd/even indication: Odd number of identity digits

ce.. .001 = Type of identity: IMSI (1)
NSI: L

| Frame (188 bytes) | unaligned OCTET STRING (107 bytes)

© 7 nternotional mobile subscriber identity(IMSI) (e212.imsi), 8 bytes

Packets: 25 * Displayed: 25 (100.0%) * Load time: 0:0.2 Profile: Default
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DEVICE DoS AND SILENT DOWNGRADE TO GSM

e Rogue base station replying with Attach Reject and/or TAU Reject messages

e Brick a mobile device until reboot or toggle of airplane mode

e Silent downgrade to GSM

M enb_EMMT7.pcap

File Edit View Go Capture Analyze 3Statistics Telephony Wireless Tools Help

Am® LR Qe=SESFsEaaal
[WTAppty & display fiter ... <Ctri-/> = -] +
Interfoce [ 7] Device [All advertising devices - | Passkey / 0OB key | Adv Hop 3| [heip. ] [ vefaurs Log
No. Time: Delta Direction Length Temporary C-RNTI RNTI Protocol Info =
2 9.989992 8.889992 Uplink 22 78 LTE RR— RRCConnectionRequest L
3 9.842886 @.832894 Downlink B6 78 LTE RR— RRCConnectionSetup
4 @,878931 @.828045 Uplink 188 78 LTE RR_. RRCConnectionSetupComplete, Attach request, PDN connectivity request =
5 8.971995 @.060974 Downlink 34 76 LTE RR. [DL] [AM] SRB:1 [CONTROL] ACK_SN=1 |l ., DLInformationTransfer, Attach reject (EPS services not allowed)
6 113975851 113.983146 Downlink 15 MAC-LTE RACH Preamble chosen for UE @ (RAPID=®, attempt=8)
7 113.985823 @.009972 Uplink 22 71 LTE RR— RRCConnectionRequest |
8 114.009854 8.9240831 Downlink 86 71 LTE RR— RRCConnectionSetup
9 114.831227 @.822173 Uplink 188 71 LTE RR.. RRCConnectionSetupComplete, Attach request, PDN connectivity request
10 114.031954 @.080727 Downlink 76 71 LTE RR~ [DL] [AM] SRB:1 [CONTROL] ACK_SN=1 mn ., IJLInFoPIationTransFer,[Attach reject (EPS services not allowed)]
11 146. 295864 32.263118 Downlink 15 MAC-LTE RACH Preamble chosen for UE @ (RAPID=8, attempt=@8)
12 146.385224 @.91816@ Uplink 22 72 LTE RR.. RRCConnectionRequest
13 146.328958 @.823734 Downlink 86 72 LTE RR—. RRCConnectionSetup =
rre-TransactionIdentifier: @ -
4 criticalExtensions: c1 (@)
4 ¢1: dlInformationTransfer-rg (@)
4 dlInformationTransfer-r8
4 dedicatedInfoType: dedicatedInfoNAS (@)
4 dedicatedInfoNAS: @74487
4 Non-Access-Stratum (NAS)PDU
9009 .... = Security header type: Plain NAS message, not security protected (@)
. 8111 = Protocol discriminator: EPS mobility management messages {(@x7)
MAS EPS Mobility Management Message Type: Attach reject (0x44)
4 EMM cause E
L Cause: EPS services not allowed (7)
MAC: BxDBORRBBA [Matches calculated result] =
2000 .0
Frome (34 bytes) | unaligned OCTET STRING (3 bytes) |
O 7 Non-Access-Stratsm (NAS)PDU (nas-eps), 3 bytes Packets: 25 - Displayed: 25 (100.0%) - Load time: 0:0.2 Profile: Defsult

Hussain, Syed, Omar Chowdhury, Shagufta Mehnaz, and Elisa Bertino. "LTEInspector: A systematic approach for
adversarial testing of 4G LTE." In Network and Distributed Systems Security (NDSS) Symposium 2018. 2018..

Shaik, Altaf, Ravishankar Borgaonkar, N. Asokan, Valtteri Niemi, and Jean-Pierre Seifert. "Practical

attacks against privacy and availability in 4G/LTE mobile communi%t&on

Distributed System Security Symposium. Internet Society, 2016.
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DEVICE TRACKING

e Silent paging leveraging social networks (eg Whatsapp and FB Messenger)
TMSI+RNTI-based tracking

e Device/identity fingerprinting capturing LTE traffic

Delivered

Ok

(O] Send

A friend is writing a comment...

&8 Write a comment...

7

News Feed Requests Messenger Notifications

Shaik, Altaf, Ravishankar Borgaonkar, N. Asokan, Valtteri Niemi, and Jean-Pierre Seifert.

[ESET===)
Frame 24: 28 bytes on wire (224 bits), 28 bytes captured (224 bits)
DLT: 147, Payload: mac-lte-framed (mac-lte-framed)

4 MAC-LTE PCH PDU (13 bytes)

[Context (RNTI=65534)]

4 LTE Radio Resource Control (RRC) protocol
4 PCCH-Message
4 message: cl1 (0)
4 cl1: paging (0)
4 paging
4 pagingRecordList: 2 items

4 Item 0
23 <

M Wireshark - Packet 24 - capture_sample_12202016

> 5-TMSI

4 ue-Identity: s-TMSI (@) I

4 Item 1

-
I ue-Identity: s-TMSI (@) I

« 1 J »
| Frome (28 bytes) | Bietring tb (1 byte) | Bittring tvb (4 bytes) | Bastring tvb (1 byte) | Bistring { ¢ (b

Nowi M + Tame: GALEZ70 < Dok 0.009920 * Direction: Downlink + Le.. * Protocols LTE RAC POOH + Info: Paging (2 PagingReconds) + Source:

(o )

"Practical attacks against privacy and availability in 4G/LTE mobile communication systems." In
Network and Distributed System Security Symposium. Internet Society, 2016.

Mame

RACH
MAC Random Access Response
RRCConnectionRequest
RRCConnectionSetup

Ciphered data

Ciphered data

Ciphered data

Ciphered data

Unknown Data

Unknown Data
RRCConnectionSetupComplete
Service Request

Ciphered data

Ciphered data

Ciphered data

Ciphered data

Ciphered data
SecurityMedeCommand

Ciphered data

Cinhered data
SecurityModeComplete

Ciphered data

Ciphered data

Ciphered data

Ciphered data

Ciphered data

Ciphered data
RRCConnectionReconfiguration

RRCConnectiocnReconfigurationC...

IP Data (IPv4 UDP)
Ciphered data
Ciphered data
MAC Random Access Response
RRCConnectionSetup
Unknown Data

Cinhered RRC
4 LS

Start time

00:02:26.830866
00:02:26.834868
00:02:26.840866
00:02:26.853868
00:02:26.855868
00:02:26.856868
00:02:26.857868
00:02:26.858868
00:02:26.871868
00:02:26.871868
00:02:26.874866
00:02:26.874866
00:02:26.804868
00:02:26.895868
00:02:26.900868
00:02:26.901868

'DIUI| CellID | Frame | RNTI |

UE Identity

[Length | Errs

ogs

ago g

989 19841
o1 19841
o1 19681
991 19681
o1 19681
o1 19681

00:02:26,902868
00:02:26.909868
00:02:26.931868
N0:N2:2R.93 78R8
00:02:26.932866
00:02:26.933868
00:02:26,934868
00:02:26.952868
00:02:26.953868
00:02:26,954868
00:02:26.955868
00:02:26.957868
00:02:26.97 2866
00:02:26.97 2866
00:02:26.974868
00:02:26.975868
00:02:26.984868
00:02:27.003868

00:02:27.020868
0N:N7:27.071RAR

JO00000CC 0000000 C 00000000 CccCc0000000cC Oc

CK
QK
CK
CK
K
K
CK

Jover, Roger Piqueras. "LTE protocol exploits." Shmoocon 2016 (2016).
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DNS SPOOFING AND TRAFFIC HIJACK OVER LTE

e QalTEr Attack
— Leverages my RNTI-based tracking/fingerprinting

For the record, 3GPP TR 33.899 V1.3.0 (2017-08) ignored me and claimed RNTI tracking was not a security issue...
Poor implementation of AES cipher leads to cipher text modification attack

Flip bits in encrypted DNS responses, modify plain-text IP in DNS response and hijack user’s traffic
How to tell DNS requests/responses apart from other encrypted traffic?
*  RNTI-based tracking, of course, which was clearly never a security issue...

......................

! UE Relay 5 Commercial Network 5" Internet )
 —] ((( ))) ----b’ WU | 4 Malicious | [ Malidous| | Original | Original §
EER2 (" i ] Dns HTTP DNS HTTP |}
"“" ""‘l e--+"] sewer Server | | Server | Server |:
! ----- E Saatd “
O i —
Original
—— 5~
@ destIP . @ Manipulated @
destIP
, Malicious
Original = srcIP
srcIP

Fig. 4. ALTER: Overview of the DNS redirection attack. We deploy a malicious relay as a MitM between the UE and the commercial network and alter the
destination IP address of a DNS request to redirect messages to our malicious DNS server. Eventually. the UE connects to the malicious HTTP server.

Rupprecht, David, Katharina Kohls, Thorsten Holz, and Christina Pépper. "Breaking LTE on layer
two." In [EEE Symposium on Security & Privacy (SP). 2019..
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UL FUZZING AND EXPLOITS WITHOUT ROGUE BS!

e |MSI extraction based on paging traffic and paging occasion analysis
e Signal overshadowing

e No need to set up a rogue base station to inject malicious LTE pre-authentication messages

e LTE uplink fuzzing!

— Open-source tools and low-cost hardware to inject arbitrary traffic into cellular networks
— NAS-layer traffic hits the MME
— MME/core network fuzzing?

Subframes

(ﬁa’)\

Cell

UE decodes attack signal

Attacker
Figure 3: Overshadowing attack at a glimpse: By exploiting the
fixed transmission timings of LTE subframes, the attacker injects a
crafted subframe (in brown) that precisely overshadows the legiti-
mate subframe (in blue) without errors.

Yang, Hojoon, Sangwook Bae, Mincheol Son, Hongil Kim, Song Min Kim, and Yongdae Kim.
"Hiding in Plain Signal: Physical Signal Overshadowing Attack on LTE." In 28th USENIX Security

Symposium (USENIX Security 19), pp. 55-72. 2019.. © Portions Copyright 2020 Bloomberg L.P.



How do things look like in 5G?
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(SIMPLIFIED) 5G ARCHITECTURE
(D)) |

sehold the loT ank
)
onnected wg

9
Y
X

5G RAN
5G CORE
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5G ATTACH PROCEDURE

e Two types of deployment and operation of 5G

— Non-standalone mode (NSA)
*  5G-NR RAN deployment
* LTE coreinfrastructure
* Everythinglike LTE but using the 5G high throughput RAN
* Architecture like LTE plus 5G gNodeB (base station)
— Standalone mode (SA)
* Actualstandalone 5G deployment
* Architecture like the one in the previous figure
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5G NSA ATTACH PROCEDURE

e Start with basic LTE NAS attach...

I:::] £§E§ |||I||
UE HSS S-GW

eNodeB MME

P-GW

Random 1
UE signals to LTE core Aecess i
that it supports 5G NR
via DCNR bit in

AttachRequest message

RRC -

NAS atﬁach req + PDN
connﬂctivity req

A 4

Update location)

req "

Update locationl

Identity ahd Authentication

i

Crgate Session reg

v

Cr%ate Session rsp

I 9

Initial Context

1

Setup req :

1

ode + :
Reconfig Initial Context !

h 4

]
Setup rsp Modify Bﬁarer req

v

2
[#2]
\ 0]
Q

1
Modify Bdarer rsp
]

v

NAS Attth Accept + Def

J

e ety SR E IR e

NAS Attag¢h Accept + Def

{
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5G NSA ATTACH PROCEDURE

e Start with basic LTE NAS attach...

UE signals to LTE core
that it supports 5G NR
via DCNR bit in
AttachRequest message
(unprotected message)

[:::] A§E§ |||I||
UE HSS S-GW

eNodeB MME

1

Random 1
Access 1
1

RRC 1

|

_———yy

|

NAS atﬁach req + PDN
connqctivity req

Update location)

req "

Update locationl

Identity ahd Authentication

Crgate Session req|

P-GW

Cr%ate Session rsp=

v

I 9

Initial Context

1

Setup req :

1

ode + :
Reconfig Initial Context !

h 4

]
Setup rsp Modify Bﬁarer req

v

2
[#2]
\ 0]
Q

1
Modify Bdarer rsp
]

v

NAS Attth Accept + Def

J

e SRR CE R

NAS Attag¢h Accept + Def

{

As shown earlier, the
initial NAS Attach on LTE
is unprotected.
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5G NSA ATTACH PROCEDURE

e Then switch 5G-NR RAN...

- ® ((( )))
i I+ 0 @
UE MME

UE eNodeB gNodeB S-GW P-GW

—  —
i i i i i 1
:Measurement_: Injtial flow of uger | |
| report | i traffic H H H
: 1 SgNB addition N : : :
| D et | | |
1 1 SgNB addition 1 1 1 1
: RRC | redquest ACK 1 : : :
I Connection ! : : : :
I Reconfig I 1 1 1 1
i i i i i i
I RRC I I I I I
! Connection ! . : : : :
: Reconfig | SgNB Reconfig _: : : :
I complete : complete 1 1 1 1
1 1 1 1 1 1
1 1 1 1 1
Scan for cell, decode MIB 1 1 1 1
i and 181Bs.. > i i i
i i i i i i
1 1 Random _>| 1 1 1
: i Access, etc : E-RAB : : :
1 1 1 modification 1 1
: : : indication ﬁ:‘ Bearer u' :
1 1 1 I modification "I 1
: { s : : :
: 1 modification I I : :
1 | confirmation | H 1 1
1 1 1 1 :

1
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5G NSA ATTACH PROCEDURE

e Then switch 5G-NR RAN...

i L - J @ @

eNodeB gNodeB P-GW

Injtial flow of uger

1 1

1 1

Unprotected messages. - | traffic ! : :
; : EgNB addition N : : :
! | remuest ! ! !
1 1 SgNB addition 1 1 1 1
: RRC | redquest ACK 1 : : :
I Connection ! : : : :
I Reconfig I 1 1 1 1
: : : : : :
I RRC I I I I I
! Connection ! . : : : :
: Reconfig | SgNB Reconfig _: : : :
I complete : complete 1 1 1 I
1 1 1 1 1 1
1 1 1

1 1 1

: : :

Unprotected messages. | | i
1 1 1

E-RAB 1 1 1

! . |  modification | i i
: : : indication ﬁ: < Bearer NI :
1 1 1 I modification "I 1
: { s : : :
1 I modification I 1 1 1
1 i* . - i 1 1 1
1 1 confirmation | 1 1 1
1 1 1 1 1
1

1
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5G SA ATTACH PROCEDURE

i -

gNodeB AMF AUSF
*andom.Accesq

D E—

S
2

UPF

1

1

1

1

| RRC Setup | H
M' 1
1

!

I

1

:

NAS reylstration
rdquest
1

NAS identity request

1
NAS identlity response

UE authenticate
request

UE
uthentication
generate

UE authenticate
response

1
NAS autﬂentication

reques}/response

d

For a more detailed message flow:

. —

1
NAS security mode
S— F —
copmand
1
Registration
accept

https://www.eventhelix.com/5G/standalone-
access-registration/5g-standalone-access-
registration.pdf

Simplified massage flow. i :
More things h%ppen in the ! :
L

1

=l

Security
e commandj
i RRC |
reconfigura 4n
! NAS registration
cohplete

1

1

1

1

1
—
1

1

1

1

1

1

1
:<
1

1

1
k
1

1

1

1

1

core net{vork...
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5G SA ATTACH PROCEDURE

Unprotected messages.

(<)

=

56

UE

gNodeB

stration

lest

Lty request

'y response

UE authenticate

request
UE authenticate

vy

AUSF

L

uthentication

S
2

UE

-
d

1tication

1

1

1

1

1

1

1

1

| |

1

response :
i i I
I' NAS securitz mode 'I
copmand :
1 1
Registration I
accept i

1

1

1

1

1

1

Security I=
e command]
i__RRC |
rFEonfiguraE!dn
1

NAS registration

: copplete
1

Flow of user traffic

response

e

generate

. —

[

Simplified m&ssage flow. i
More things h%ppen in the !
core net{vork... !

For a more detailed message flow:

https://www.eventhelix.com/5G/standalone-
access-registration/5g-standalone-access-
registration.pdf
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Gearing up to explore 5G’s security...
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CHALLENGES IN CAPTURING AND ANALYZING 5G TRAFFIC

e You cannot exploit any of these protocol vulnerabilities with any (known) open-source tool or standard
SW radios
— Any statement otherwise is incorrect
— Technology is just not there yet, but soon will be
— Eg. 5G 100MHz BW

Recall Nyquist and Shannon
Your lab PC already sometimes struggles to tx/rx at 32Msps to/from your USRP for LTE 10MHz

Imagine 5G at 2xBW!

7 B 1B f[-B B I o
N XS(F)
% i 7
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CHALLENGES IN CAPTURING AND ANALYZING 5G TRAFFIC

e Open-source 5G protocol stack
— Exciting ongoing work

— Commercial tools that cover the network core and/or parts of the NR-RAN Note: This listis notintended to be complete or in
any particular order, but just a sample of existing

‘ options.

h
opens5Gcore °30marisoﬁ SRS

SOFTWARE RADIO SYSTEMS

/

[Radisys OPEN AIR

—==— INTERFACE

— srsLTE already implements some 5G features since release 19.12 very useful for early fuzz tests of the 5G core protocol

*  5G RRC (https://github.com/srsLTE/srsLTE/blob/master/lib/include/srslte/asn1/rrc_nr_asnl.h)
*  5G NGAP (https://github.com/srsLTE/srsLTE/blob/master/lib/include/srslte/asn1/ngap _nr_asnl.h)
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CHALLENGES IN CAPTURING AND ANALYZING 5G TRAFFIC

e Software radio

— A high end USRP X series has a BW of up to 120MHz
— You know when you mess up with gnuradio and start saving raw IQ samples on disk?
— Imagine at, say, 200Msps

HUGE capture files

Expensive to process

On a standard PC, forget about processing them in real time
Yes, no SDR-based 5G sniffing yet

4 o
,,,,,,,,,
'''''''''
,,,,,,,,,,
‘‘‘‘‘‘‘

1
e .
t? R — — '...l:::::::a.:' ::::: _v__/
oooooooo
B R?. = o o EEE
~ » N . s -a Q Q i >
- ' »
\ L r I /
4 >
n— . ,,/
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RELEASE 15 TRAFFIC CAPTURES FOR ANALYSIS

e All 5G captures shown here are from real Releasel5 5G lab mobile devices and base stations

e (Captured with Sanjole 5G Wavejudge §®

— Traffic analysis processing raw 5G 1Q samples on Wavejudge’s SW SANJOLE
e 5G test and experimentation HW still in early stages of product life

— High price

— In constant development
e Capture limitations

— Max capture duration of a couple of seconds at best (HUGE file anyways)
— No real-time processing (no Wireshark-like traffic capture)
— Hard to get an entire attach plus user traffic flow in such a short capture

If you are a prospect PhD student or PostDoc and would like to have access to such 5G security
analysis equipment, come talk to me after the talk or send me an email.
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5G protocol security analysis
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5G IMSI PROTECTION - SUPI/SUCI

e New unique secret identifier
— SUPI (Subscriber Unique Private Identifier)

e (OPTIONAL) Feature to encrypt the SUPI in flight
— SUCI (Subscriber Unique Concealed Identifier)

1)

Public key of the
home operator

stored in the SIM SUCI = Encrypt|SUPI]

Base station from
home operator

Home\ operator’s 5G core
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5G IMSI PROTECTION - SUPI/SUCI

e SUPI encryption also works in roaming scenarios

— Devices authenticate only with their home operator

Only the home operator has the key material shared between the SIM and the operator
e [f thisis implemented, IMSI/SUPI catching not possible in 5G...

Public key of the
home operator
stored in the SIM

i agreements
AUSF UDM

Home operata

Foreign operator’s
Base station from 5G core

foreign operator
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5G IMSI PROTECTION - SUPI/SUCI

e SUPI encryption also works in roaming scenarios
— Devices authenticate only with their home operator
— Only the home operator has the key material shared between the SIM and the operator

e [f thisis implemented, IMSI/SUPI catching not possible in 5G...
— Yeah, not so fast... Broken too.
e Flaws on LTE and 5G paging protocol
— Trigger paging messages and intercept
— Derive Paging Occasion
— Bruteforce the IMSI or SUPI

New flaws in 4G, 5G allow attackers to intercept calls
and track phone locations

Zack Whittaker @zackwnittaker / 11:39 am EST - February 24, 2019

Hussain, Syed Rafiul, Mitziu Echeverria, Omar Chowdhury, Ninghui Li, and Elisa Bertino. "Privacy Attacks

to the 4G and 5G Cellular Paging Protocols Using Side Channel Information." In NDSS. 2019.. . .
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5G SUPI PROTECTION?

Super secure vault in so
SUpEr securerlocation?

e Optional feature
— Optional features in previous cellular generations were generally left unimplemented
e So many key architectural elements left “outside of the scope” of the 3GPP specs

— Key management, key distribution, key rotation, key storage...
— Likely a deterrent from actual implementation

Public key of the
home operator
stored in the SIM
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“OUT OF SCOPE”

This works for most wireless security specifications:

»nn»

Ctrl+F for {“scope”,”out of scope”,”out of the scope”, etc}
In mobile communication standard documents

3GPP TS 33.501 - Security architecture and procedures for 5G system

e 5.2.5—Subscriber privacy

— “The provisioning and updating of the home network public key is out of the scope of the present document. It can be
implemented using, e.g. the Over the Air (OTA) mechanism.”

e 12.2 —Mutual authentication
— “The structure of the PKI used for the certificate is out of scope of the present document.”
e (.3.3—Processing on home network side

— “How often the home network generates new public/private key pair and how the public key is provisioned to the UE
are out of the scope of this clause.”

e Many more...
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5G NSA ATTACH PROCEDURE

23 DNEHHS I Capture [ Repeat [ Intellijudge Ci;ﬁurt/udgr GPS: [J u:LTED E -HECTHEYBEE & {'vyv R-R-ep - @
[Process Done Q2 - Process interval: 0 ms L }140.2013333: ms : Captured at: 12/03/201901:15:40.065 Time Markers : Left=17132790, Right=17202360,, Span=69569 samples -~
o |Cel1:DLon RX Waveludge M List Rel Ampltude Ul Constellation: Cel 1 DL/UL Al layers Al (= i Time Domain Power: RX 5G 1 Al (=)
) 0 A Name Start Ti.. |P_.| D...| Error Chec. | # Bytes RNTI | Frame N Code h‘
3 Use N Cell ID MIB 001918 1 D OK 3 = | R |
H Uso N Cal 10 PRACH 002367 1 U 250 5 Imljce |
os"‘-’es’""’“ MAC Random Access Response 002678 1 D OK 10 129 e \
- o RRCSetupRequest 002818 1 U OK 6 372 [ ||°€ ‘
" 0 MiB 003918 1 D OK 3 o ‘
2 > RRCSetup 005568 1 D OK 58 372 04 ‘
® 03
s i MIB 005918 1 D OK 3
» 2 MIB 007918 1 D OK 3 02
2 ok 4 SiB1 008418 1 D OK 123 65535 0.1
s Follow N CDM grou || RRCSetupComplete 008868 1 U OK 100 37 [ ||°
2 3dB MIB 009918 1 D OK 3 -0.1
= i / , 0K 7. -0.2 I I : + Il 1
o) NotConfigured UECapabilityEnquiry 010018 1 D OK 2 372
bt 1 DUinformationTransfer 011418 1 D OK 7 n | []-03 20 40 60 80 100 120
© (3] slt3 MIB 011918 1 D OK 3 04 20 ma/dve Time me
g [4] slt4 SIB2.3.4 012418 1 D OK 3% 65535 05 Hrequencs 2D Power: RX 5G 1 DL Al =)
2 (5] st5 UECapabilitylnformation 013868 1 U OK 259 372 | ||-08
3 5] st 6 MIE 013918 1 D OK 3 07 3000
[l slot7
(8] siot8 e 2500
] -09
® (3  siot9 2000
2 [10] slot 10 08 06 -04 02 0 02 04 06 08
] [11] slot 11 0.2 Ul/div Rel Amplitude Ul et
5 el ot 12 Summary: RX 56 1 Al 1000
% [13] shot 13 Camier Freq Er. 0063 kHz = 0025 ppm
@ [14] slot 14 Sampling Freq Er- 3410 Hz = 0023 ppm 500
= [15] shot 15 p
= [16] siot 16
5 (171 sot17 -500
s (18] siot 18
% [19] slot 19 20 30 40 S0 60 70 80 90 100 110 120 130
% Number 258 10 ms/div Time ms
£llv @ Frame 259, CellD=8 EVM dB EVM Per Subcamier: RX 5G 1 Al |E
v Sotlis Count: 20 s —_— -t
[0] st0 S0
M sot1 15
[2] slt2 Channel Decoding: Cell 1 DL/UL Selection 2
@] slt3 25
[4] slot4 -30 . "
Bl sot5 35 R
(6] st 40 | i o 3-\.""' %
71 sot7 45 1 .. o Wl B S
[8] slot8 .50 i a i -
[ sot9 5 | 3
v [10] siot10 i)
v Count: 2 = L "
PDCCH L - - - - - - - - - - - .
v PDSCH -1600 -1550 -1500 -1450 -1400 -1350 -1300 -1250 -1200 -1150 -1100
G X vill< >| < > 50 subcamier/div  Frequency subcamier
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5G NSA ATTACH PROCEDURE

e z ~ ()  Processinterval: 0 ms¢. e - .11140.20133335 ms
[ WaveJudge Messages List [ |
Name Start Ti..| CellID | Frame N.. |D..| Error Chec.. | # Bytes RNTI

MIB 0019.18 D OK 3
PRACH 002367 8 250 U
MAC Random Access Response 0026.18 D OK 10 129
RRCSetupReguest 0028.18 U OK 6 372
MIB 0039.18 D OK 3
RRCSetup 0055.68 D OK 58 372 Unencrypted and
MIB 0059.18 D OK 3 unprotected. These
MIB 0079.18 D OK 3 —
SIB1 0084.18 D OK 123 65535 messages can be
RRCSetupComplete 0088.68 u oK 100 32 intercepted and spoofed.
MIB 0099.18 D OK 3
UECapabilityEnquiry 0100.18 D OK 21 372
DLInformationTransfer 0114.18 D OK 7 372

Other things sent in the clear: MIE 0119.18 D OK 3

. . SIB2.3.4 0124.18 D OK % 65535
. %
Base station config (broadcast UECapebilitylnformation TR o B -l i
messages) MIB 0139.18 D OK 3 _

* Some measurement reports

* Some measurement report requests
* Paging messages

e Etc

Sounds familiar?
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5G (INJSECURITY RATIONALE

Regardless of mutual authentication and strong encryption, a 5G mobile device engages
in a substantial exchange of unprotected messages with *any* 5G base station
(malicious or not) that advertises itself with the right broadcast information.
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5G (INJSECURITY RATIONALE

Regardless of mutual authentication and strong encryption, a 5G mobile device engages
in a substantial exchange of unprotected messages with *any* 5G base station
(malicious or not) that advertises itself with the right broadcast information.

Abusing these messages causes most LTE protocol exploits to still apply in 5G, renders SUPI
encryption potentially useless and allows to track 5G devices.

Are we there yet? The long path to securing 5G mobile communication networks
https://www.linkedin.com/pulse/we-yet-long-path-securing-5g-mobile-communication-piqueras-jover
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5G (IN)SECURITY RATIONALE

e 5G still does not provide any means to verify the validity of a base station before communicating with it
— Operator’s public key in the SIM works for SUPI encryption
— It does NOT work to prevent pre-authentication message-based exploits

me operator

N
N S
v

AUSF UubDM

Note this is NOT what happens in 5G. Pre-
authentication messages are still
unprotected.

A
A 4

Pre-authentication
messages COULD be
signed with operator’s
secret key.

Secret key of the
operator

Public key of the B ;
home operator stored <<( |:|;. ;[I )>> Ing operator
in the SIM 1

Home operator

A

In this scenario, what would
happen with pre-
authentication messages?
Trusted by default.

Roaming operator does NOT have the home
operator’s secret key

Secret key of the
operator © Portions Copyright 2020 Bloomberg L.P.



5G (IN)SECURITY RATIONALE

e 5G still does not provide any means to verify the validity of a base station before communicating with it
— Operator’s public key in the SIM works for SUPI encryption
— It does NOT work to prevent pre-authentication message-based exploits

me operator

N
N S
v

AUSF UubDM

Note this is NOT what happens in 5G. Pre-
authentication messages are still
unprotected.

A
A 4

Pre-authentication
messages COULD be
signed with operator’s
secret key.

Secret key of the
operator

Public key of the

home operator stored

in the SIM

Spoof MIB and SIB messages, exploit

unprotected pre-authentication
Rogue messages.

5G base
station
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SNIFFING 5G BASE STATION CONFIGURATION

e Capturing MIB and SIB broadcast messages

|dentify base stations of a given operator

ldentify ad-hoc base stations for first responders, etc
Optimal TX power for rogue base station

High priority frequencies

Etc

e Configure a rogue base station

e Inall fairness, this is a very hard problem to solve

7 s1B1 85.04 ms

= BCCH-DL-SCH-Message
-
(=) systeminformationBlock Type 1
[=- cell Selectioninfo
- q-RxLevMin 64
[=- cellAccessRelatedinfo
=} pimn-identity List
- PLMN-identitylnfo
[=)- pimn-ldentityList
- PLMN-identity

- cellldentity {36 bits\x0002EEB000IRight Aligned}
cellReservedForOperatorUse notReserved
(= servingCellConfigCommon
= downlinkConfigCommon
(= frequencyinfoDL
| [2-frequencyBandList
= NR-MuttiBandinfo
- freqBandindicatorNR 41
offset ToPointA 248
| = scs-SpecificCamierList
=} SCS-SpecificCarmier
|- offset ToCarrier 0

= pdech-ConfigCommon
locationAndBandwidth 1099
subcamierSpacing kHz30
- Padding

Bt Length 203 Head 01100100 Tail 00110000 Hex 3240060104501020000060050D00015841407C000
00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070

5G SIBl message
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5G RNTI-BASED TRACKING

e RNTI-based device tracking and fingerprinting
— Again, for the record, 3GPP TR 33.899 V1.3.0 (2017-08) claimed RNTI tracking was not a security issue in LTE...

Combination of RNTI with other layer 2 identities

’T‘ MAC Random Access Response at 26.18 ms

> I () Process interval: 0 ms ¢, — — ¢ 140.2013333: ms
Waveldudge Messages List [
Name Start Ti..| CelllD | Frame N.. |D.. Ewﬂ-— es RNTI
MIB 0019.18 0K 3
PRACH 0023.67 250 U
MAC Random Access Response 18 D OK 10 129
RRCSetupReguest 0028.18 U OK 6 l 372
MIB 0039.18 D OK 3
RRCSetup 0055.68 D OK 58 372
MIB 0059.18 D OK 3
MIB 0079.18 D OK <
SIB1 0084.18 D OK 123 £8838
RRCSetupComplete 0088.68 U OK 100 372
MIB 0099.18 D OK 3 PR
UECapabilityEnqguiry 0100.18 D OK 21 372
DLInformationTransfer 011418 D OK 7 372
MIB 0119.18 D OK 3
SIB2.3.4 0124.18 D OK 36 65535
UECapabilitylnformation 0138.68 U OK 259 372
MIB 0139.18 D OK 3

(=- MAC Random Access Response
(=)~ Sub Header 0

- E1=>True
L-T0

- Reserved OK
- Bl0=>5ms

[=)- Sub Header 1

- E0=>False

T

--RAPID 4

- Reserved OK

- Timing Advance Command 0

=- UL Grant

Frequency Hopping Flag 0 => False

Msg3 PUSCH Frequency Resource Allocation 548
Msg3 PUSCH Time Resource Allocation 0

.. TPC Command for Msg3 PUSCH 3
Baguest 0 => False

Y TCRNTI 372

dding U

00 22 40 26 01 74 00

Bt Length 80 Head 10000000 Tail 00000000 Hex 80440000224026017400
00000000

D.-"05. G-
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"Demo” time
Let’s look at some captures of real 5G traffic...
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UE CAPABILITY INQUIRY

e Known vulnerability in LTE
— Fingerprint the type of device based solely on the capabilities disclosed in this unprotected messages

— Bidding down attacks, battery drain...
— Implemented in LTE with SW radio and open-source LTE stack

e Also possible in 5G

New Vulnerabilities in 5G Networks

Altaf Shaik | M.Sc., Technical University of Berlin and Kaitiaki Labs ’
cavishanier Borgaonker | Dr, SINTEF Digtal BlackHat 2019: Don’'t Assume that 5G

Ravishankar Borgaonkar | Dr., SINTEF Digital

Location: South Pacific ’
Date: Wednesday, August 7 | 1:30pm-2:20pm NetworkS can t Get HaCked
Format: 50-Minute Briefings

Tracks: () Mobile, X Network Defense

Shaik, Altaf, and Ravishankar Borgaonkar. "New Vulnerabilities in 5G Networks.”. BlackHat 2019
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5G security roadmap?
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THE CURRENT STATE OF AFFAIRS IN 5G SECURITY

e Anincreasing number of vulnerabilities identified before 5G even goes live

— This can be a good thing, things can still be fixed...
— Topic that fascinates me

*  https://softhandover.wordpress.com/2018/12/06/the-current-state-of-affairs-in-5g-security/
* Jover, Roger Piqueras. "The current state of affairsin 5G security and the main remaining security challenges." arXiv preprint
arXiv:1904.08394 (2019).

The current state of affairs in 5G security

December 6, 2018 in 5G, LTE, security, wireless

¢ Martin Dehnel-Wild and Cas Cremers: Authentication vulnerability in the
most recent 5G AKA draft. [February 2018]

¢ Roger Piqueras Jover, Vuk Marojevic: Security and Protocol Exploit Analysis
of the 5G Specifications. [September 2018]

e Basin, David and Dreier, Jannik and Hirschi, Lucca and Radomirovic,
Sa\v{s}a and Sasse, Ralf and Stettler, Vincent: A Formal Analysis of 5G
Authentication. [October 2018]

* Adrien Koutsos: The 5G-AKA Authentication Protocol Privacy. [November
2018]

* Mohsin Khan, Philip Ginzboorg, Kimmo Jarvinen, Valtteri Niemi: Defeating
the Downgrade Attack on Identity Privacy in 5G. [November 2018]

* Ravishankar Borgaonkar, Lucca Hirschi, Shinjo Park, and Altaf Shaik: New
Privacy Threat on 3G, 4G, and Upcoming 5G AKA Protocols. [December
2018]

¢ Cas Cremers, Martin Dehnel-Wild: Component-Based Formal Analysis of 5G-
AKA:
Channel Assumptions and Session Confusion. Network and Distributed
Systems Security (NDSS) Symposium 2019. [December 2018]
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THE CURRENT STATE OF AFFAIRS IN 5G SECURITY

Formal verification analysis of the 5G specifications

— A number of new theoretical protocol vulnerabilities identified
— Really exciting work going on in this areal!

All vulnerabilities identified exist due to pre-authentication messages and other unprotected control traffic

Technical
Specificati

?Confon’nance Test
? Desired Property ],

Suits & Technical
’L Extraction J‘

Property < Invariant

Threat CrvlotTRthY-
At Adversarial Instrumented Model Counieerample I ~IPSEDH
Clallater Model Abstract Cellular Checker
Protocol Model Instrumentor Protscol Medel

”] enabled Protocol
Satisfied

Model & Query
Generator
E J
?Cryptographic :
Attacks [« Attack Protocol No Attack s> Invariant
l Verfifier ) Generator

Figure 3: 5GReasoner Architecture.

Hussain, Syed Rafiul, Mitziu Echeverria, Imtiaz Karim, Omar Chowdhury, and Elisa Bertino. "5GReasoner: A Property-Directed Security
and Privacy Analysis Framework for 5G Cellular Network Protocol." In Proceedings of the 2019 ACM SIGSAC Conference on Computer
and Communications Security, pp. 669-684. 2019.
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ROOT CAUSE FOR MOST VULNERABILITIES

e How do we fix the challenge with pre-authentication messages?

— It has been a big security challenge in cellular throughout all Gs

.

< C' | A Notsecure | L#rs://self-signed.badssl.com Yo

A

Your connection is not private

Attackers might be trying to steal your information from self-signed.badssl.com

(for example, passwords, messages, or credit cards). Learn more I swear I am your
NET:ERR_CERT_AUTHORITY_INVALID ope rator!

You would not trust a self-signed certificate on an eCommerce site and type in your login or credit card number.
Why would you trust a plain-text MIB/SIB message that claims a given tower is your operator?
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5G SECURITY ROADMAP?

e How do we fix the challenge with pre-authentication messages?
— It has been a big security challenge in cellular throughout all Gs
— Using public keys without defining how to manage them, rotate them, etcis NOT the right way

s Certificate X

General Details Certification Path

e PKland Digital Certificates?

— Mature technology

Certificate Information

This certificate is intended for the following purpose(s):

- Makes the Internet ”trustworthy” to use « Ensures the identity of a remote computer

* Proves your identity to a remote computer
«2.16.840.1.114412.1.2

. And by that | mean that | am personally ok to type my cc number in a 223140121

reliable site with a valid cert...

* Refer to the certification authority's statement for details.

Issued to: *.3gpp.org

Issued by: RapidSSL RSA CA 2018

Valid from 11/5/2018 to 12/9/2020

Issuer Statement

OK
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5G SECURITY ROADMAP?

e PKland Digital Certificates in cellular?
—  Why not?
— Probably not a single root CA

e Each country runs and admins its own root CA?

e Each operatorrunsasub CA?

*  Flexibility for operators worldwide to decide who do they trust and who they don’t
* List of root CAs loaded in your browser €< - List of root CAs loaded on your SIM

e [tisnoteasy
— Global effort standards+industry
— Cert revocation? (your phone is not always “online”)

e But itis definitively possible!
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e X509 certs in cellular

— Just a few messages need to be signed

DIGITAL CERTIFICATES IN CELLULAR NETWORKS?

Perhaps SIB messages and RRC handshake plus responses to AttachRequest and TAURequest etc?

Hussain, Syed Rafiul, Mitziu Echeverria, Ankush Singla, Omar Chowdhury, and Elisa Bertino. "Insecure

connection bootstrapping in cellular networks: the root of all evil." In Proceedings of the 12th

Conference on Security and Privacy in Wireless and Mobile Networks, pp. 1-11. ACM, 2019.
— IMO, the greatest thing to happen in mobile network security research in years!
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Thanks!

If you are a PhD student, PostDoc, professor, etc. interested in 5G security and in Roger qu ueras Jover
using similar 5G security research equipment, contact me! @rgoestotheshows

http://rogerpiquerasjover.net/



http://rogerpiquerasjover.net/

