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About Tableau Help

Addressing Implicit Bias in Technical Language

In an effort to align with one of our core company values, equality, we have changed ter-
minology to be more inclusive where possible. Because changing terms in certain places can

causing a breaking change, we maintain existing terminology in the following places:

o Tableau APIs: methods, parameters, and variables

o Tableau CLIs: commands and options

o Tableau Resource Monitoring Tool installers, installation directories, and terms in con-
figuration files

o Third-party systems documentation

For more information about our ongoing effort to address implicit bias, see Salesforce
Updates Technical Language in Ongoing Effort to Address Implicit Bias on the Salesforce

website.

Tableau Software Version: 2021.3 CCix


https://www.salesforce.com/news/stories/salesforce-updates-technical-language-in-ongoing-effort-to-address-implicit-bias/
https://www.salesforce.com/news/stories/salesforce-updates-technical-language-in-ongoing-effort-to-address-implicit-bias/




Tableau Server on Windows Help

What's New and Changed in
Tableau Server

Looking for Tableau Server on Linux? See \What's New in Tableau Server.

Tableau Server Release Notes | Known Issues

This topic lists all the new features and product changes for the latest release.

New in version 2021.3

User

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New Tableau Desktop and Web Authoring. For topics related to

web authoring and interacting with views, see Using Tableau on the Web.

Server or site administrator

New configuration key for sharing embedded view links

Beginning with version 2021.3 we added a server configuration key that changes the beha-

vior of the Copy Link option when sharing a view to be embedded in a web page.

In version 2019.4 the behavior of this option changed so that it did not include the "embed=y"
parameter by default and you had to manually add it if you wanted to embed the view in a
web page. This new configuration key allows you to configure Tableau Server so that it
behaves as pre-2019.4 versions did and automatically includes the "embed=y" parameter.

For more information, see vizportal.alwaysUseEmbeddedShareLinks.
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For details about sharing views by embedded them in web pages, see Embed Views into
\Webpages in the Tableau Desktop and Web Authoring Help.

Set new permission capability for metrics

The Create/Refresh Metrics permission capability has been added for workbooks. For

more information, see Permission Capabilities and Templates in the Permissions topic.

Prior to 2021.3, the Create/Refresh Metrics capability was controlled by the Download Full
Data capability. On workbooks created prior to 2021.3, users who had the Download Full

Data capability will have the Create/Refresh Metrics capability.

This new capability provides finer-grained control over your data, allowing you to grant
users the ability to create metrics while denying the ability to view or download the full data

for the view.

Control access to Explain Data with new site setting and Run
Explain Data permission capability

Server administrators can now control the availability of Explain Data in site settings. Prior
to 2021.3, the ability to enable or disable Explain Data was controlled at the server level only

using the tsm configuration set option ExplainDataEnabled.

Authors can now control the availability of Explain Data at the workbook level using the Run
Explain Data permission capability. For more information, see Explain Data in the Per-
missions topic.

Note: To make Explain Data available in viewing mode, a workbook author must also
select the option Allow Explain Data to be used in this workbook when viewed
online in the Explain Data Settings dialog box. For more information, see Control
Access to Explain Data.
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Limit the number of tags per item

A new setting allows you to limit the number of tags that users can add to Tableau content,
such as workbooks and metrics, and external assets, such as databases and tables. This set-
ting ensures that tags don’t pose resource consumption problems. When you lower the tag
limit, it prevents new tags from being added above the limit, but it doesn’t remove existing

tags on items in excess of the limit. For more information, see Site Settings Reference.

Integrate a Tableau Server site with a Slack workspace

The Tableau for Slack lets Tableau Server administrators connect a Tableau site with a
Slack workspace. Once connected, Tableau users can see notifications in Slack when
they’re mentioned in a comment, when teammates share content with them, or when data
meets a specified threshold in a data-driven alert. For more information, see Integrate

Tableau with a Slack workspace.

Manage data freshness

Cached data is great for the performance of live-connection workbooks, but seeing stale
cached data in a viz can cause confusion and frustration for workbook users. Now with data
freshness policies, you can strike a balance between performance and data freshness.
Server administrators can set a default caching policy for all sites on the server, and work-
book owners can override the default caching policy by setting data freshness policies for

specific workbooks. For more information, see Set a Data Freshness Policy.

New configuration key for changing gateway logging levels

Beginning with version 2021.3 we added a server configuration key, gate-

way.httpd.loglevel, thatallows you to change the logging level for the gateway pro-
cess (Apache HTTPD) without needing to manually editthe ht tpd. conf . temp file. For
information about the new key, see gateway.httpd.loglevel. For details about changing log-

ging levels, see Change Logging Levels. When changing logging levels, be aware of
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potential impact to disk space usage and performance. When you have gathered the inform-
ation you need with a non-default logging level, change the logging back to the default level

to minimize impact to Tableau Server.

Set up server-wide and site-level OAuth for Dremio and
Salesforce CDP

Beginning with version 2021.3, you can set up server-wide or site-level OAuth for Dremio;
and in version 2021.3.3, you can set up server-wide or site-level OAuth for Salesforce CDP.

For more information, see the following:

o Set Up OAuth for Dremio
o Set Up OAuth for Salesforce CDP

Add-ons

Tableau Catalog - part of the Data Management Add-on

Inherited descriptions appear in web authoring - When a description for a field exists
upstream from the field, it now appears in web authoring with information about where the
description is inherited from. For more information, see Describe fields in a published data

source in the Tableau Desktop and Web Authoring Help.

Assets in personal spaces are indexed - Tableau Catalog indexes assets in personal
spaces, but users who browse through the lineage tool see Permissions required instead

of information about workbooks in personal spaces.

Data quality warnings appear in subscription emails - Subscription emails can include
data quality warnings for workbooks or views if their upstream assets have warnings. For

more information, see Data quality warnings in subscriptions.
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Resource Monitoring Tool - part of the Advanced Man-
agement

Agent Registration Security Improvements

Improvement include, providing a user name and password during Agent registration, and
requiring a bootstrap file that is not older than 24 hours. Registration also requires both port
443 and 5672 to be open during Agent registration. For more information, see Install the

Agent Using the Web Interface or Install the Agent Using Command Line.

Session Time Limit

A new option has been added to the Resource Monitoring Tool Server setup to allow con-
figuring the session expiration time. This can be done during initial install of the Resource
Monitoring Tool Server in the web interface or through the command line. You can also
update this as a post installation task at any time. For more information, see rmtadmin Com-
mand Line Utility .

Inclusive Language Update

In an effort to align with our company values of Equality, we have changed non-inclusive ter-
minology, specifically, "Master Server" to "RMT Server" where possible. However, you may
continue to see the terms in CLI commands and options and other instances. For more

information, see About Tableau Help.

Content Migration Tool - part of the Advanced Management

Copy project permissions and ownership settings

Content Migration Tool now includes project options for copying permissions and content
ownership settings to the destination location. The migration process will also copy project
descriptions and content permission settings by default. For more information, see Migration

Plans: Source Projects.
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Apply saved credentials for data connections

The Apply Saved Credentials data source transformation allows you to apply saved cre-
dentials from your Account Settings page for data connections, making it easier to connect
after migration. For more information, see Migration Plans: Workbooks and Migration

Plans: Published Data Sources.

Improved user and group mappings

The "User or Group Mapping" has been separated into individual User Mapping and Group
Mapping transformations. Mappings now auto-populate a list of domains, users, and groups

from the source and destination location to make finding users easier.

Beginning in 2021.3, you can apply user mapping to content permissions, in addition to con-
tent ownership of projects, workbooks, and data sources. For more information, see Migra-

tion Plans: User Permissions Mapping.

Changed in 2021.3

Version 2021.3 includes the following changes you should know about before upgrading.

Python package is installed with Tableau Server

Beginning with Tableau Server 2021.3, The Tableau Server Setup program installs a
Python package. Python will be used by future advanced analytics features. If you cannot or
choose not to install Python with Tableau Server, you will not have access to any future fea-
tures that require Python. For more information on how to opt out of installing the Python
package, see the /skippythoninstall switch in Install Switches and Properties for
Tableau Server.
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Backup behavior changed

Beginning with Tableau Server 2021.3, when you run a backup of Tableau, the backup job
skips any files that are newer than the start time of the backup job. This change impacts
extract refreshes that run after the backup has begun. These will be skipped during the cur-
rent backup. Other impacts to customers should be minimal except a reduction of the size of

some backup files.

Tableau Server no longer supports Windows Server 12 or
Windows Server 12 R2

Beginning with version 2021.3, in keeping with Microsoft's Windows Server support policy,
Windows Server 12 and Window Server 12 R2 are no longer supported operating systems
for Tableau Server. This change was originally scheduled to begin with version 2021.1 but

was delayed until version 2021.3. For details of the announcement, see the Tableau Blog.

For more information about supported versions of Windows, see Operating system require-

ments.

Tableau Server no longer supports Internet Explorer 11

Beginning with version 2021.3, we are ending our support for Internet Explorer (IE) for
accessing Tableau Server. Tableau Server is fully compliant with Chrome, Firefox, Safari,

and Edge. For details of the announcement, see the Tableau Blog.

For more information about supported web browsers supported by Tableau Server, see

Tableau Tech Specs.

SP-initiated SLO support for site-specific SAML

In addition to supporting service provider (SP)-initiated single log out (SLO) for server-wide
SAML, Tableau Server supports SP-initiated SLO for site-specific SAML beginning with

Tableau Software Version: 2021.3


https://www.tableau.com/about/blog/2019/3/tableau-server-WS2012-updates
https://www.tableau.com/about/blog/2020/6/upcoming-changes-tableau-operating-system-requirements
https://www.tableau.com/products/techspecs

Tableau Server on Windows Help

Tableau Server 2021.3. For more information about SAML configuration and requirements,

see SAML Requirements.

Features Introduced in Previous Versions of
Tableau Server

Looking for Tableau Server on Linux? See \What's New in Tableau Server.

All Tableau Server Release Notes | All Known Issues
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Added or changed in previous versions

Version 2021.2

Added in 2021.2

User

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New Tableau Desktop and Web Authoring. For topics related to

web authoring and interacting with views, see Using Tableau on the Web.
Server or site administrator

Multiple analytics extensions in a site

Beginning with version 2021.2, you can now create multiple analytics extensions con-

nections for each site. This means that organizations with different language or connection
requirements can use analytics extensions on the same Tableau Server site, with different
workbooks using different connections. For more information on analytics extensions, see
Configure Connections with Analytics Extensions. Note: As of 2021.2, Einstein Discovery

analytics extensions are still limited to one per site.

New Server service - Collections

Beginning with version 2021.2, a new service has been added to support the Collections fea-
ture. The new process is called the Collections service. For more information on what this
service does, and guidance on how to configure this process for multi-node installations, see

Tableau Server Collections Service.

Collections are like playlists that let users organize content in a way that is meaningful to
them. For more information on how to create and manage collections, see Organize ltems in

a Collection in the Tableau Desktop and Web Authoring Help.
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Configure settings for extracts in web authoring

Beginning with version 2021.2, you can configure settings for extracts that you create in
Web Authoring. Optionally, configure options to tell Tableau how to store, define filters for,
and limit the amount of data in your extract. For more information, see Create Extracts on
the Web .

Streamlined site settings for Ask Data

Streamlined site settings for Ask Data now disable or enable the feature site-wide for all
data sources. If it's enabled site-wide, indexing frequency remains customizable for each

data source. For more information, see Disable or Enable Ask Data for a Site.

Bring Einstein Discovery predictions into your Prep flows on the web

Beginning with version 2021.2, you can bring prediction models built in Einstein Discovery

directly into your Prep flows on the web.

Note: You must have a Salesforce license and user account that is configured to

access Einstein Discovery to use this feature.

With the power of machine learning and artificial intelligence, you can bulk score your flow
data and generate new fields for predicted outcomes at the row level, as well as add top pre-
dictors and recommended improvement fields to include data about which fields contributed
to the predicted outcome. Add a Prediction step to your flow, sign into Einstein Discovery
and choose from deployed models, and apply them to your flow data. Then generate your
flow output and use the new data source to analyze the predicted outcomes in Tableau.
This feature was first introduced in Tableau Prep Builder in version 2021.1.3. For more
information, see Add Einstein Discovery Predictions to your flow in the Tableau Prep help

and Create and Interact with Flows on the Web.
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Share explanations from Explain Data in published dashboards

Explain Data has a reimagined user interface optimized for a broader audience of business
users. Authors (Creators or Explorers with editing permissions) can now enable Explain
Data for viewers of dashboards and sheets in published workbooks. Viewers can select a
mark of interest in the view and run Explain Data to explore their data more deeply than

before.

Access to Explain Data in viewing mode is not enabled by default, so authors will need to
enable this option. For information on how to enable Explain Data in viewing mode, see

Enable Explain Data in viewing mode in published workbooks and dashboards.

For more information on Explain Data, see Discover Insights Faster with Explain Data, Get

Started with Explain Data, and Control who can use Explain Data and what they can see.

Daily removal of embedded external assets without downstream con-
nections

Beginning with version 2021.2, a backgrounder job for Tableau Catalog (or Tableau
Metadata API) runs daily by default to delete embedded external assets without downstream
connections to Tableau content. For more information, see fea-
tures.DeleteOrphanedEmbeddedDatabaseAsset and databaseservice.max_database

deletes_per_run.

New Subscription jobs configuration key

Beginning in version 2021.2, a new configuration key, back-

grounder.timeout.single subscription notify, changeshow you configure
the maximum time to complete for single subscription jobs. For more information, see "New
configuration key for setting maximum time for single subscription job" in What's Changed in
2021.2.
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Configure custom OAuth

You can now configure custom OAuth clients for a site to 1) override server-wide OAuth cli-
ent settings if configured for the server or 2) enable support for securely connecting to data
that requires unique OAuth clients. For more information, see Configure custom OAuth for

a site.

Add-ons

Tableau Catalog - part of the Data Management Add-on

Add Field Descriptions - You can add descriptions for fields in a published data source
that then display in the Description column on the data source page Lineage tab. You can
also see the description on the Data tab when you build a visualization. For more inform-
ation, see Describe fields in a published data source in the Tableau Desktop and Web

Authoring Help.

Data Quality Warning Updates

« Formatted text support for warning messages - When you create or edit a data
quality warning message, you can format the text with bold, underline, and italics, and
include a link or an image. For more information, see Set a Data Quality Warning.

« Message required for warnings - When you create a data quality warning, you're
now required to enter a message to display to users. (This doesn't apply to warnings
generated when you set Tableau to monitor for extract refresh or flow failures.) For

more information, see Set a Data Quality Warning.

Inherited descriptions appear in Tableau Desktop - When a description for a field
exists upstream from the field, it now appears in Tableau Desktop with information about
where the description is inherited from. For more information, see Describe fields in a pub-

lished data source in the Tableau Desktop and Web Authoring Help.

Full table name appears - The table's full name has been added to the table page.
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Filter by tags - You can now filter databases, files, and tables by tags in the Connect To dia-

log box.

Filter by embedded or non-embedded - On the External Assets page, you can filter data-

bases, files, and tables by asset category: embedded or non-embedded.

Resource Monitoring Tool - part of the Server Management Add-on
Automated Process Discovery

Resource Monitoring Tool now supports hot topology changes on Tableau Server and auto-
matically updates the processes information. You no longer have to configure the process

information manually.
CLI support for Environment setup

New CLI commands are available to allow you to configure a new environment during install
or updating an existing environment. Previously, you had to use the web interface to con-

figure the Environment. Here are the new commands related to Environment setup:

e rmtadmin create-env:Creates anew Environment
e rmtadmin update-env:Updates an existing Environment:

e rmtadmin bootstrap-file:Downloads the bootstrap file to register Agents.

For more information, see Install the RMT Server Using Command Line and rmtadmin Com-

mand Line Utility .
New CLI commands

Several new CLI commands have been added to support environment setup and man-

agement. Here is a list of all the new commands added in this release:

o rmtadmin agents: Lists all the registered Agents on Tableau Server nodes for all
environments.
e rmtadmin create-env:Creates anew Environment

o rmtadmin bootstrap-file: Downloads the bootstrap file to register Agents.
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« rmtadmin cleanup: Deletes the logfiles that are older than a certain number of
days.

o rmtadmin delete-env: Deletes a specific environment and all data that has
been collected for that environment.

« rmtadmin delete-server: Deletes the configuration information of the Tableau
Server node from the environment, deregisters the Agent on that node, and deletes
all monitoring data collected specific to that node.

« rmtadmin delete-server-data: Deletesthe data collected from one or more
Tableau Server nodes.

o rmtadmin deregister-agent: Deregistersthe Agentfrom the environment.

e rmtadmin environments: Lists all the environments.

o rmtadmin servers :Listsallthe Tableau Server nodes across all environments
or a specific environment.

« rmtadmin test-env: Teststhe various connection points between and Tableau
Server.

rmtadmin update-env:Updates the environment settings.

For more information, see rmtadmin Command Line Utility .
Node Selector

If you have more than 5 Tableau Server nodes, you will now be able to navigate and filter by

nodes. Previously on the Tableau Processes chart only showed information for 5 nodes.
Agent Compatibility

Resource Monitoring Tool Agent should be on the same version as the Master Server or or
a compatible version. If you have one or more Agent on a non compatible version, an incid-

ent will be logged and reported. For more information, see Agent Incidents.

External Repository - part of the Server Management Add-on

You can now configure a stand-alone PosgreSQL database instance as the External
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Repository for Tableau Server. For more information, see Create a PostgreSQL Database

as a Stand-alone Installation

Content Migration Tool - part of the Server Management Add-on

Content Migration Tool now supports personal access tokens as an authentication method

for your source and destination servers. For more information, see Migration Plans: Servers.

Changed in 2021.2

Version 2021.2 includes the following changes you should know about before upgrading.

Encrypted communication channel with Active Directory is required

Beginning with Tableau version 2021.2, Tableau Server no longer allows insecure con-
nections with Active Directory. If your current instance of Tableau Server is communicating

with Active Directory over a non-encrypted channel, upgrade will fail.

Run the following command to allow an insecure connection on your current version of

Tableau Server before you upgrade:

tsm configuration set -k wgserver.domain.allow insecure con-

nection -v true --force-key

After upgrade completes, we recommend securing the channel and then setting this option

tofalse.

Note: By default (Wwhen wgserver.domain.allow insecure connectionis
setto true), Active Directory group synchronization will fail if the communication chan-

nel with Active Directory is not encrypted.
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Secure SAML configuration is enforced

Beginning with version 2021.2, Tableau Server enforces secure SAML configuration for
Server-wide and Site SAML.

Signature algorithm The certificate that you configure for SAML must use a secure sig-
nature algorithm, for example SHA-256. If you attempt to upgrade Tableau Server with a

SAML certificate that uses SHA-1 signature hash, upgrade will fail.

We recommend that you upload a new certificate with SHA-256. See Update SAML Cer-

tificate.

Alternatively, you can configure Tableau Server to accept the less-secure SHA-1 hash by

setting the tsm wgserver.saml.blocklisted_digest_algorithms configuration key.

RSA key and ECDSA curve sizes The certificate used for SAML must either have an
RSA key strength of 2048, or ECDSA curve size of 256. If you attempt to upgrade Tableau

Server with a SAML certificate that uses less-secure key or curve sizes, upgrade will fail.

We recommend that you upload a new certificate with more secure key or curve size. See
Update SAML Certificate.

Alternatively you can configure Tableau Server to accept the less-secure sizes by setting
the respective configuration keys, wgserver.saml.min_allowed.rsa_key_size and wgserv-

er.saml.min_allowed.elliptic_curve_size.
Site SAML secure configuration verification

This release includes an updated tabcmd utility with the validateidpmetadata com-
mand. The validateidpmetadata command will scan your existing SAML sites and
identify the signature algorithms and key sizes that are configured for each site. See val-

idateidpmetadata.
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Tableau Server on Windows installer logging changes

Beginning with Tableau Server 2021.2, due to internal changes to the installer, the logging
behavior by the Tableau Server installer program has changed if you use the /log switch on

the command line.

Prior to version 2021.2 you could use the /log switch to specify a log file name without a path,
and the file was written to the current working directory. Starting in 2021.2, if you do not also
specify a path, the file will be written to a temporary location that is deleted when the install-
ation is done. If you use the /log switch, you must also specify both the path and the log file
name in <name>. <ext> format if you want to preserve the log. If you do not include a file

name, the installer will ignore the switch and save the log to $ TEMP%.

The behavior is unchanged if you do not use the /log switch: the installer log is created in the
logged in user's temp directory, $TEMP$ using a naming convention of Tableau Server

<version code>.log.

For more information on command line switches for the installer, see Install Switches and

Properties for Tableau Server

Tableau Prep Flow Service has been renamed to Tableau Prep Minerva
Service

Beginning with version 2021.2, the Tableau Prep Flow Service (f1owgqueryservice)has
been renamed to the Tableau Prep Minerva Service (f 1lowminerva). This process
appears on the TSM Status page and in the output of the TSM command tsm status -v. For

more information, see Tableau Server Processes.

New configuration key for setting maximum time for single subscription
job

Beginning in version 2021.2, you now set the maximum time to complete a single sub-
scription job using the new backgrounder.timeout.single subscription

notify configuration key. This key replaces use of the backgrounder. timeout
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tasks key for configuring timeouts on single subscription jobs. As of version 2021.2 the
backgrounder.timeout taskskeynolongerusesthe single subscription
notify option. For more information, see backgrounder.timeout.single_subscription_
notify.

Version 2021.1

Added in 2021.1

User

New features and enhancements related to web authoring and interacting with views on the
web are listed in \What's New Tableau Desktop and Web Authoring. For topics related to

web authoring and interacting with views, see Using Tableau on the Web.
Server or site administrator

Integration of Einstein Discovery Predictions

Beginning with version 2021.1, you can integrate predictions directly into Tableau views
and dashboards using models deployed by Einstein Discovery in Salesforce. For an intro-
duction to Einstein Discovery in Tableau, see Integrate predictions from Einstein Discovery
into Tableau in What's New in Tableau Desktop and Web Authoring help. Also see the Ein-

stein Discovery in Tableau page and demo on tableau.com.

To use Einstein Discovery predictions on Tableau Server, some server configuration is
required. For more details, see Configure Einstein Discovery Integration. For information
on required licenses, access, and permissions in Salesforce and Tableau, see Require-

ments for access.

For information on how to configure and use Einstein Discovery predictions in workbooks
and dashboards, see Integrate Einstein Discovery Predictions in Tableau in Tableau

Desktop and Web Authoring help.
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Server authorization-to-run (ATR) service

Server authorization-to-run (ATR) enables you to activate Tableau Server in any cloud, con-
tainer, or virtual environment without being impacted by underlying hardware changes that
lead to maximum activation errors. For more information, see Activate Tableau Server using

the authorization-to-run (ATR) service.

Zero downtime licensing

With zero downtime licensing, you can apply most licensing changes to Tableau Server
without needing to restart when license end dates, capacity, or installed features change.

For more information, see Zero downtime licensing.

Specify ports that should not be used during dynamic port allocation

Use the new configuration key ports.blocklist to specify ports in the dynamically
assigned range that should not be used by Tableau. Setting this key with specific ports will
cause Tableau Server to not use the ports when dynamically assigning ports on start up. For

more information, see Blocking specific ports within the range.

Block ingestion of complex content

Usethe tsm configuration setcommandoptionmetadata.in-
gestor.blocklist totroubleshoot contentingestion issues with Catalog or Metadata
API. For more information, see metadata.ingestor.blocklist.

Use personal access tokens for admin impersonation

Beginning with version 2021.1, you can enable Tableau Server personal access token imper-
sonation. In this scenario, access tokens that are created by server administrators can be
used for user impersonation when using the Tableau Server REST API. See Server admin-

istrator impersonation .
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Backup performance improvements

Beginning with version 2021.1, you can increase the number of threads the t sm main-
tenance backup command uses. This can significantly improve performance if your
hardware supports it. Our testing suggests that the default option provides the best results,
however should you choose to go beyond default multithreading option, you should limit the
number of threads to the number of virtual processors on the computer, up to a recom-
mended maximum of four. To increase the number of threads, setthe backup. z-
std.thread count configuration key, and use the --multithreaded option with the
tsm maintenance backup command. For more information about backing up Tableau

Server, see Back up Tableau Server data.

New Server Process - Content Exploration Service

Beginning with version 2021.1, a new server process has been added to enhance the
searching and navigation capabilities in Tableau Server. The new process is called the Con-
tent Exploration Service. For more information on what this service does, and guidance on
how to configure this process for multi-node installations, see Tableau Server Content

Exploration Service.

Redesigned notifications center now includes notifications for sharing
and comments

Users can now see notifications for new comments and shares by selecting the bell icon in
the top right corner of their Tableau site. The redesigned notification center also displays
updates for flows and extract jobs. Users can also control where they receive notifications in
their Account Settings—directly in Tableau, by email, or both. To configure notifications for
all site users, turn on natifications in Settings under Manage Notifications. For settings
information, see Site Settings Reference. For more information on this change, see
Changedin 2021.1.
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Add-ons

Azure Key Vault - part of the Server Management Add-on

Tableau Server can use an Azure Key Vault as a Key Management System
(KMS) beginning with version 2021.1. This requires the separately licensed Server Man-

agement Add-on for Tableau Server. For more information, see Azure Key Vault.

External File Store and External Repository- part of the Server Man-
agement Add-on

Enhanced snapshot backup - If you have both External File Store and External Repos-
itory configured for your Tableau Server, you now have additional options to manage backup
and restore of your Tableau Server data. For more information, see Backup and Restore
with External File Store.

Note: Beginning with Tableau Sever 2021.1, if you have both External File Store and
External Repository enabled, Tableau Server Backup process no longer includes cre-
ating a backup file of the repository by default. If you are upgrading from a version earlier
than 2021.1, and you have scripts to run or schedule your backups, and want to con-

tinue to include the repository backup, see Option 1: Include Repository in the Backup .

Resource Monitoring Tool - part of the Server Management Add-on

1. Performance improvements- The Resource Monitoring Tool can now provide real-
time performance reporting for a Tableau Server deployment serving up to 5,500
views per hour.

2. Filters - New filter options are available in the web interface to improve navigation
and help explore event monitoring.

3. SSL configuration for Tableau Server Repository - You can now configure
secure encrypted communications between Resource Monitoring Tool and Tableau
Server Repository database. For more information, see Encrypted Data Collection.
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Tableau Catalog- part of the Data Management Add-on

Automated data quality warning - You can set Tableau to monitor for extract refresh fail-
ures and for flow run failures. When a failure occurs, Tableau generates a data quality warn-

ing that displays to users. For more information, see Set a Data Quality Warning.

Quick search results expanded - Quick search results now include tags on external

assets.

Changed in 2021.1

Version 2021.1 includes the following changes you should know about before upgrading.

Change in default behavior for snapshot backups

Note: If you have both External File Store and External Repository enabled and use

scripts to do backups, this can potentially result in not having a backup of the repository.

Beginning with Tableau Sever 2021.1, if you have both External File Store and External
Repository enabled, Tableau Server backup process no longer includes creating a backup
file of the repository by default. If you are upgrading from a version earlier than 2021.1, and
you have scripts to run or schedule your backups, and want to continue to include the repos-

itory backup, see Option 1: Include Repository in the Backup .

SHA-256 hash algorithm enforced for SAML assertions with IdP

Beginning with Tableau Sever 2021.1, Tableau Server will hash message signatures and
digests with SHA-256 in SAML assertions to the IdP. To change this behavior, see wgserv-

er.saml.sha256.
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New SAML configuration keys

Beginning with Tableau Sever 2021.1, Tableau Server includes three new SAML con-

figuration keys:

* wgserver.saml.blocklisted digest algorithms:Specifiesthe digest
algorithms that are not allowed as part of certificates used in SAML configuration or for
signing SAML assertions. When set, assertions that are signed with a blocklisted
algorithm will fail and certificates containing a blocklisted digest algorithm will fail. We
recommend blocking the SHA-1(sHA1) algorithm. Before blocking SHA-1, confirme
that your SAML certificates digest algorithms are not SHA-1, and that your SAML idP

does not sign messages with SHA-1.

* wgserver.saml.min.allowed.elliptic curve size:Specifies the min-
imum elliptic curve size required for ECDSA certificates that uploaded and configured
for Tableau Server. If Tableau Server is configured with an ECDSA certificate that
does not satisfy this minimum curve size, Tableau Server may go into a degraded
state. If you attempt to upload a certificate that does not meet the minimum curve size,
Tableau Server will reject the certificate. We recommend a minimum curve size of
256.

* wgserver.saml.min.allowed.rsa key size:Specifies the minimum key
size that required for RSA certificates that are uploaded and configured for Tableau
Server. If Tableau Server is configured with an RSA certificate that does not satisfy
this minimum key size, Tableau Server may go into a degraded state. If you attempt to
upload a certificate that does not meet the minimum key size, Tableau Server will

reject the certificate. . We recommend a minimum key size of 204 8.

In future releases of Tableau Server, these keys will be configured with secure minimum
defaults, as specified in the recommendations above. In future releases, if your

SAML configuration is not configured with the minimum requirements, SAML functionality or
upgrade may fail. In the meantime, we recommend that you update your SAML configuration

to be in compliance with the recommendations above.
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Client and CA certificates used for mutual SSL must meet minimum
security requirements

Beginning with Tableau Server 2021.1, Tableau Server configured for mutual SSL authen-

tication will enforce secure certificate requirements.

Client and certificate authority (CA) certificates used for mutual SSL must either have an
RSA key strength of 2048, or ECDSA curve size of 256.

Tableau Server will fail mutual authentication requests from client certificates that do not

meet these requirements.

Additionally, upgrade of Tableau Server will fail if the certificate authority (CA) certificate

that is configured for mutual SSL does not meet these requirements.

o To update the CA certificate file for Tableau Server mutual SSL, upload the certificate
as described in Configure Mutual SSL Authentication.

o To disable the certificate security enforcement, see the Tableau KB topic, Tableau
Server Using Mutual SSL Authentication Fails to Start or Rejects Login After
Upgrade to Tableau Server 2021.1 because Certificates Use Insecure Key Attribute.

Improvements to JVM maximum heap size scaling for Tableau Catalog
ingestion and elastic server

Beginning with Tableau Sever 2021.1, JVM maximum heap size scales automatically for
Catalog ingestion and elastic server. For more information, see non-

interactivecontainer.vmopts and elasticserver.vmopts.

Old naotifications do not appear in new notifications center

When you upgrade to Tableau Server 2021.1, old notifications will not appear in the new
notifications center. All existing email naotifications will continue. To continue tracking older
notifications, make sure the server setting for Notifications for Extract Jobs and Flow Runs
is enabled before upgrading. For more information, see What's New and Changed in

Tableau Server.

Version: 2021.3 Tableau Software


http://kb.tableau.com/articles/issue/tableau-server-authentication-fails-after-upgrade-to-2021-1-when-using-mutual-ssl
http://kb.tableau.com/articles/issue/tableau-server-authentication-fails-after-upgrade-to-2021-1-when-using-mutual-ssl
http://kb.tableau.com/articles/issue/tableau-server-authentication-fails-after-upgrade-to-2021-1-when-using-mutual-ssl

Tableau Server on Windows Help

Version 2020.4

Added in 2020.4

User

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New in Tableau for Users and Web Authoring and Tableau Desktop
Feature Comparison. For topics related to web authoring and interacting with views, see

Using Tableau on the Web.
Server or site administrator

Enable and configure Catalog or Metadata API indexing limits for content

Use the following tsm configuration set command options to enable and configure
Catalog or Metadata API indexing limits, also called event throttling, for new and updated

content across all sites:

« metadata.ingestor.pipeline.throttleEventsEnable
» metadata.ingestor.pipeline.throttleLimit
o metadata.ingestor.pipeline.throttlePeriodLength

Activate and register multiple product keys

Beginning with version 2020.4.0, you can activate and register multiple product keys during
installation. Tableau Services Manager checks licensing levels (cores versus product keys)
and license types (creators versus explorers and viewers) to ensure the installation can be
completed due to licensing. You can apply additional product key(s) to Tableau Server if
necessary, to achieve the desired number or creator, explorer, and viewer seats, cores, and
features to accommodate user capacity. For more information, see Activate and Register
Tableau Server.
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Configure Tableau Server for offline maps

Beginning with version 2020.4.0, you can configure Tableau Server to use offline maps that
are installed with Tableau. To do this, setthe vizglserver. force maps to off-
1ine configuration key to t rue and apply pending changes. For more information, see

Displaying Maps in an Air-Gapped Environment.
Turn off Web Page objects

To prevent Web Page objects in dashboards from displaying target URLSs, do either of the

following:

« For a specific site, deselect Enable Web Page Objects in the site settings.
o Foranentire server, setthe vizglserver.web page objects enabledcon-
figuration key to false.

Improved control of extract query workloads

You can now fine tune extract query workload management in a multi-node deployment by
using the new noderole, extract-queries-interactive. For more information, see
Workload Management through Node Roles. To use this feature, you must have a valid

Server Management Add-on license activated on your Tableau Server.

Automatic configuration of query cache size

The size of the query cache is now automatically set based on the amount of available sys-
tem memory. This improves the number of query results that will fit into the cache by default.

For more information, see General Performance Guidelines.

The default query cache settings are suitable for most situations but it is possible to manu-
ally configure them using the TSM command line interface. The TSM settings are: nat -
ive api.InitializeQueryCacheSizeBasedOnWeights,native
api.QueryCacheMaxAllowedMB,native api.Lo-
gicalQueryCacheMaxAllowedWeight,native

api.MetadataQueryCachMaxAllowedWeight,native
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api.NativeQueryCacheMaxAllowedWeight,andnative
api.QueryCacheEntryMaxAllowedInPercent. For more information, see native

api.InitializeQueryCacheSizeBasedOnWeights.

Custom sign in note appears for server sign in errors

In 2020.4, sign in page notes added to the Sign In Customization setting will also appear
when a user receives a sign in error, such as when a user attempts to log in with SSO
(SAML, Site SAML, and Open ID). Server administrators can use this note to help users
understand how to get a license or why they can’t access a site. For more information, see

Customize Your Server. For more information, see Customize Your Server.

New processes related to Tableau Prep flows

The 2020.4 release adds some new processes to Tableau Server. The Tableau Prep Flow
Authoring (floweditor)and Tableau Prep Flow Service (flowqueryservice) pro-
cesses now appear on the TSM Status page and in the output of the TSM command tsm

status -v. For more information, see Tableau Server Processes.

Ask Data Usage and Adoption admin view

You can now see how users engage with Ask Data on a site, using the new Ask Data Usage
admin view. The dashboard highlights the top Ask Data users, data sources, and data
source owners, along with headline value metrics. For more information, see Ask Data

Usage.

New tsm schedules commands

Version 2020.4.0 introduces new commands for managing scheduled jobs. For this first
release you are limited to using the t sm schedules commands with backup jobs, but our
intent is to expand the scope of these commands in future releases of Tableau Server. For
more information, see Scheduling and Managing Backups, tsm schedules, and tsm main-

tenance backup.
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Checkpoint upgrades

Enhancements to the upgrade-t sm script give server administrators more options when

faced with a failed upgrade. For more information, see "Changed in 2020.4" below.

Additional dynamically configurable keys for logging

Dynamic configuration was introduced in version 2020.2, and version 2020.3 added dynam-
ically configurable logging options to those made available in 2020.2.0. Version 2020.4 con-
tinues to build on this with two new keys. When you make configuration changes with these

keys, or configuration changes with these keys in combination with Tableau Server

Dynamic Topology Changes, you do not have to restart Tableau Server.

New dynamically configurable keys in 2020.4:

« tomcatcontainer.log.level
« vizportal.log.level

For details viewing dynamically configurable keys, see tsm configuration list-dynamic-keys.
For more information about the introduction of dynamic configuration in version 2020.2, see

Dynamic Configuration. For more on changing logging levels, see Change Logging Levels.

Create extracts on the web

Now you can create extracts directly in web authoring, without using Tableau Desktop. For
more information, see Create Extracts on the Web . You can extract new workbooks in addi-
tion to existing workbooks. Optionally, the extract creation can run in the background and
you can be notified when it's completed. This will let you close your authoring session while
the extract is being created, which can be helpful with large extracts that might take a long

time.

Create and interact with flows on the web

You can now create flows to clean and prepare your data using either Tableau Prep
Builder, Tableau Server, or Tableau Online. Connect to your data, build a new flow, or edit

an existing flow and your work is automatically saved every few seconds as you go. Create
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draft flows that are only available to you or publish your flow to make it available for others.
Run your individual flows right from the web or run your flows automatically on a schedule
using Tableau Prep Conductor if you have the Data Management Add-on. For more inform-

ation, see Create and Interact with Flows on the Web.
Add-ons

Tableau Resource Monitoring Tool updates- part of the Server Man-
agement Add-on

Resource Monitoring Tool is included in the separately licensed Server Management Add-on
for Tableau Server. For more information, see Get Started with Tableau Resource Mon-

itoring Tool.
The following features are included in this release:

Linux Support - Resource Monitoring ToolMaster Server and Agents can now be
installed on Linux platform. For more information, see Install the Tableau Resource Mon-

itoring Tool.

SSL Certificates - You can now use a locally imported SSL Certificates.

e Windows: SSL Certificate Mode and Requirements.

« Linux: Install the Tableau Resource Monitoring Tool.

« Command Line installation are supported for both Linux and Windows installations.
o Master: Install the RMT Server Using Command Line
» Agent: Install the Agent Using Command Line

Agent OS Detection - Master Server can detect the OS that each Agent is installed on and
will list it in the web interface. For more information, see Install the Tableau Resource Mon-

itoring Tool.
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Tableau Server External Repository- part of the Server Management
Add-on

Tableau External Repository is included in a separately licensed Server Management Add-

on for Tableau Server. For more information, see Tableau Server External Repository.

Azure Support - You can now configure Tableau Server External Repository on Azure
Database. For more information, see Create a Azure Database PostgreSQL Instance on
Azure.

Upgrade - If you have External Repository configured, before upgrading your Tableau
Server to 2020.4, you must make sure you are using PostgreSQL version 12 or later. For
more information, see Upgrade Tableau Server with External Repository for a New Major
Version of PostgreSQL.

Tableau Catalog updates - part of the Data Management Add-on

Tableau Catalog is included in the separately licensed Data Management Add-on for

Tableau Server and Tableau Online. For more information, see About Tableau Catalog.
The following features are included in this release:

Data Quality Warning History admin view - Site administrators can see how data qual-
ity warnings are being used on the site using the pre-built admin view, Data Quality Warning

History. For more information see Data Quality Warning History.

See quality warning details in Tableau Desktop - Tableau Desktop users can hover
over the warning icon on the Data tab to see details about the data quality warnings affect-

ing the data in their workbook. For more information, see Set a Data Quality Warning.

Metrics appear in lineage and show data quality warnings - Data quality warnings
now appear on metrics affected by a warning. Metrics also appear in the Lineage tool,
enabling you to see how a metric might be affected by data changes when performing

impact analysis. For more information, see Create and Troubleshoot Metrics.
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Tableau Prep Conductor updates - part of the Data Management Add-on
Now, the Data Management Add-on is only needed to schedule and monitor flows with

Tableau Prep Conductor. Other flow-related tasks no longer require you to license the add-

on. For more information, see Tableau Prep Conductor.

Changed in 2020.4

Version 2020.4 includes the following changes you should know about before upgrading.

SHA1 certificates disabled for SSL mutual authentication

Beginning with Tableau Server 2020.4, Tableau Server configured for mutual SSL authen-
tication will block authentication of users with client certificates that use the SHA-1 signing

algorithm.

Users who attempt to log in with SHA-1 client certificates encounter an "Unable to sign in"

error, and the following error will be visible in the VizPortal logs:

Unsupported client certificate signature detected: [certificate

Signature Algorithm name]

If the clients in your organization are connecting to Tableau Server using SSL mutual authen-
tication and the clients are using certificates with the SHA-1 signing algorithm, then you must

perform one of the following actions before upgrading:

o Update the certificates used by your clients. The certificates must use the SHA-256 (or
stronger) signing algorithm, or

o Disable the SHA-1 blocklist before upgrading to Tableau Server 2020.4. To disable the
blocking functionality, run the following TSM commands before you upgrade:

tsm configuration set -k "ssl.client certificate login.b-

locklisted signature algorithms"™ -v ""

Note that the value (-v) includes an empty set of quotes to specify a null value.
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For more information about how to reset this value after you have updated client cer-
tificates, see the Knowledge Base article, Mutual SSL Fails After Upgrading if Cer-
tificates Signed with SHA-1.

For more information about why this change has been implemented, see the Tableau Com-
munity post, Retiring Default Support for SHA-1 Signed Certificates Used During Mutual
SSL Authentication in Customer-Managed Tableau Server 2020.4, and the National Insti-

tute of Standards and Technology policy statement, NIST Policy on Hash Functions.

wgserver.domain.whitelist config key has been deprecated

Beginning with version 2020.4, the wgserver.domain.whitelist configuration key
has been deprecated. Use the new key, wgserver.domain.accept list to specify

allowed domains.

All functionality of the older key has been transferred to the new key. As of 2020.4.0, exist-
ing installations configured with the old key will not be impacted, and the key can still be
used, but you mustinclude the --force-keys option when setting the key, and the key
will be permanently removed in a future release. For all new configurations, use wgserv-
er.domain.accept list instead. For more information about the new configuration

key, see wgserver.domain.accept_list.

CPU requirement update

Beginning with version 2020.4, Tableau Server requires all nodes to have CPUs that sup-
port SSE4.2 and POPCNT instruction sets. These CPUs have been common for more than
10 years and are installed on most newer computers. If you attempt to install or upgrade
Tableau on a computer that does not support these instruction sets, the installer will not

allow you to continue.

Checkpoint Upgrade for Tableau Server

Version 2020.4 of Tableau Server includes updates to the upgrade-tsm script that give
you the ability to rerun the script when an upgrade fails. The script keeps track of successful

progress, and when you rerun the script after an upgrade failure, restarts at the latest
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successful "checkpoint." This saves time because successful steps do not need to be
repeated on rerunning the script. As a first troubleshooting step, rerun the upgrade-tsm
script. Doing this can result in a successful upgrade if a momentary environmental problem

or timing issue caused the initial failure.

Checkpoint upgrades also give experienced IT professionals the option to further
troubleshoot the failure, and make corrections (for example, if there is a problem with disk
space, or a permissions issue on a particular file or directory) before rerunning the upgrade

script. For troubleshooting details, see Upgrade fails on 2020.4.0 or later.

PostgreSQL upgrade

Version 2020.4 of Tableau Server includes a major-version update of the
PostgreSQL database used for the Tableau repository. During the upgrade a temporary
pgsql-only backup is created and this increases the length of time the upgrade takes as well

as the amount of temporary disk space used.

If you have External Repository configured, before upgrading your Tableau Server to
2020.4, you must make sure you are using PostgreSQL version 12 or later. For more inform-
ation, see Upgrade Tableau Server with External Repository for a New Major Version of
PostgreSQL

Visual improvements to user, group, and site dialogs

The 2020.4 release adds visual updates to administrator menus and dialogs to make man-

aging users, groups, and sites easier in Tableau Server.

Changes to default JVM heap size for Tableau Catalog ingestion

Beginning with Tableau Server 2020.4, the default JVM heap size for Catalog ingestion is
determined by and then scales based on system memory. To review the default values for

Catalog ingestion, see noninteractivecontainer.vmopts.
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Version 2020.3

Added in 2020.3

User

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New in Tableau for Users and Web Authoring and Tableau
Desktop Feature Comparison. For topics related to web authoring and interacting with

views, see Using Tableau on the Web.

Server or site administrator

o Server "Pre-flight Check"

o New command to list dynamically configurable keys

o Setthe Site Time Zone for Extracts

o Automatically Suspend Extract Refreshes for Inactive Workbooks

« Manage Licenses for User Groups with Grant Role on Sign In

o Use admin tools to get indexing status for Catalog and Metadata API
« Tag stale content for archiving

Add-ons

o Tableau Catalog updates - part of the Data Management Add-on
« Tableau Content Migration Tool updates - part of the Advanced Management

Server "Pre-flight Check"

Beginning in Tableau Server on Windows version 2020.3 a pre-flight check runs when you
install or upgrade Tableau Server. This check, on install, looks at common permissions
issues related to the install directory and data directory that cause problems when installing
Tableau Server. On upgrades, permissions are checked, as well as potential port conflicts
for key services. In addition, new tsm maintenance preflight-check commands

have been added for both permissions and ports.
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For more information see Tableau Server Pre-Flight Check.

New command to list dynamically configurable keys

Version 2020.3 introduces a new TSM command to view all dynamically configurable keys.
The command, tsm configuration list-dynamic-keys, displays a listofall con-
figuration options you can change without needing to restart Tableau Server. This command
helps you distinguish dynamically configurable keys from those that require a server restart,

allowing you to decide when to set each.

Dynamic configuration was introduced in version 2020.2, and version 2020.3 adds additional
dynamically configurable logging options to those in 2020.2.0. When you make configuration
changes with these keys, or configuration changes with these keys in combination with

Tableau Server Dynamic Topology Changes, you do not have to restart Tableau Server.

New dynamically configurable keys include:

« backgrounder.log.level
o clustercontroller.log.level
o dataserver.log.level

« filestore.log.level

« gateway.log.level

« tdsservice.log.level

o vizqlserver.log.level

For details on the new command, see tsm configuration list-dynamic-keys. For more inform-
ation about the introduction of dynamic configuration in version 2020.2, see Dynamic Con-

figuration. For more on changing logging levels, see Change Logging Levels.

Set the Site Time Zone for Extracts

The default time zone for extract-based data sources in a site is Coordinated Universal Time

(UTC). Site administrators can now choose to set a different time zone.

For more information, see Set the Site Time Zone for Extracts.
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Automatically Suspend Extract Refreshes for Inactive Workbooks

To save resources, Tableau can automatically suspend extract refresh tasks for inactive
workbooks. This feature applies to full extract refreshes only, not to incremental extract

refreshes. This feature only applies to refresh schedules that run weekly or more often.

For more information, see Automatically Suspend Extract Refreshes for Inactive Work-

books.

Manage Licenses for User Groups with Grant Role on Sign In

Administrators can set a minimum site role for user groups and choose Grant role on sign
in when creating or modifying that user group. Enabling Grant role on sign in reduces
manual work to manage licenses, since administrators can designate site role capabilities
by group, and provision licenses when a user actually needs it. By waiting to grant licenses
until users sign in, administrators can streamline license provisioning, without granting

licenses to inactive users. For more information, see Grant License on Sign In.

Tableau Catalog updates - part of the Data Management Add-on

Tableau Catalog is included in the separately licensed Data Management Add-on for
Tableau Server and Tableau Online. For more information about Tableau Catalog, see
About Tableau Catalog.

The following features are included in this release:

See data quality warnings in Tableau Desktop - WWhen you open a workbook in
Tableau Desktop that has a data quality warning, the warning icon (either a blue circle or a
yellow triangle with an exclamation point) appears on the Data tab on the sheet page of the
workbook. For more information, see Set a Data Quality Warning

'Sensitive data' warning type added - You can use this new warning type to set a data
quality warning for sensitive data in your organization. For more information, see Set a Data

Quality Warning
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Embedded assets are listed in External Assets - You can now see embedded assets lis-

ted in the External Assets page. For more information, see Use Lineage for Impact Analysis.

Tag external assets - Add tags to databases, tables, and columns, which enables you to,
among other things, tag tables and columns with personally identifiable information (PII). For

more information, see Tag ltems in Tableau Desktop and Web Authoring Help.

Use admin tools to get indexing status for Catalog and Metadata API

Tableau Server 2020.3 includes two admin tools to make it easier to get indexing status of
Tableau Catalog and Tableau Metadata API:

« Monitor initial ingestion progress and validate its status using the Backfill APIl. For more

information, see Get Initial Ingestion Status.
« After initial ingestion, ensure indexing continues to work as expected using the Event-

ing API. Fore more information, see Get Eventing Status.

Tableau Content Migration Tool updates - part of the Advanced Man-
agement

Tableau Content Migration Tool is included in the separately licensed Advanced Man-
agement for Tableau Server. For more information about Advanced Management, see

About Tableau Advanced Management.
The following features are included in this release:

e Support for Tableau Online - The Content Migration Tool now includes both
Tableau Online and Tableau Server sign-in options when connecting to source and
destination servers. To learn about the new sign-in experience, see Migration Plans:

Servers.

* SAML and Single Sign-On - As of version 2020.3, you can authenticate using

SAML and Single Sign-On authentication types for non-scripted migration plans.

« Tableau Bridge data sources - Published data sources that are within a private
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network (inaccessible to the public internet) can be migrated and allowed to refresh
using Tableau Bridge. For more information, see Migration Plans: Published Data

Sources.

e Tableau Prep Builder and Tableau Prep Conductor - Content produced by
Tableau Prep Builder or Tableau Prep Conductor (version 2020.2.x and later) can

now be included in your migration plans.

¢ Asynchronous publishing - The Content Migration Tool now supports asyn-

chronous publishing of data sources.

* Resource optimization - You can specify how many objects to process in memory
in parallel with the new Maximum Processing Concurrency setting. The setting
allows you to optimize resource usage of CPU and memory when performing migra-
tion operations, ultimately reducing your memory footprint. For more information, see

Tableau Content Migration Tool Settings.

* Migrate more content - The Content Migration Tool editor and console runner can
now use up to 4 GB of RAM (increased from 2 GB), allowing you to migrate larger

workbooks and data sources.

Tag Stale Content for Archiving

The Stale Content Admin view that was introduced in 2020.2, now has an added func-
tionality that allows you to tag content as stale. You can then choose to archive the tagged

content. For more information, see Stale Content.

Changed in 2020.3

Version 2020.3 includes the following changes you should know about before upgrading.
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Data Acceleration for Workbooks that use the Object Model Framework

Administrators can now also enable data acceleration for workbooks that use the Object

Model framework. See Data Acceleration.

Version 2020.2

Added in 2020.2

Help Design

e Combined What's New and What's Changed in Tableau Server
o Applies to label for Data Management and Server Management Add-ons

User

o Use Relationships to Combine Data for Multi-table Analysis
o Create Metrics to Track Data

Other new features and enhancements related to web authoring and interacting with views
on the web are listed in What's New in Tableau for Users and Web Authoring and Tableau
Desktop Feature Comparison. For topics related to web authoring and interacting with

views, see Using Tableau on the Web.

Server or site administrator

o New Admin Views

Changes to Create and Modify Schedule
Data Acceleration

Extract Query Load Balancing

Dynamic Configuration

Add-ons

« Tableau Catalog updates - part of the Data Management Add-on
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Combined What's New and What's Changed in Tableau Server

Beginning with version 2020.2, the "What's New" and "What's Changed" Help topics are
combined in a single "What's New and Changed in Tableau Server" topic (this topic). The
topic has been relocated in the Table of Content, and the old "What's Changed" topic now

has a link to the combined file.

Applies to label for Data Management and Server Management Add-
ons

Topics about add-on features list the add-on name in the Applies to section of the topic. For

example:

+ m
¢ tableau £ Search

Tableau Server on Windows Help

dows p > > Server Management Add-on > Resource Monitoring Tool

IN THIS ARTICLE

o ‘ About Tableau Resource Monitoring Tool

Use Relationships to Combine Data for Multi-table Analysis

Relationships are a new, flexible way to combine data for multi-table analysis in Tableau.
Data sources now support multi-table data models in a new logical layer. Tableau recog-
nizes the separate tables in your data source and performs aggregations at the native level

of detail for each table.

Creators can combine tables using relationships. Using relationships between logical tables
makes it easier to explore and analyze multi-table data at the right level of detail, without hav-

ing to write specialized calculations to control aggregations like averages and totals.

You do not need to specify join types for relationships; during analysis Tableau auto-
matically selects the appropriate join types based on the fields and context of analysis in the

worksheet.

40 Version: 2021.3 Tableau Software



Tableau Server on Windows Help

Note: Your workbook must use an embedded data source for you to be able to edit rela-
tionships in the Data Source page in web authoring in Tableau Server or Tableau

Online. You cannot edit the data model of a published data source.

In support of multi-table analysis, several parts of the Tableau interface have changed. The
Data Source page (canvas, data grid), View Data window, and the Data pane in the work-
sheet have all been updated to support a multi-table analysis experience. For more inform-

ation, see Changes to different parts of the interface.

Note: View Data column order has changed in Tableau 2020.2 and later. This change is
required to support relationships and logical tables. For details, see View Data column

order changes in Tableau 2020.2 and later.

For more information about relationships and changes to data sources, see these topics:

» What's Changed with Data Sources and Analysis in 2020.2

« Questions about Relationships, the Data Model, and Data Sources in 2020.2
e The Tableau Data Model

« Relate Your Data and Optimize Relationships Using Performance Options

» How Analysis Works for Multi-table Data Sources that Use Relationships

« Troubleshoot Multi-table Analysis

» Walkthrough: Don't Be Scared of Relationships

Also see this Tableau blog post: Relationships, part 1: Introducing new data modeling in

Tableau

Create Metrics to Track Data

Metrics help users track changes to their data. Users can create metrics from a view and use
them to monitor key numbers like daily sales. For information on how users create metrics,

see Create and Troubleshoot Metrics.
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As a Tableau Server administrator, you have the ability to control how often metrics refresh
and how failing refreshes are handled. You also can ensure that users are able to create

metrics or disable metrics for particular sites. For more information, see Set Up for Metrics.
New Admin Views

Two new pre-built administrative views are available in this release:

1. Backgrounder Dashboard: Use this view to understand the background job details
such as, the number of jobs that have completed successfully, failed, or canceled.
You can also identify when your Backgrounder is busy or overloaded. For more
information, see Backgrounder Dashboard.

2. Stale Content aka Stats for Unused Content: Identify content that hasn't been
accessed or opened in a while and how much disk space is being used by stale con-

tent. For more information, see Stale Content.

In previous versions of Tableau Server, admin views were all displayed in the same
workbook, in separate tabs. However, the two new admin views are displayed as sep-
arate workbooks and not part of the existing admin view workbook. You can navigate

to the new admin views from the Server or Site Status page:

Changes to Create and Modify Schedule

The web interface used to create and modify schedule has changed. You can now select

more than one day when you create or modify monthly schedules. For more information
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and updated screen shots of the new web interface, see Create or Modify a Schedule.

Data Acceleration

Administrators can now enable data acceleration for specific workbooks. The workbook

loads faster because Tableau Server precomputes the workbook's data in a background pro-

cess. For more information, see Data Acceleration.

Extract Query Load Balancing

Improvements to load balancing for extract-based queries are now available in Tableau

Server. For more information, see Extract Query Load Balancing.

Dynamic Configuration

Version 2020.2 introduces dynamic configuration for certain configuration options or keys.

When you make configuration changes with these keys, or configuration changes with these

keys in combination with Tableau Server Dynamic Topology Changes, you do not have to

restart Tableau Server. This step toward more flexible server management includes

dynamic configuration keys for changing logging levels for some Tableau Server processes,

and changing some TSM base file paths.

Dynamically configurable keys include:

tsm.log.level

tsm.controlapp.log.level
tabadmincontroller.auth.expiration.minutes
basefilepath.site_import.exports
basefilepath.site_export.exports
basefilepath.backuprestore

For more information see Change Logging Levels and tsm File Paths.
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Tableau Catalog updates - part of the Data Management Add-on

Tableau Catalog is included in the separately licensed Data Management Add-on for
Tableau Server and Tableau Online. For more information about Tableau Catalog, see

About Tableau Catalog.
The following features are included in this release:

Raise the visibility of important warnings - You can set a data quality warning to be
highly visible, so that users of a visualization that's affected by the warning see a notification,
and the warning displays in a more prominent yellow color elsewhere in Tableau. For more
information, see Set a Data Quality Warning and "Use Data Details to see visualization
information" in Explore and Analyze Data in a View in the Tableau Desktop and Web

Authoring Help..

Dashboards appear in the Lineage pane - When you select the Dashboards item in the
lineage, you can see a list of downstream dashboards. For more information, see Use

Lineage for Impact Analysis.

Filter external assets on Certified and data quality warnings - In addition to using
search to narrow down your choices on External Assets, you can now filter databases, files,
and tables by Certified and by data quality warnings.

More filters when connecting - When you connect to data, you can filter databases and

table on connection type.

Changed in 2020.2

Version 2020.2 includes the following changes you should know about before upgrading.
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Analytics extensions (external service) connections must be reconfigured

Tableau supports a set of functions that your users can use to pass expressions to analytics
extensions for integration with R and Python. Previously, this feature was referred to

"external services."

In previous versions of Tableau Server, the analytics extensions configuration applied to the

Tableau Server global configuration and was administered with TSM.

Beginning with version 2020.2, you can configure a different analytics extensions connection
for each site. Administration of the analytics extensions connection has moved out of

TSM and to Tableau Server administrator. Additionally, configuring an analytics extensions
connection no longer requires a restart of Tableau Server.

However, if you have configured Tableau Server with an analytics extensions connection,
then you must reconfigure that connection after you upgrade Tableau Server to version
2020.2.

Before upgrading, document the existing analytics extensions configuration. On previous ver-
sions (2019.1-2020.1) youcanrunthe tsm security vizgl-extsvc-ssl list
command to list the existing connection details. To retrieve the password that is stored for

the analytics extensions connection (if any), run the following tsm command:

tsm configuration get -k vizglserver.rserve.password

After you have upgraded, configure the analytics extension connection. See Configure Con-

nections with Analytics Extensions.

Oracle data source connections require updated driver

Beginning with version 2020.2, Oracle data sources use a new JDBC driver. You must down-
load and install this driver on Tableau Server to enable existing content relying on Oracle con-
nections to properly display. Until this driver is downloaded and installed on Tableau Server,

existing content will not display or refresh. Follow the instructions on the Driver Download

Tableau Software Version: 2021.3 45


https://www.tableau.com/support/drivers

Tableau Server on Windows Help

page to get and install the new driver. For details on the changes and how they impact
Tableau authors, see Oracle in the Tableau Desktop and Web Authoring Help.

WDC behavior change if Run As service account has admin group priv-
ileges

Beginning with version 2020.2, because of changes to the QTWebEngine component used
by Tableau Server, if you use Web Data Connectors (WDCs) and Tableau is configured

with a Run As service account in a local administrators or domain administrators group, you
may run into problems using WDCs. Our recommendation has been and continues to be to

use a domain User account for the Run As service account. This is a good security practice.

For more information on possible issues, see the Tableau Knowledge Base. For details on
suggested best practices when creating a Run As service account, see Creating the Run

As service account.

Tableau Resource Monitoring Tool Updates

« Installers: Starting in 2020.2, the Master Server installer installs both the pre-
requisites and the Master Server. You no longer need to install the prerequisites sep-
arately. For more information, see:

« Install the RMT Server Using Web Interface
» Upgrading Resource Monitoring Tool

» Installation Experience: The steps to create an environment after installing the
Master Server, and the steps to install and register Resource Monitoring Tool Agent
on Tableau Server nodes have changed. For more information, see :

« Install the RMT Server Using Web Interface
« Install the Agent Using the Web Interface

¢ OS Requirements: Starting in 2020.2, Windows Server 2012 is no longer sup-

ported. The minimum supported operating system is now Windows Server 2012 R2.

The Startup Values of some TSM services have changed

Beginning in maintenance versions, the startup values of several TSM services have been

changed from "Automatic" to "Automatic (Delayed Start)" to help address some occasional
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issues in timing. This change should not have a significant impact. Services
affected: Tableau Server Administration Agent, Tableau Server Administration Controller,
Tableau Server Client File Service, Tableau Server Coordination Service, Tableau Server

License Manager, and Tableau Server Service Manager.

If you are running an older version of Tableau Server you can leave the startup values as
they were originally configured ("Automatic"), but updating them to the new values ("Auto-
matic (Delayed Start)") will not negatively impact Tableau Server. For more information
about service startup values, including the specific maintenance releases where this change

took place, see Verify Tableau Service Settings in our current documentation.

Version 2020.1

Added in 2020.1

User

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New in Tableau for Users and Web Authoring and Tableau Desktop
Feature Comparison. For topics related to web authoring and interacting with views, see

Using Tableau on the Web.

Server or site administrator

* Run Now Server and Site Setting

o New configuration options for Hyper

« Support for Login-based License Management

o Support for Kerberos delegation with Vertica data source
« Support for managing site role limits

» Updates for Permission Dialog

o Lock nested projects

Add-ons
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» Tableau Catalog updates - part of the Data Management Add-on
o Tableau Server External File Store (Server Management Add-on)

Run Now Server and Site Setting

This new setting allows Server Administrators to configure whether to allow or block users
from manually running extract refreshes, flows runs, and subscriptions. This can be set at
the server level to apply to all the sites on Tableau Server or at a site level to apply to only

certain sites. For more information, see Server Settings (General and Customization).

New configuration options for Hyper

You can use these new tsm configuration set options to configure Hyper to control resource

consumption and improve stability:

o hyper.memory_limit

« hyper.memtracker_hard_reclaim_threshold
o hyper.memtracker_soft_reclaim_threshold
o hyper.network_threads

o hyper.objectstore_validate _checksums

o hyper.query_total_time_limit

o hyper.session_memory_limit

o hyper.temp_disk_space_limit
For more information, see tsm configuration set Options.

Support for Login-based License Management

Login-based license management, helps you manage licensing for users with Creator roles
on Tableau Server and Tableau Online. Users with Explorer or Viewer roles cannot use this
feature. If you're using Role Based Subscriptions with Tableau Server or Tableau Online,
you can simplify your license management using login-based license management to elim-
inate separate Tableau Desktop and Tableau Prep Builder product keys. You only need to
manage one or more product keys for on-premises Tableau Server, or in the case of

Tableau Online, you don’t need to manage any product keys at all.
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Support for Kerberos delegation with Vertica data source

You can now authenticate to Vertica data sources with Kerberos delegation. To configure
Kerberos delegation on Tableau Server, see Enable Kerberos Delegation. To enable Ker-

beros for Vertica in Active Directory, see Enabling Kerberos Delegation for Vertica.

Support for managing site role limits

Server administrators can now set a maximum number of Creator, Explorer, and Viewer
licenses available for a site. Site administrators can use those quotas to allocate licenses for
users on their site. For a site that has user-based licensing with no licensing limits set by the
server administrator, maximums for each role are determined by the number of available
licenses. To learn more, see Manage Site Role Limits. Server admins can also configure site
role quotas viathe REST API.

Updates for Permission Dialog

Set permissions faster with the new permissions dialog. New permission templates and cap-
ability groupings match common user scenarios. Editing permission rules is easier than ever
with direct editing—double click to enter edit mode. Search for groups and users sim-

ultaneously without preselecting your choice. Copy a custom permission rule and paste it for
another group or user. And hand off project management to Project Leaders more intuitively

with the new setting. For more information on permissions, see Permissions.

Lock nested projects

Regulating permissions is now more flexible. Project permissions can be locked inde-
pendently for nested projects. Top-level projects can act as organizational containers for pro-
jects with different permission models. Non-admins can create new locked projects. For

more information, see Lock content permissions.

Tableau Server External File Store (Server Management Add-on)

You can now configure Tableau Server to use a SAN or NAS to store File Store data. Using

a network attached storage for your File Store data provides some benefits like reduced
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backup times, by using the snapshot backup technologies. For more information see,
Tableau Server External File Store

Tableau Catalog updates - part of the Data Management Add-on

Tableau Catalog is included in the separately licensed Data Management Add-on for
Tableau Server and Tableau Online. For more information about Tableau Catalog, see

About Tableau Catalog.
The following features are included in this release:

Added connectors - Connect to more data from external assets. We've added support for
the following connectors: Google Big Query, Google Drive, Google Sheets, Box, Dropbox,

and OneDrive.

Create workbooks - Create a workbook from the External Assets page or from a data-
base or table page for Catalog-supported connections. For more information, see "Tableau
Catalog users create workbooks from external assets" in Creators: Get Started with Web

Authoring in the Tableau Desktop and Web Authoring Help.

Filter on Certified and data quality warnings - Filter data sources, databases, files, and
tables by Certified, filter data sources by connections, and filter databases and tables by
data quality warnings. For more information, see "Open the Connect to Data page" in Creat-
ors: Connect to Data on the Web, or "Connect from Tableau Desktop" in Connect to Data
by Using Tableau Server or Tableau Online in the Tableau Desktop and Web Authoring
Help.

Enhanced Data Details pane -

« See a sparkline with the number of times a sheet or dashboard was viewed over the
last 12 weeks.

« Easily see that there are Warnings on a view.

« Expand afield to see its metadata, such as a description or calculation.

« When afield in a workbook inherits its description, see where the description comes
from.
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For more information, see "Use Data Details to see visualization information" in

Explore and Analyze Data in a View in the Tableau Desktop and Web Authoring Help.

Changed in 2020.1

Version 2020.1 includes the following changes you should know about before upgrading.

« Tableau Server no longer supports Windows 7 or Windows 2008

« tableau-server-obliterate script now preserves backup and log files

o Improvements to the tsm topology deploy-coordination-service command
o Large statistical file extracts consume system resources

Tableau Server no longer supports Windows 7 or Windows 2008

Beginning with version 2020.1, in keeping with Microsoft's Windows Server support policy,
Windows 7 and Window 2008 are no longer supported operating systems for Tableau

Server.

For more information about supported versions of Windows, see Operating system require-

ments.

tableau-server-obliterate script now preserves backup and log files

In previous versions of Tableau Server, running the tableau-server-obliterate
script deleted all content from the Data directory. Beginning with version 2020.1, the default
behavior of the tableau-server-obliterate script has changed: the script copies
and saves Tableau Server backup and log files to the 1 ogs-temp directory. The default loc-
ation for the logs-temp directoryisat \ProgrambData\Tableau\logs-temp. YOU can

set options on the script to disable this new functionality.

See Remove Tableau Server from Your Computer.
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Improvements to the tsm topology deploy-coordination-ser-
vice command

Beginning with version 2020.1, the command to deploy a new coordination service
ensemble waits for the ensemble to be properly deployed and removes the old ensemble
before returning control to the command prompt. This simplifies the process for deploying a
new coordination service ensemble and eliminates the chances of continuing on with other
commands or actions before Tableau Server is properly configured for the new ensemble.
Younolongerneedtorunthe tsm topology cleanup-coordination-service

command after deploying a new ensemble in version 2020.1.0 and later.

Note: With this change, all coordination service ensemble commands require input for a
"y/n" prompt confirming that a server restart will take place. To run these commands without

input, include the --ignore-prompt option.

For more information about deploying a coordination service ensemble, see Deploy a
Coordination Service Ensemble .

Large statistical file extracts consume system resources

Beginning with Tableau Server 2020.1, a change to the Statistical File (SAS) library may
cause large SAS-based extract refreshes to fail. The following connection error will be vis-

ible in the backgrounder logs, along with spikes in system memory consumption.
"exceeded per-process memory threshold"

To work around the issue, run the following TSM commands after upgrading Tableau
Server:

tsm configuration set -k features.ReadStat -v false

tsm pending-changes apply

For more information and steps to work around the issue in Tableau Desktop, see the Know-
ledge Base article, Large Sas File Extract Refresh Failed And Huge Memory Consumption
Observed After Upgraded Tableau Server To 2020.3.1.
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Version 2019.4

Added in 2019.4

User

» Request access

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New in Tableau for Users and Web Authoring and Tableau Desktop
Feature Comparison. For topics related to web authoring and interacting with views, see

Using Tableau on the Web.

Server or site administrator

« Configure recommendations for views

« Enable or disable Ask Data for a site

o Personal access tokens

o Secure SMTP

« Test Email Configuration

o Create Extracts on the Web

« New Installers for Tableau Server and tabcmd
o Custom welcome banner

« Limit visibility of user information

» Manage Sandboxed Extensions

Request access

Users can now request access to see a project, workbook, or view when they don’t have

viewing permission. When someone requests access to content, Tableau routes an email to
the person who controls permissions for that content with information about the request and
instructions on making access changes. For information on managing permissions, see Per-

missions.
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Configure recommendations for views

Tableau Server now recommends views to help users discover relevant content. Recom-
mendations for views are an expansion of the system that provides recommendations for

data sources and tables.

« To control whether the recommendations feature is enabled for your server, use the
tsm configuration set options recommendations.enabledand recom-
mendations.vizrecs.enabled. For more information, see tsm configuration

set Options.
« Toschedule when the recommendations trainer runs on your server, adjust the

server settings under Recommendations Training Schedule. For more inform-
ation, see Server Settings (General).

« To hide allrecommendations on a particular site, or to hide user names from appear-
ing on the recommendation tooltips for a particular site, adjust the site settings under
Recommendations for Views.

Enable or disable Ask Data for a site

As a site administrator, you can control the availability of Ask Data in the General area of

site settings. For more information, see Disable or Enable Ask Data for a Site.

Personal access tokens

Personal access tokens provide Tableau Server users the ability to create long-lived authen-
tication tokens. The tokens allow users to run automation with Tableau REST APIs without
requiring hard-coded credentials or interactive login. More information about using personal

access tokens with Tableau REST APls is at Signing In and Out (Authentication).

As an administrator, you can revoke and track usage of the tokens. See Personal Access

Tokens.

Secure SMTP

You can now configure Tableau Server to connect with your email server over a secure con-

nection. You can encrypt and optionally authenticate with a certificate that you upload and
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configure on Tableau Server. See Secure SMTP.

Test Email Configuration

After you configure an SMTP connection, use the new command, tsm email, to validate it.

Create Extracts on the Web

Now you can create extracts in the browser, without using Tableau Desktop. For more
information, see Create Extracts on the \Web . You can also use the new cre-
ateextractsanddeleteextracts commandsintabcmd to create or delete extracts

for a published workbook or data source. For more information, see tabcmd Commands.

New Installers for Tableau Server and tabcmd

Tableau Server 2019.4 introduces completely rewritten Setup programs for both Tableau
Server and tabcmd. For more information, see What's Changed - Things to Know Before
You Upgrade.

Custom welcome banner

You can add a custom message to the welcome banner on the home page for all server
users to see. Add up to 240 characters of text and hyperlinks to provide important support
information or resource to help server users get started. You can also turn off the default
Tableau home banner for all server users. For more information, see Customize Your

Server.

Limit visibility of user information

The User Visibility site setting lets administrators manage if users with Viewer and Explorer
site roles see other users and groups on the site, which can be important for sites that are

used by multiple clients. When User Visibility is set to Limited, Explorers and Viewers can-
not see information about other users, including aliases, project ownership, comments, and

more. Creators and administrators (including Site Administrator Explorers) can still view
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user information. By default, User Visibility is set to Full. For more information, see Manage
Site User Visibility.

Manage Sandboxed Extensions

Tableau now supports Sandboxed extensions, which are a new type of dashboard exten-
sion that run in a protected environment hosted by Tableau. Like Network-enabled exten-
sions, Sandboxed extensions are web applications that run in custom dashboard zones and
can interact with the rest of the dashboard using the Tableau Extensions API. While Net-
work-enabled extensions have full access to the web, Sandboxed extensions can’t share
data or make network calls outside of the hosting Tableau Server. Sandboxed extensions

provide a new level of security for Tableau users and administrators.

To learn more about controlling extensions, see Manage Dashboard Extensions in Tableau
Server. To learn more about extension security and strategies for deployment, see Exten-

sion Security - Best Practices for Deployment.

Changedin 2019.4

Version 2019.4 includes the following changes you should know about before upgrading.

o Tableau Server installer has been rewritten
New tabcmd installer for Windows

Updates to Tableau Server Job management

Updates to tsm maintenance cleanup command

Changed behavior for Copy Link when sharing a view
Tableau Server installer has been rewritten

The 2019.4 release of Tableau Server features a newly rewritten Setup program for
Tableau Server.

This update changes some of the command line switches and options available for the

installer. If you have automated the installing or upgrading of Tableau Server, be sure to
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review the current command line options for the Server Setup program. See Changes to

Command Line Install Options for Tableau Server Setup for more information.

New tabcmd installer for Windows

The 2019.4 release of Tableau Server features a newly rewritten Setup program for
installing tabcmd on Windows.

This update changes some of the command line options. If you have automated the install-
ation of tabcmd, be sure to review the current command line options for the tabcmd Setup
program. For more information, see tabcmd and Install Switches and Properties for tabcmd
(Windows)

Updates to Tableau Server Job management
The Job management page has several updates and new options including the following:

e The Jobs page now includes Average Run and Average Queue time information
for each job.

e Improved job cancellation experience. Server and Site admins can now enter cus-
tomized notes as well as pick recipients of the e-mail when cancelling a job.

« More information is provided in the job detail dialog box, such as: the last time the job
was run successfully, and the name of the job creator.

o Canceling flow run jobs is now supported. Previously, in Tableau Server version
2019.3, only extract refreshes and subscriptions were supported.

e New Task Type has been added: Encryption jobs.

 Failed jobs now includes jobs that have been suspended. Suspended jobs are a sub-
status of the failed jobs and have their own icon to distinguish them from other failed

jobs.

For more information, see Managing Background Jobs in Tableau Server.
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Updates to tsm maintenance cleanup command

The tsm maintenance cleanup command now includes an option to clear the image

cache.

In addition, the --verbose option has been removed from the command. Running the
command with the --verbose option will result in an error. If your organization has auto-
mated task using the tsm maintenance cleanup command withthe --verbose

option, update your automation scripts.

Changed behavior for Copy Link when sharing a view

Beginning with version 2019.4, the behavior of the Copy Link option of the Share button in
a view no longer includes the "embed=y" parameter by default. To include this parameter
you need to edit the copied URL before adding it to your web page code. For more inform-
ation sharing views by embedding them in web pages, see Embed Views into Webpages in
the Tableau Desktop and Web Authoring Help. For details about the parameter, see URL

parameters for iframe tags in the Tableau Desktop and Web Authoring Help.

Version 2019.3

Added in 2019.3

Version 2019.3 includes the following new features.

User

o Add PDF Attachments to Subscription Emails
o Tableau Catalog features—part of the Data Management

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New in Tableau for Users and Web Authoring and Tableau
Desktop Feature Comparison. For topics related to web authoring and interacting with

views, see Using Tableau on the Web.

Server or site administrator
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o Support for Embedded Credentials in Bootstrap Files

« Tableau Catalog on the server—part of the Data Management
o Tableau Metadata API

o Advanced Management

o Extract Encryption at Rest

« Date-range Support for Ziplogs

» Tableau Server Usage Data

« Add a Note to Tableau Server Sign In Page

o Support added for Italian

» Job Management

Add PDF Attachments to Subscription Emails

You can give your users the option to attach PDF renderings for views and workbooks sub-
scription emails. You must enable attachment functionality on the server. See Configure
Server Event Natification.

Tableau Catalog features—part of the Data Management

Tableau Catalog is included in the separately licensed Data Management Add-on for
Tableau Server and Tableau Online, making a variety of features available to you in the data
management space. You can use Tableau Catalog to discover data, curate data assets, com-
municate data quality, perform impact analysis, and trace the lineage of data used in Tableau

content. For more information, see About Tableau Catalog.

Tableau Catalog on the server—part of the Data Management

Tableau Catalog is included in the separately licensed Data Management. For more inform-

ation, see License the Data Management Add-on.

You can give your users access to metadata and features like expanded search, data details,
and lineage when you Enable Tableau Catalog. To learn more about how Tableau Catalog

and metadata permissions work, see Manage Permissions for External Assets.
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Tableau Metadata API

If you're a developer and interested in accessing metadata indexed by or surfaced through
Tableau Catalog, see the Tableau Metadata AP| Help.

Job Management

You can now view, monitor, and manage backgrounder jobs on Tableau Server. For more

information, see Managing Background Jobs in Tableau Server.

Support for Embedded Credentials in Bootstrap Files

You can now include embedded credentials when generating bootstrap file. This allows you
to add a new node to your Tableau Server installation from the command line without need-
ing to provide TSM administrative credentials when installing the node, and can be espe-
cially useful if you automate installation of Tableau. This feature is enabled by default and
the embedded credentials are valid for a predetermined amount of time (see tabad-

mincontroller.auth.expiration.minutes) and serve as a session cookie.

Embedded credentials apply when adding a node from the command line, and are
designed to provide you with flexibility, so you can choose how you use this feature. You
can choose to not include embedded credentials any time you generate a bootstrap file.
You can also disable the feature entirely using the features.PasswordlessBootstraplnit
optionwiththe tsm configuration set command. When credentials are not
included, you are prompted, when adding a node, for the name and password of a user with

administrative permissions on the computer where Tableau Services Manager is installed.

Important: The bootstrap file contains a copy of the master keystore file used for encrypting
the configuration secrets. The file can also embedded credentials which are valid for a pre-
determined amount of time (see tabadmincontroller.auth.expiration.minutes) and serve as
a session cookie. We strongly recommend that you take additional measures to secure the
bootstrap file.

For more information, see tsm topology nodes get-bootstrap-file.
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Advanced Management

Advanced Management is a separately licensed Add-on which will provide enhanced secur-

ity, manageability, and scalability capabilities for Tableau Server.

e Improved scalability:

o For Tableau Server deployments hosted on AWS, you can now choose to host
your metadata repository externally with Amazon RDS Postgres. Amazon RDS
offers scalability, reliability, high availability and security built-in for PostgreSQL.
By integrating with AWS, you will be able to take advantage of these additional
benefits of deploying the cloud. For more information, see Tableau Server
External Repository.

e You can also tune your Tableau Server processes by customizing which nodes
process data engine queries and background jobs. For more information, see

Workload Management through Node Roles.
* Increased operational efficiency:

* New Resource Monitoring Tool and Content Migration Tool which were

acquired from Interworks are included as part of Advanced Management:

» The Resource Monitoring Tool provides increased visibility into hardware
utilization, and server processes, and makes it easier to understand and
tune the performance of your Tableau Server installation. For more

information, see About Tableau Resource Monitoring Tool.

e The Content Migration Tool helps streamline your workbook and data
source content work flows. You can manage the movement of content
between development and production or between other environments.

For more information, see About Tableau Content Migration Tool

¢ Enhanced security:
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If your organization will be enabling extract encryption at rest, you can also integrate
Tableau Server with AWS Key Management Service to provide an enhanced level of
integration and security. For more information, see Tableau Server Key Man-

agement System.

Extract Encryption at Rest

Extract encryption at rest is a data security feature that allows you to encrypt .hyper extracts

while they are stored on Tableau Server.

Tableau Server administrators can enforce encryption of all extracts on their site or allow
users to specify to encrypt all extracts associated with particular published workbooks or

data sources. See Extract Encryption at Rest.

Date-range Support for Ziplogs

Two new date options for the tsm maintenance ziplogscommand, --startdate
and --enddate, give you the ability to specify a date range for the logs being gathered.
These options must be used together, and cannot be used with the --minimumdate

option. For more information, see tsm maintenance ziplogs.

Tableau Server Usage Data

Beginning with Tableau Server 2019.3, server usage data is sent to Tableau by default.
This is the case for new installs and upgrades and can be disabled. You can opt out during
installation, upgrade, or at any time after Tableau Server has been installed. For more
information about usage data, see What's Changed - Things to Know Before You Upgrade

in the What's Change article, and the general overview, Server Usage Data.

Add a Note to Tableau Server Sign In Page

You can add an optional note and URL to your server's sign in page to help new users gain
server access or for server-wide announcements. The setting also supports emojis. To set
a custom note, sign in to a site on Tableau Server. On the left-side navigation pane, select

Manage all sites from the drop-down site list. Select Settings to and add a message to
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Sign In Customization. For more information about customizing Tableau Server, see Cus-
tomize Your Server.

+1+
ttr+ableau

Lisarname

Password

? Meed a license? Check out our wiki.

Support added for Italian

Tableau has added support for Italian. You can now set Tableau to display the user interface

in one of eleven languages:

o Chinese (Simplified)

o Chinese (Traditional)

o English (United Kingdom)
o English (United States)

o French

o German

o ltalian

o Japanese

o Korean
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« Portuguese
« Spanish

For more information, see Language and Locale for Tableau Server.

In addition to supporting Italian in all Tableau products, the help is also available in these lan-
guages. To read the help in your preferred language, navigate to the bottom of the main

Tableau Help page, and select the language from the footer.

English « Syste Blog Dieve

Changed in 2019.3

Version 2019.3 includes the following changes you should know about before upgrading.

o Default cipher suite no longer includes default support for old ciphers
o Tableau Server Usage Data

o Upgrade without needing to provide a password

» Some tsm command options are no longer configurable

Default cipher suite no longer includes default support for old ciphers

The 2019.3 version of Tableau Server no longer includes default support for Triple-DES,
IDEA, and CAMELIA ciphers for SSL connections. These ciphers are no longer considered
adequately secure. In the previous versions of the Security Hardening Checklist, we
included a recommendation to disable the Triple-DES cipher, which was enabled by
default.
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Depending on your environment, you may need to make additional configurations before our

after upgrading:

 |fyou disabled the Triple-DES cipher as documented in the Checklist, then we recom-

mend running the following commands before you upgrade to 2019.3:
tsm configuration set -k ssl.ciphersuite -d
tsm pending-changes apply

This command reverts Tableau Server to the 2019.2 (and older) default cipher suite
configuration. After you have upgraded to 2019.3, Triple-DES, IDEA, and CAMELIA

will be removed from the default supported ciphers.
Do not run the command if you made other changestothe ss1 ciphersuite key.

* Ifyoudid notchangethe ss1 ciphersuite key, then Setup will update the key
value to the new default as part of the upgrade process. The new default value for the
ssl ciphersuitekeyis
HIGH:MEDIUM: !aNULL: !MD5: !RC4: !3DES: !CAMELLIA: ! IDEA: ! SEED.

« Ifyour users still require support for Triple-DES, then we recommend upgrading to
more recent browsers that support more secure ciphers. If that is not an option, then
you can run the following commands after you have upgraded. The first command
setsthe ss1 ciphersuite key to the pre-2019.3 configuration, which supports
Triple-DES:

tsm configuration set -k ssl.ciphersuite -v

"HIGH:MEDIUM: !aNULL: !MD5: !RC4"
tsm pending-changes apply
Usage data is sent to Tableau

Beginning with Tableau Server 2019.3, server usage data is sent to Tableau by default. This

is the case for new installs and upgrades. You have the ability to opt out during installation,

Tableau Software Version: 2021.3 65



Tableau Server on Windows Help

upgrade, or at any time after Tableau Server has been installed. For more information

about usage data, see Server Usage Data.
To disable the sending of server usage data:

« Ifyou are installing Tableau Server for the first time, you can disable this feature dur-
ing the configuration of initial node settings. For details, see Configure Initial Node

Settings.

 |fyou are upgrading Tableau Server, the upgrade-tsm script will let you know about

the option and how to disable it.

¢ |If you want to have installed or upgraded Tableau Server and want to disable the
sending of server usage data, you can do this from the TSM Maintenance page, or

from the command line. For details, see Server Usage Data.

Upgrade without needing to provide a password

Beginning with Tableau Server 2019.3, when you upgrade from version 2019.2 or later, the
upgrade-tsm script no longer requires you to specify a user and password. Version
2019.3 and later take advantage of the What's New and Changed in Tableau Server fea-
ture and uses the account you have logged in as to authenticate the upgrade. You can over-
ride this behavior with the --user option, to specify an administrative user. When you do
this, you can also provide a password using the --password option, or enter a password
when prompted. Upgrades from versions earlier than 2019.2.0 will still prompt you for a

password.

Some tsm command options are no longer configurable
Beginning with Tableau Server 2019.3, the following options are enabled on install and are
no longer configurable:

« backgrounder.enable_sort_jobs_by job rank
« backgrounder.enable_task_run_time_and_job_rank
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Version 2019.2

Added in 2019.2

Version 2019.2 includes the following new features.
Help Design

A blue Send feedback icon is displayed in the bottom right corner of every Help page to
make it easier for you to send feedback about the content in a topic. Click the icon to let us

know if a topic is helpful to you, and also to comment on what needs improvement.

Tablea er on Win

{31 INTHIS ARTICLE

What is a site

You might be used to using the term site to mean “a collection of connected computers,™

or perhaps as the short form of “website." In Tableau-speak, we use site to mean a
collection of users, groups, and content (workbooks, data sources) that's walled off from L\}
any other groups and content on the same instance of Tableau Server. Another way to say

this is that Tableau Server supports multi-tenancy by allowing server administrators
create sites on the server for multiple sets of users and content.
-

User

« New features and enhancements related to web authoring and interacting with views
on the web are listed in VWWhat's New in Tableau for Users and Web Authoring and
Tableau Desktop Feature Comparison. For topics related to web authoring and inter-
acting with views, see Using Tableau on the Web.
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Server or site administrator

» Directaccess with TSM CLI

o Local authentication password policy improvements

o Select from ten different languages for Tableau

o Set asite-level start page

o Windows Server 2019

« Elastic Server on multiple nodes

o SSL connection to TabPy external service

o Configuring the threshold for suspending data-driven alerts
« Configuring logging levels for TSM processes

Direct access with TSM CLI

Beginning in the 2019.2 release of Tableau Server, running tsm commands will not require

you to enter a password if the following are true:

« The account you are running commands with is a member of the TSM-authorized
group, which is the local Administrators group on the Windows computer.

o You are running commands locally on the Tableau Server that is running the Tableau
Server Administration Controller service. By default, the Tableau Server Admin-
istration Controller service is installed and configured on the initial node in a dis-
tributed deployment.

See Authenticating with tsm CLI.

Local authentication password policy improvements

Beginning in the 2019.2 release of Tableau Server, you can now set password policies for
Tableau Server that is configured for local authentication. For example, you can specify
password length, expiry, and complexity. Additionally, you can set accounts to be locked out
after too many failed sign-in attempts. You can also enable users to reset their own pass-

words. See Local Authentication.
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Select from ten different languages for Tableau

Tableau has added support for two new languages, Chinese (Traditional) and English

(United Kingdom). You can now set Tableau to display the user interface in one of ten lan-

guages:

Chinese (Simplified)
Chinese (Traditional)
English (United Kingdom)
English (United States)
French

German

Japanese

Korean

Portuguese

Spanish

For more information, see Language and Locale for Tableau Server.

In addition to supporting two new languages in all Tableau products, the help is also avail-

able in these languages. To read the help in your preferred language, navigate to the bottom

of the main Tableau Help page, and select the language from the footer.
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Set a site-level start page

Beginning in the 2019.2 release of Tableau Server, you can set a start page for all site
users, so that they land on a particular page when they sign into Tableau Server. Pre-
viously, server administrators could only set a start page at the server-level. See Set the
Default Start Page for All Users.

Windows Server 2019

Beginning in the 2019.2 release of Tableau Server, you can install Tableau Server on Win-

dows Server 2019. For more information about requirements, see Before you install....
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Elastic Server on multiple nodes

Elastic Server is used by Ask Data to index data. You can now run Elastic Server processes
on more than one node in a cluster. It is recommended to have an odd number of Elastic

Server processes running. For more information, see Tableau Server Processes.

SSL connection to TabPy external service

In previous versions, SSL connections to TabPy were not supported. In Tableau Server
2019.2, you can configure SSL connections. Configuring external services is done with tsm

commands at tsm security.

Configuring the threshold for suspending data-driven alerts

By default, an alert is suspended after 350 consecutive alert failures. Server administrators
can configure the threshold number of alert failures before an alert is suspended. For more

information, see Set Up for Data-Driven Alerts.

Configuring logging levels for TSM processes

You can now easily change the logging levels of Tableau Services Manager (TSM) pro-
cesses. This allows you to increase logging levels to troubleshoot issues (if you are working

with Tableau Support for example). For more information, see Change Logging Levels.

Changed in 2019.2

Version 2019.2 includes the following changes you should know about before upgrading.

o Minimum hardware requirements have changed

« Upgrade requires at least 15% free disk space on each node
» "Referrer-Policy" HTTP header added

» Map-related internet addresses have changed
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Minimum hardware requirements have changed

Beginning with version 2019.2, Tableau Server requires a minimum of 4 cores and 16 GB of
RAM in order to install. The installation program will check that the computer you are
installing on satisfies these minimums before you can install. If the computer does not meet
these hardware minimums, Tableau cannot be installed. For details, see Minimum Hard-
ware Requirements and Recommendations for Tableau Server. For more information
about this change, see this Tableau blog post: Updated machine requirements for Tableau

Server trials.

Upgrade requires at least 15% free disk space on each node

Upgrading to version 2019.2 includes a version update to the PostGRES database that
Tableau uses internally. This update means that a backup of the database is done before

upgrading, and that requires a minimum of 15% free space on each node.

"Referrer-Policy" HTTP header added

Beginning in 2019.2, Tableau Server includes the ability to configure Referrer-Policy HTTP
header behavior. This policy is enabled with a default behavior that will include the origin
URL for all "secure as" connections (policy no-referrer-when-downgrade). In previous ver-
sions, the Referrer-Policy header was not included in responses sent by Tableau Server.
This change is not likely to impact user scenarios for most browsers. However, we recom-
mend testing browser-based user scenarios after you upgrade to 2019.2. In the event a
user scenario is effected, you can disable or change this header behavior. See HTTP

Response Headers.

Map-related internet addresses have changed

Beginning in 2019.2, Tableau Server needs access using port 443 to two new map

locations:

« mapsconfig.tableau.com
« api.mapbox.com
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These replace the address used by previous versions: maps.tableau.com. For details on con-

figuring Tableau Server for proper internet access, see Configuring Proxies for Tableau

Server.

Version 2019.1

Added in 2019.1

Version 2019.1 includes the following new features.
Changes to Tableau Help

Updates have been made to help you navigate our content, including a new right-hand menu
to quickly scan and select different topics on a page. We've also created content within tabs,

to easily show how to complete tasks for web or command line interface.

User

« New features and enhancements related to web authoring and interacting with views
on the web are listed in \What's New in Tableau for Users and Web Authoring and
Tableau Desktop Feature Comparison. For topics related to web authoring and inter-
acting with views, see Using Tableau on the Web.

o Web authoring auto recovery

Server or site administrator

« Microservice Container Processes

« TSM client authentication

o Ask Data and Elastic Server Processes

o Tableau Prep Conductor Server Process

« Node roles for Backgrounder Process

« Tableau Data Management Add-On

o SSL connection to Rserve external service
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Web authoring auto recovery

With Tableau Server 2019.1, editing and authoring content on the server will auto-recover
in the event of a process failure. As you make changes to content, Tableau Server will inter-
mittently (and silently) save changes. In previous versions, a process failure results in lost
changes if you did not save them prior to the failure. In Tableau Server 2019.1, changes you

make prior to a failure will be persisted when you reconnect to the content.

By default, Tableau Server will save content after you make five changes to it. Your server
admin can adjust this interval with the vizglserv-
er.NumberOfWorkbookChangesBetweenAutoSaves option using tsm configuration
set Options. File size limit (vizglserv-
er.WorkbookTooLargeToCheckpointSizeKiB)and recovery attempts per session

(vizglserver.RecoveryAttemptLimitPerSession) can also be configured.

Microservice Container Processes

The 2019.1 release adds some new processes to Tableau Server. Two container pro-
cesses, Interactive Microservice Container and Non-Interactive Microservice Container
now appear on the TSM Status page and in the output of the TSM command tsm status -v.
These processes contain microservices and cannot be configured independently by admin-

istrators. For more information, see Tableau Server Microservice Containers.

TSM client authentication

Inthe 2019.1 release, certificate trust and management for TSM clients (Web Ul and CLI)
have been updated to make encrypted connections to Tableau Server easier to manage.

See Connecting TSM clients.

Ask Data and Elastic Server Processes

With Tableau Server 2019.1, Ask Data and Elastic Server processes have been added to
Tableau Server to support the new Ask Data feature. For more information, see Tableau
Server Processes.
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The Ask Data process is installed and configured automatically. It cannot be configured
manually. Logs are stored in the n1p directory. For more information, see Tableau Server
Logs and Log File Locations.

The Elastic Server process is installed and configured automatically. The Elastic Server
heap size can be configured by usingthe elasticserver.vmopts TSM configuration
option. For more information, see tsm configuration set Options. Only one Elastic Server pro-

cess can be running and it can optionally be moved to any node in the cluster.

Tableau Prep Conductor Server Process

Tableau Prep Conductor is a new server process that has been added to Tableau Server to
support automation of running and managing flows. Tableau Prep Conductor leverages the
scheduling and tracking functionality of Tableau Server so you can automate running flows
to update the flow output instead of logging into Tableau Prep to manually run individual

flows as your data changes. For more details, see Tableau Prep Conductor.

Tableau Prep Conductor is licensed through Tableau Data Management Add-on. For more

information, see Licensing Tableau Prep Conductor.

Tableau Data Management Add-On

The Data Management Add-on is a new license that includes Tableau Prep Conductor. For

more information, see Licensing Tableau Prep Conductor.

Node roles for Backgrounder Process

Anew tsm topologycommand that gives you the ability to specify the type of tasks that
backgrounder can perform has been added. In 2019.1, using the new command, you can
isolate certain nodes to run only flow tasks or run all tasks other than flows. This is useful if
you are planning to use Tableau Prep Conductor to publish, run and schedule flows. For
more information, see Workload Management through Node Roles and Tableau Prep Con-
ductor.
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SSL connection to Rserve external service

In previous versions, SSL connections to Rserve and TabPy were not supported. In
Tableau Server 2018.3, you can configure SSL connections. In addition, connecting to
external services is now enabling, disabling, and configuring is now done with navtive tsm

commands under tsm security.

Changed in 2019.1

Version 2019.1 includes the following changes you should know about before upgrading.

o High-resolution thumbnails
o Project card images

High-resolution thumbnails

In version 2019.1 and later, workbooks and views use higher resolution thumbnails. When
you upgrade to Tableau Server version 2019.1 or later, the Backgrounder runs the
Enqueue Thumbnails Upgrade job and the Upgrade Thumbnails job, which refreshes
thumbnails for any views that have not been edited or published since Tableau version
2018.2 and converts them from low resolution thumbnail images (192 x192 pixels) to high

resolution thumbnail images (300 x 300 pixels), as shown in the figure below.

| — = o
Health Indicators ﬁ Health Indicators 1’_‘3
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When the Upgrade Thumbnails job refreshes the thumbnail images, the modified date of the
view is changed to match the thumbnail update date. The Upgrade Thumbnails job does not

change the modified date of workbooks when it updates the contained view's thumbnails.

Thumbnails may appear blurry until the Upgrade Thumbnails job is complete. Depending on
the number of workbooks you have, this could a few minutes to a few hours. You may also
notice that thumbnail images may appear in low resolution for up to a week after upgrading

to Tableau Server 2019.1. For more information, see Upgrade Thumbnails Job.

Project card images

In version 2019.1 and later, project card images will not appear on the project card unless
they are added as the last item in the project description and encapsulated with ! (exclam-

ation marks). For more information, see Add a Project Image.

Version 2018.3

Added in 2018.3

Version 2018.3 includes the following new features.
Changes to Tableau Help

Search results within the product help have been expanded to include results for all Tableau
products and help articles. Help layout and navigation, such as table of contents placement
and breadcrumbs, have been updated to create a more consistent cross-product help exper-

ience.

User

« New features and enhancements related to web authoring and interacting with views
on the web are listed in VWhat's New in Tableau for Users and \Web Authoring and
Tableau Desktop Feature Comparison. For topics related to web authoring and inter-
acting with views, see Using Tableau on the Web.

» Secure extract data at the row level
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Server or site administrator

« Materialize calculations in extracts already published to Tableau Server
o Improved content browsing (in-release beta)

o Support for Content Security Policy

o Improved support for LDAP

» SSL connection to Rserve external service

o SAML now supports PKCS#8 key files

o Improved key and secrets refresh process

» Backup without compression (added in version 2018.3.2)

Materialize calculations in extracts already published to Tableau Server

If you need to retroactively materialize calculations in extracts that have already been pub-
lished to Tableau Server, you can use tabcmd to refresh the published extract with the —-
addcalculations option. For more information about materializing calculations in
extracts, see Materialize Calculations in Your Extracts in the Tableau User Help. For more
information about the tabcmd command option, see refreshextracts workbook-name or

datasource-name.

Secure extract data at the row level

Secure your extract data at the row level using existing approaches for implementing row-
level security in Tableau. For more information, see Restrict Access at the Data Row Level

in the Tableau User Help.

Improved content browsing (in-release beta)

With Tableau Online and Tableau Server 2018.3, you and your web users can get a sneak
preview of our reorganized content browsing experience. The new experience lets you see
multiple content types—views, workbooks, data sources, flows, projects—in one grid or list.

For example, you can now see all content inside a particular project and its sub-projects.

This new experience intends to make content discovery more intuitive, and it’s the firstin a
set of planned changes that are aimed at improving self-service and governance of your

Tableau content.
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To try the new browsing experience, enable the site-level setting we’ve provided for it. For

more information, see Preview the Updated Content Browsing Experience.

After you enable the new experience, encourage your users to sign in to our Early Feedback

site, share their thoughts with us, and see our regular development updates.

Support for Content Security Policy

Tableau Server supports the Content Security Policy (CSP) standard. CSP is intended to be
an additional layer of security against cross-site scripting and other malicious web-based
attacks. CSP is implemented as a HTTP response header that allows you to specify where

external resources, such as scripts and images, can be safely loaded from.

See Content Security Policy.

Improved support for LDAP

Tableau Server 2018.3 includes improved support for LDAP, such as connection pooling,
more flexible root configuration, and commas in object class names. See the new topic,

External Identity Store Configuration Reference.

Connections to external services support SSL

In previous versions, SSL connections to Rserve and TabPy were not supported. In Tableau
Server 2018.3, you can configure SSL connections. In addition, connecting to external ser-
vices is now enabling, disabling, and configuring is now done with navtive tsm commands

under tsm security.

SAML now supports PKCS#8 key files

You can now use password-protected key files with SAML. See Configure Server-Wide
SAML. The passphrase is encrypted at rest along with other server secrets. See Manage

Server Secrets.
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Improved key and secrets refresh process

In previous versions of Tableau Server, refreshing server secrets, keys, and tokens

required that admins manually copied the keystore to each node in distributed deployments.

In Tableau Server 2018.3, the keystore is distributed to all nodes when you run the tsm

security regenerate-internal-tokens command.

Backup without compression (added in version 2018.3.2)

Tableau Server version 2018.3.2 introduced a new option for the tsm maintenance backup
command that allows you to disable compression when doing the backup. This can be bene-
ficial for customers who have backups that take a long time. Using the option speeds up the
time for the backup, but results in a larger backup file. If using this command optionin a
multi-node installation, we strongly recommend you have a File Store instance configured
on your initial node to reduce the need to backup across nodes. To learn more about TSM

backup, see tsm maintenance backup.

Changedin 2018.3

Version 2018.3 includes some changes you should know about before upgrading.

Connecting to secondary trusted Active Directory domains may result in error

Floating worksheet captions become transparent
Changes to some Data Engine tsm configuration set options
SSL Off-loading and SAML

Connecting to secondary trusted Active Directory domains may result in
error

A secondary domain is one that Tableau Server connects to for user synchronization, but is
a domain where Tableau Server is not installed. Tableau Server will attempt to connect to

secondary domains for user and group synchronization. But in some cases, Tableau Server
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will be unable to connect to the secondary domain, which will result in the error, "Domain not
in whitelist (errorCode=101015)."

Settingthe wgserver.domain.whitelist optionin TSMis required by a fix for the
security vulnerability, [Important] ADV-2020-003: Tableau Server Forced Authentication. As
of February 2020, the fix for this vulnerability is included in all latest versions and main-

tenance releases of Tableau Server. See wgserver.domain.whitelist .

Floating worksheet captions become transparent

To make a floating caption visible again, content authors will need to change the caption
background to a color.

Changes to some Data Engine tsm configuration set options

Two new configuration tsm set configuration options have been added: hyper.hard con-
current query thread limitandhyper.soft concurrent query

thread limit

The new options replace the hyper.num job worker threadsandhyper.num
task worker threads options available in Tableau Server versions 2018.3 and earlier.
Thehyper.num job worker threadsandhyper.num task worker threads

have been deprecated and will no longer work in 2019.1 and later.

SSL Off-loading and SAML

Beginning with version 2018.3, Tableau Server validates SAML response message returned
from the IdP. If your organization terminates SSL connections from the |dP at a proxy server
before sending the authentication request to Tableau Server, then users may be unable to
login with SAML after you upgrade from 2018.2.

In this scenario, SSL is "off-loaded" at the proxy server, which means the https request is ter-
minated at the proxy server and then forwarded to Tableau Server over http. Since SSL is
off-loaded at the proxy, Tableau Server will validate with the protocol that it receives (http),

but the IdP response is formatted with https, so validation will fail unless your proxy server
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includes the X-Forwarded-Proto header setto ht tps. See Configure Tableau Server to

work with a reverse proxy server.

Version 2018.2

Added in 2018.2

Version 2018.2 includes the following new features.
User
* Include colleagues on data conversations with @mentions

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New in Tableau for Users and Web Authoring and Tableau
Desktop Feature Comparison. For topics related to web authoring and interacting with

views, see Using Tableau on the Web.
Server or site administrator

e Tableau Services Manager

Dynamic topology support

Lightweight Directory Access Protocol (LDAP) support

Support for using SAML SSO with Kerberos database delegation

Manage Dashboard Extensions in Tableau Server

Include colleagues on data conversations with @mentions

To engage people in a conversation about compelling data you find in a view, @mention
them in comments. As you begin to type a name, matching people with Tableau accounts at
your organization appear in a list you can choose from. For more information, see Comment

on Views in Tableau User Help.
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Server Adminstrator

o

Site administrators can disable @mentions in the General section of site settings.

Tableau Services Manager

Tableau Server version 2018.2 introduced our new web-based server configuration and
management application, Tableau Services Manager (TSM). TSM replaces tabadmin and
the Server configuration utility from earlier versions. To learn more about TSM, see Tableau

Services Manager Overview.

Dynamic topology support

The introduction of TSM enables support for dynamic, or "hot" topology changes. This allows
you to change the number of Backgrounder and VizQL processes running on nodes that
already have these processes - without the need to restart Tableau Server. To learn more
about these and other Tableau Server processes, see Tableau Server Dynamic Topology
Changes.

Lightweight Directory Access Protocol (LDAP) support

Tableau Server now supports Lightweight Directory Access Protocol (LDAP). To learn more

about LDAP support in Tableau Server, see Identity Store.
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Support for using SAML SSO with Kerberos database delegation

In a Windows Active Directory (AD) environment, you can enable SAML single sign-on
(SSO) to Tableau Server, along with Kerberos database delegation. This provides author-
ized users direct access to Tableau Server, as well as to the underlying data defined in their
published workbooks and data sources. See Use SAML SSO with Kerberos Database

Delegation.

Manage Dashboard Extensions in Tableau Server

Dashboard extensions are web applications that provide users new ways to interact with
data from other applications directly in Tableau. You can control the dashboard extensions
that you allow to run in Tableau. You can manage an extension's access to data and can
block extensions to prevent them from running. To learn more about controlling extensions,

see Manage Dashboard Extensions in Tableau Server.

Changed in 2018.2

Version 2018.2 includes some significant changes you should know about before upgrad-
ing. The following sections summarize the significant changes to Tableau Server 2018.2

and provide links for additional information.

Tableau Services Manager

Moving the repository in a two-node cluster not supported

Updates to Tableau Server Apache Logs

The Read Only site role is now deprecated

The tabcmd initialuser command prompts for password
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Tableau Services Manager

Beginning with version 2018.2, Tableau Server on Windows is available with Tableau Ser-
vices Manager (TSM). TSM is the web-based server configuration and management utility
that replaces the Server Configuration utility and the tabadmin command line utility. For
server administrators who are familiar with earlier versions of Tableau, this means a lot of
changes. You can learn about TSM and how it differs from the earlier configuration utility and

tabadmin, by reading these topics:
» Comparing Functionality of tabadmin and TSM
e Migrate from Tabadmin to the TSM CLI

Upgrading from an earlier version of Tableau Server (version 2018.1 or earlier) requires

some special steps. If this is your situation, be sure to read this topic:

e Upgrade from Tableau Server 2018.1.x or Earlier (Windows)

Moving the repository in a two-node cluster not supported

With the introduction of Tableau Services Manager (TSM), you can no longer move the
repository off the initial (primary) node in a two-node cluster. In versions 2018.1 and earlier,
you could add a second repository to your second node and then remove the first repository.
With TSM you cannot add a second repository on a two-node cluster, and this means you

cannot move the repository off the initial node.

Updates to Tableau Server Apache Logs

Apache log files stored in /1ogs/httpd now contain records with several formatting

improvements, including the following:

o Server names are shown according to the UseCanonicalName setting, which makes it
easier to distinguish between nodes in a multi-node server deployment.

« Date and time are now tracked in a single date-and-time string that can be readily
recognized as a single value by a variety of data analysis tools, including Tableau
Desktop.
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o Time zones are now easier to parse
o On Linux, the numerical offset from UTC is provided.
« On Windows, the name of the timezone is enclosed in quotes

Date, time and time zone formatting changes are illustrated by an example log entry from

Tableau Server version 2018.1 and earlier releases:

::1 - - 2018-05-09 08:51:48.872 GMT Daylight Time 80 "POST
/vizgl/w/Re-
gional/v/Obesity/sessions/A971A92AF77A4F4R9813065BDCEB24D6-0:0/~-
commands/tabsrv/render-tooltip-server HTTP/1.1" "-" 200 445
"593" 135021 WvKolPH4UcM5KrzUbLi8EwWAAAQE

For purposes of comparison, here is a log entry from Tableau Server version 2018.2:

10.210.24.3 127.0.0.1 - 2018-05-09T16:07:58.120 "GMT Daylight
Time"™ 80 "POST /vizgl/w/Su-

per-
store/v/Over-

view/-
bootstrapSession/sessions/185CCDC854A44765BB0298E93B403879-0:3
HTTP/1.1™ "-" 200 136026 "784" 2370951 WvMOzgKIh-
fzh9kFWOROW2gAAALY

The Read Only site role is now deprecated

The Read Only site role that was introduced in Tableau Server version 2018.1 is now
deprecated. Any users assigned to the Read Only site role in version 2018.1 are reas-
signed to the Viewer site role after an upgrade to version 2018.2. To learn more about site

roles, see Set Users’ Site Roles.

The tabcmd initialuser command prompts for password

In previous versions, the tabcmd initialuser command required a --password para-

meter to set the initial administrator password. In the tabcmd included with this version of
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Tableau Server, you can leave the --password parameter out of the command to be

prompted in the shell instead. See initialuser.

Version 2018.1

Added in 2018.1

Version 2018.1 includes the following new features.
User
* Resize headers on the web
» Streamline discussion threads by deleting comments

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New in Tableau for Users and Web Authoring and Tableau Desktop
Feature Comparison. For topics related to web authoring and interacting with views, see

Using Tableau on the Web.

Server or site administrator

« New user-based term licenses are now available
« New and renamed site roles are now available

Resize headers on the web

When editing a view on the web, you can resize the width of row headers and the height of

column headers.
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Streamline discussion threads by deleting comments

If a comment on a view is unnecessary or inaccurate, users can quickly delete it by clicking
the X in the upper-right corner. For more information, see Comment on Views in Tableau

User Help.

To disable the ability to delete comments, change the tsm configuration set option, viz-

portal.commenting.delete enabled, tofalse.

New user-based term licenses are now available

Tableau offers multiple types of user-based term licenses that grant a range of web author-
ing and other capabilities at various price points, providing the flexibility for organizations to
pay for the data analysis and data visualization capabilities that each type of user in their

organization needs. To learn more, see User-based licenses.

New and renamed site roles are now available

Starting in the version 2018.1 release, new and updated site roles are now available. To
learn about these site roles, see Set Users’ Site Roles. To learn about changes in the REST

APl to accommodate new site roles, see \What's New in the REST API.

Changed in 2018.1
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Version 2018.1 includes some changes you should know about before upgrading. The fol-
lowing sections summarize the significant changes to Tableau Server 2018.1 and provide

links for additional information.

¢ Removed tabadmin command options

Removed tabadmin command options

The previously deprecated --1icense and --administrator options are no longer
available when using the tabcmd createsiteusers, tabecmd createusers and
tabcmd syncgroup commands. These are breaking changes for any scripts that still use
the --1licenseor -—administrator options. To update your scripts, use the --role
option with these commands to specify the license levels or site roles. For details, see tab-

cmd Commands.

Version 10.5

Added in 10.5

Version 10.5 includes the following new features.
User
o Extracts use the new .hyper format
e Changes to the way values are computed
 Filtered search hidden by default

New features and enhancements related to web authoring and interacting with views on the
web are listed in What's New in Tableau for Users and Web Authoring and Tableau Desktop
Feature Comparison. For topics related to web authoring and interacting with views, see

Using Tableau on the Web.

Server or site administrator
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¢ Optimized server performance for data alerts
* Nested projects

e Tableau Data Engine with Hyper

Optimized server performance for data alerts

To improve overall performance, Tableau Server now rechecks failing data alerts only
when it next checks data conditions for all alerts. You can revert to the previous setting,
which checked failing alerts every 5 minutes, by changing the tabadmin set option,

dataAlerts.retryFailedAlertsAfterCheckInterval, tofalse.

Nested projects

You can now create project hierarchies when you want to create content segments within a
larger area. For example, create a project for each department, say Operations. In each of
those top-level projects, separate content based on how the audience uses it, say con-
necting to certified data versus in-progress collaboration. For more information, see the fol-

lowing articles:
¢ Use Projects to Manage Content Access

* Navigate projects in the article Navigate Tableau on the Web

Filtered search hidden by default

Filtered search options are now located on the right side of pages, and are hidden by

—o—
—o-
-

default. The toggle is a dark icon () when the Filters pane is open and a lighticon (

) when the Filters pane is closed. For details on searching, see Search Content.

To use filtered search, click| = .

90 Version: 2021.3 Tableau Software


https://help.tableau.com/v2018.1/server/en-us/tabadmin.htm
https://help.tableau.com/current/pro/desktop/en-us/help.html#navigating.html
https://help.tableau.com/current/pro/desktop/en-us/help.html#search.html

Tableau Server on Windows Help

Sort by | Name (A-Z) L}. m

[
}

Tableau Data Engine with Hyper

Hyper is Tableau's new in-memory Data Engine technology optimized to bring faster extract
and query performance, and increased scalability. You can now analyze large data sets

faster and faster extract creation. For more information, see Tableau Server Data Engine.

Extracts use the new .hyper format

Beginning with version 10.5, new extracts use the new .hyper format. Extracts in the new

format take advantage of the improved data engine, which supports the same analytical and
query performance as the data engine before it, but for even larger extracts. Similarly, when
an extract task is performed on a .tde extract using version 10.5, the extract is upgraded to a

.hyper extract. For more information, see Extract Upgrade to .hyper Format.

Changes to the way values are computed

To improve data source efficiency and scalability, and produce results that are consistent
with commercial databases, values in your data source can be computed differently in ver-

sion 10.5. In some cases, these changes can cause differences with the values and marks in
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your view between version 10.4 (and earlier) and version 10.5 (and later). This applies to
extract data sources, and can apply to multi-connection data sources, data sources that use
live connections to file-based data, data sources that connect to Google Sheets data, cloud-
based data sources, extract-only data sources, and WDC data sources. For more inform-

ation, see Changes to values and marks in the view in the Tableau User Help.

Changed in 10.5

Version 10.5 includes some changes you should know about before upgrading. The fol-
lowing sections summarize the significant changes to Tableau Server 10.5 and provide links
for additional information.

e Tableau Server configuration changes

» Changes to extracts

¢ Version compatibility

¢ Viewer (can publish) and Unlicensed (can publish) site roles removed
¢ Nested projects

¢ Nested projects and tabcmd

« Filtered search hidden by default

Tableau Server configuration changes

Hyper powers the new Data Engine in Tableau Server 10.5 and introduces the changes

described below. For more information, see Tableau Server Data Engine.

Beginning with version 10.5, Tableau Installer automatically installs Data Engine when
you install file store, Vizportal, VizQLServer, data server, or backgrounder and cannot be
installed separately. Every node that has an instance of one of these processes will also

have a single instance of the data engine process. You can no longer configure more than
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one instance of data engine on a node. To learn more about Tableau Server Processes see

Tableau Server Processes.

Previously, in versions 10.4 and earlier, for distributed installations, the backgrounder pro-
cess launched temporary instances of data engine (tdeserver64.exe) process during extract
creation or refreshes. In Tableau Server 10.5, a single instance of data engine is installed
automatically when you install backgrounder. The backgrounder process uses this single
instance of data engine that is installed on the same node. For more information on con-

figuration recommendations, see Distributed Installation Recommendations.

Upgrade may affect your current configuration for a multi-node cluster, especially if you have
certain processes isolated on a separate node. For more information, see Tableau Server

Data Engine.

Changes to extracts

Beginning with version 10.5, new extracts use the new .hyper format. The improved data
engine can read both the .tde and .hyper file formats, so the latest version of Tableau Server

can continue to view and read workbooks that are using .tde extracts.

Existing extracts will not automatically be upgraded to the new .hyper format during the
Tableau Server or Tableau Desktop upgrade process. Only when certain extract tasks are
performed on the .tde extract, the extract is upgraded to the .hyper format. For example, an

automatic or scheduled refresh will upgrade a .tde extract to a .hyper extract.

o For more information on extract upgrades, see Extract Upgrade to .hyper Format.
o Forrecommendation on how to handle automated or schedule refresh tasks before

you upgrade, see Server Upgrade - Disable Scheduled Tasks.

NOTE: Use the Extract API 2.0 to create (.hyper) extracts, which requires Tableau 10.5
and later. If you are using Tableau 10.4 and earlier, continue to use the Tableau SDK to
create .tde extracts. The Tableau SDK is no longer being maintained. For more inform-

ation, see Extract AP| 2.0.
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Version compatibility

Upgraded extracts are not backward compatible. After extracts are upgraded from .tde to
.hyper format, they cannot be opened or refreshed in Tableau Desktop 10.4 and earlier.

Tableau recommends that Tableau Server and all Tableau Desktops in your organization
be on the same version and be upgraded to 10.5 on the same schedule. For more inform-

ation on specific extract compatibility scenarios, see Impact of extract upgrade

Viewer (can publish) and Unlicensed (can publish) site roles removed

The site roles Viewer (can publish) and Unlicensed (can publish) have been deprec-
ated and are no longer available. Users who have either of these site roles on Tableau

Server 10.4 or earlier will be reassigned in Tableau Server 10.5.

Deprecated site role In 10.5 is reassigned to
Viewer (can publish) Viewer
Unlicensed (can publish) Unlicensed

Nested projects and content navigation

You can now create project hierarchies when you want to segment content into sub-sec-
tions within a larger area. For example, you might create a project for each department. In
each of those top-level projects, you can separate content based on how the audience uses
it, such as connecting to certified data versus in-progress collaboration. For more inform-

ation, see the following articles:
» Use Projects to Manage Content Access

* Navigate projects in the article Navigate Tableau on the Web

Nested projects and tabcmd

Using tabcmd, you can specify only a top-level project in a project hierarchy. To automate

tasks you want to perform on a sub-project or content in a sub-project, you must use the
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equivalent Tableau REST AP call.

Not all actions are available through the REST API. If you use Server on Windows and want
to run an unscheduled extract refresh or append a file to an extract, a possible alternative is

to use the Tableau Data Extract Command Line Utility.

Filtered search hidden by default

Filtered search options are now located on the right side of pages, and are hidden by default.

The toggle is a dark icon () when the Filters pane is open and a lighticon ( = ) when

the Filters pane is closed. For details on searching, see Search Content.

To use filtered search, click| = ..

Sort by | Hame (4-Z) l’}- m —
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Plan Your Deployment

The articles in this section provide information on planning a Tableau Server deployment.

In addition to consulting the articles in this section, we recommend that you review Tableau
Blueprint as afirst step in your planning workflow. Tableau Blueprint is a step-by-step guide

to becoming a data-driven organization.

Comparing Functionality of tabadminand TSM ... ... ... ... 97
Server Administrator Overview ... .. . 110
Tableau Services Manager OVerview ... ... ... 119

Infrastructure Planning

Comparing Functionality of tabadmin and TSM

The 2018.2 version of Tableau Server on Windows includes an updated management tool
set called Tableau Services Manager (TSM), which replaces the legacy tabadmin CLI and
GUI tool sets. Most of the functionality that was included with the legacy tool sets has been
ported to TSM. The following list describes legacy functionality that has either not been por-

ted directly or is no longer implemented in Tableau Server.

Note: Looking for tabadmin or Configuration Utility content for older versions of Tableau

Server on Windows? See the archived online help on the Tableau Help page.

TSMis used to manage server-level configurations of Tableau Server. Access to TSMis
available with a command-line interface (CLI) or a web interface. It replaces the following

tools from previous versions of Tableau Server:

o Tableau Server Configuration utility
o tabadmin command-line utility

Tableau Software Version: 2021.3 97


https://help.tableau.com/current/blueprint/en-us/bp_overview.htm
https://help.tableau.com/current/blueprint/en-us/bp_overview.htm
https://www.tableau.com/support/help

Tableau Server on Windows Help

o Tableau Server Monitor

As a shorthand, this topic refers to these legacy tools as "tabadmin." In previous versions of
Tableau Server on Windows, for example, you used tabadmin to perform the following

tasks that are now performed with TSM:

« Initial configuration of Tableau Server after installation

« Ongoing configuration management, including editing settings and changing the
server topology

« Running administrative tasks such as backup, restore, ziplogs, and more

To learn more about how to interact with and use TSM, see Tableau Services Manager

Overview.

To see the mapping between the legacy tabadmin CLI commands and the
TSM commands, see Migrate from Tabadmin to the TSM CLI.

Features only available from the TSM command line

The features and functionality described in this section were previously available in the
Tableau Server Configuration utility. The features and functionality below are not exposed
in the TSM web Ul and must therefore be configured with the TSM CLI.

Preferred active repository

The Tableau Server Configuration utility had an option to set the preferred active repository.
With TSM you need to do this using the CLI command tsm configuration set -k
pgsqgl.preferred host. For more information, see "Preferred active repository" in

Tableau Server Repository.

Data cache configuration

In previous versions, the Tableau Server Configuration utility provided a graphical Ul to con-
figure data caching. In the TSM version of Tableau Server, you must configure caching with
the TSM CLI. See Configure Data Cache.
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Initial install-only settings

In previous versions, the Tableau Server Configuration utility provided a graphical Ul to
change the gateway port and to install samples, even after installation. With TSM, you can
still specify these options in the Web Ul during installation, but after install is complete, you

can only change them with command-line tools.

See Tableau Services Manager Ports and publishsamples.

Initial SQL

In previous versions of Tableau Server, you could configure server to ignore initial SQL state-
ments by selecting the Ignore initial SQL statements for all data sources option on the
Data Connections tab of the Tableau Server Configuration utility. This configuration option
is not included in the TSM Web Ul. To configure server to ignore initial SQL statements, use

the tsm configuration set command:

tsm configuration set -k vizglserver.initialsqgl.disabled -v true

Site SAML

While the core SAML configuration options are included in the TSM web Ul, to configure site
SAML, you must use the TSM CLI. See Configure Site-Specific SAML.

SAP HANA SSO

See Configure SAP HANA SSO.

Rebuilding the Search Index

In Tableau Server versions prior to 2018.2, the Status page in Tableau Server included an
option to rebuild the Search & Browse index. This was not the recommended way to rebuild
the index, and the option has been removed beginning with 2018.2. Instead, use the TSM
maintenance reindex-search command. For details, see tsm maintenance reindex-

search.
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Differences in functionality

This section describes the difference of functionality in TSM implementation as compared to

the admin experience in the legacy tabadmin versions of Tableau Server on Windows.

Host name configuration

With TSM you cannot change the hostname after Tableau Server has been installed.

Archive logs requires local administrator privilege

In the legacy tabadmin versions of Tableau Server, site admins could generate archive log
snapshots from the Tableau Server Admin Pages. In the TSM version of Tableau Server,
the log snapshot functionality is restricted to administrators with TSM access. The account
running TSM web Ul or CLI must be a member of the local administrators group on the Win-

dows computer running Tableau Server. See Log File Snapshots (Archive Logs).

Windows Firewall configuration

Setup no longer attempts to configure the Windows Firewall. Before you install Tableau
Server, verify that the appropriate ports are open on the local firewall. See Local firewall con-

figuration.

Backup and restore process

In the TSM version of Tableau Server, you have more control over what Tableau Server
data is backed up. With TSM, you use the t sm maintenance backup,tsm set-
tings export,andtsm settings import commands toback up and restore your
installation of Tableau Server. The tsm maintenance backup command will not back
up server configuration data, and the tsm maintenance restore command will not
restore configuration data (even if you are restoring a backup created by tabadmin). See

Perform a Full Backup and Restore of Tableau Server.
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Backup and restore processes write and read files to and from fixed locations. Unlike with
Tableau Server 2018.1 and earlier, you cannot specify a file location when you run the com-

mand. For more information, see Fixed file locations below.

Asset keys

Asset keys are now included with backup files. If you are restoring a backup where you
included regenerated asset keys in legacy tabadmin, then you'll need to import that .yml file
as part of the TSM restore process. See Perform a Full Backup and Restore of Tableau

Server.

Configuration import and export

In the legacy tabadmin versions of Tableau Server, configuration and topology information
was managed as part of the backup and restore process. With the introduction of TSM, you
can now export and import your configuration and topology information using the tsm set-

tings commands.

Kerberos configuration

In the legacy versions of Tableau Server, the Tableau Server Configuration utility included
an option on the Kerberos tab that generated a configuration bat script for your domain
admin to run. This script set service principal names and created keytab files for the Run As
service account. In the TSM version of Tableau Server, we have documented this bat script

S0 you can prepare it for your admin. See Understanding Keytab Requirements.

File storage

In the TSM version of Tableau Server, a new process called client file service (CFS) handles
distributing files in a multi-node deployment. You must use TSM CLI or web interface to

upload files that are managed by CFS. See Tableau Server Processes.
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Ziplogs collects two days of log files

By defaultthe tsm maintenance ziplogscommand collects up to the last two days of
log files instead of up to the seven days collected by tabadmin ziplogs.Youcan
change this behavior using command line switches for the command. See tsm maintenance

ziplogs.
TSM is a batch file

TSMiis a batch file. When you run TSM commands at the command line, you are invoking a
batch file (TSM.cmd). This means that if you are scripting or automating server main-
tenance or configuration in a batch file, you need to use the ca11 command (for example,

call tsm maintenance ziplogs)so thatcontrolisreturned to the batch file.

You need to authenticate to use TSM

Unlike with tabadmin, where you could only run commands on the local computer where
Tableau was installed, TSM allows you to run commands remotely, either from the Web Ul
or the CLI. This flexibility means that you need to sign in to TSM before running any com-
mands. To sign in to the Web Ul, open the TSMweb page: https://<tsm com-
puter>:8850 and sign in when prompted. To sign in to the CLI, use the tsm login

command.

Cleanup and clear cache

In the TSM version of Tableau Server, clearing the cache, and other optional clean up oper-

ations are included in the tsm maintenance cleanup command.

Web Data Connectors

In the legacy tabadmin versions of Tableau Server, you could both import Web Data Con-
nectors (WDCs) and add them to a safe list. In the TSM version of Tableau Server, you can
add WDCs to a safe list using the tsm data-access web-data-connectors add command and
the web-data-connector-settings Entity. To learn more about WDC support in Tableau

Server, see Web Data Connectors in Tableau Server.
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Uninstall and remove Tableau Server

In the legacy tabadmin versions of Tableau Server, you uninstall using Windows Control
Panel, and the uninstall process leaves behind files and other Tableau Server con-

figurations.
With TSM, uninstalling Tableau Server differs in these ways:

¢ You should not uninstall Tableau Server while upgrading from a TSM version
(2018.2.x or later) to a TSM version. After the upgrade is complete, you can uninstall

your previous version using Windows Control Panel.

e Do not use Windows Control Panel to uninstall Tableau Server if your install or
upgrade attempt fails. In these situations, use the tableau-server-obliterate script

described below to completely remove Tableau Server from your computer.

e Using Windows Control Panel to uninstall Tableau Server does not create a backup of
your data. You should create a backup usingthe tsm maintenance backup
command and save the backup file to a safe location on a computer that is not part of
your Tableau installation.

e To completely remove Tableau Server, use the tableau-server-oblit-
erate.bat script. This removes all Tableau Server files and configurations. As a

best practice, you should restart the computer after running the obliterate script.

For more information about uninstalling and removing Tableau Server, see Uninstall

Tableau Server.

Tableau Server \bin directory
The \bin directory has moved.

¢ Intabadmin installations, the default \bin directoryis \Program Files\T-

ableau\Tableau Server\<version>\bin.

Tableau Software Version: 2021.3 103



Tableau Server on Windows Help

¢ In TSMinstallation, the default \bin directoryis \Program Files\T-

ableau\Tableau Server\packages\bin.<version code>

Tableau Server installation directory
Tableau now is installed into a \packages folder.

¢ |ntabadmin installations, the default installation locationis C: \Program Files\T-

ableaul\Tableau Server\<version>.

¢ In TSM installation, the default installation locationis \Program Files\T-
ableau\Tableau Server\packages\ with aversioned subfolder for each pro-
cess or service. Forexample: C: \Program Files\Tableau\Tableau
Server\packages\bin.20182.18.1214.0751

Fixed file locations

In tabadmin you could specify a file location for files generated or used by commands such
as backup, restore, and ziplogs. With TSM you cannot specify the location when running the
equivalent command, but you can set the fixed file location before running the command by
usingabasefilepath variable. For details on which commands read from or write to a

fixed file location, and how to change that location, see tsm File Paths.

Log file snapshots

The location you go to generate a log file snapshot has changed with TSM. With versions of
Tableau Server on Windows prior to 2018.2, you could generate a log file snapshot and
download it from the Status page of Tableau Server. With TSM you do this on the

TSM Maintenance page. New in TSM is the ability to upload a log file snapshot directly to
Tableau Support. For more information on how these two features work in TSM, see Log

File Snapshots (Archive Logs).
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Changes in high availability and distributed deployments

With TSM, we've changed the language we use to describe the Tableau Server nodesin a
distributed installation. Prior to the release of TSM we referred to the first node as the
"primary" node, and any additional nodes as "worker" nodes. With TSM the nodes are more
similar to each other than in prior releases, so we refer to the first node as the "initial" node,
and other nodes as "additional" nodes. The initial node includes some TSM-specific pro-
cesses that are not installed on additional nodes, including the TSM Controller and the
License Server. Tableau includes a script to move these key processes over to another node
in your installation if a problem occurs on the initial node. For details, see Recover from an Ini-

tial Node Failure.
The installation process for distributed deployments has also changed.

e Common installer file—In version 2018.1 and earlier, deployments required two sep-
arate installers. With 2018.2 and TSM, you run the same installer for all nodes and

indicate if you are installing on the initial node or additional nodes.

* No auto-discovery of nodes—With versions of Tableau Server prior to 2018.2, once
you installed all nodes, you ran the Server Configuration utility and added worker
nodes to the primary. With TSM, after installing the initial node, you generate a boot-
strap configuration file and use this when you install all additional nodes. For more
information about installing a multi-node cluster, see Distributed and High Availability

Tableau Server Installations.

e Coordination Service installation—When you configure a multi-node installation of
Tableau Server you need to also deploy a Coordination Service ensemble to your addi-
tional nodes. In versions of Tableau Server on Windows prior to 2018.2, additional
instances of the Coordination Service were automatically added as you added a total
of three or five nodes. Now you need to manually deploy the Coordination Service.

For more information on how to do this, see Deploy a Coordination Service Ensemble

* No "backup primary"—There is no longer a need for a "backup primary" node, and
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TSM does not support creating a backup for the initial node. With TSM, if your initial
node encounters a problem, you move the key processes from that node to another
of your cluster nodes using a script. For more information on how to do this, see
Recover from an Initial Node Failure.

Upgrade process changes

Your upgrade steps depend on which version you are upgrading from. Upgrading from
legacy tabadmin Tableau Server (2018.1.x or earlier) to a TSM version (2018.2 or

later), requires special steps.

- Upgrading from version 2018.1 or earlier: If you are upgrading from Tableau
Server on Windows version 2018.1 or earlier to Tableau Server on Windows version
2018.2 or later, read the key aspects below, then see Upgrade from Tableau Server

2018.1.x or Earlier (Windows) for detailed upgrade instructions.

- Upgrading from version 2018.2 or later: If you are upgrading from Tableau Server
on Windows version 2018.2 or later, read Upgrading from 2018.2 and Later

(Windows). Do not follow the steps for a pre-TSM to TSM upgrade.

Below are key aspects of upgrading Tableau Server from version 2018.1 or earlier to ver-

sion 2018.2 or later that you need to be aware of.

All upgrades:

106

* Local administrator—Sign in as a local administrator. You need to be signed into
the Tableau Server computer as a "local admin" to run the Tableau Server Setup pro-
gram, and to run scripts related to upgrading. A "local admin" is a user who's a mem-
ber of the Administrators group in the Local Users and Groups management console
in Windows.

» Local security policy—Verify that your local security policy will allow "log on as a
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service" and "log on locally" permissions for the Run As service account. For details,

see Verify the Local Security Policy.

¢« Run As—Read and understand these Run As service account requirements:
Required Run As Service Account Settings.

« Windows Accounts and Permissions—Read and understand these Windows

account requirements: Windows Accounts and Permissions.

e Ports—Before upgrading, read and understand the requirements for ports: Tableau
Services Manager Ports.

e Licenses—

e Trial product keys—You cannot directly upgrade a server that is running a
trial product key from one major version to another (for example, from version
10.5.x to version 2018.x). To upgrade from one major version to another with a
trial product key, install the new version of Tableau Server on a separate
machine, activate a trial key there, and restore a backup from your existing ver-

sion. For more information, see Server Upgrade - Verify Licensing Status.

e Expired maintenance—You cannot upgrade a server with a product key
whose maintenance has expired or expires on a date earlier than the release
date of the version you are upgrading to. If you attempt to upgrade a server in
this state, your server will be unlicensed and the upgrade may fail. If your main-
tenance has expired or is too old, use the Manage Product Keys application to
refresh your product key before you uninstall your original version. For more
information about refreshing your product key in a version earlier than 2018.2.0,
see Refresh Maintenance Date for the Product Key. If refreshing the key does
not update maintenance to a valid date, check in the Tableau Customer Portal

for a Tableau Server key with current maintenance.

e Uninstall—Use Windows Control Panel to uninstall your existing pre-TSM version of
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Tableau Server before upgrading. This special-case upgrade is unlike upgrades in
earlier versions, which automatically uninstalled the previous version of Tableau
Server. When you upgrade from version 2018.1 or earlier to version 2018.2 or later,
you must uninstall your earlier version yourself. If you have not uninstalled your

earlier version, you will be prompted to do so when you attempt to install your new ver-

sion. This is specific to upgrades from 2018.1 or earlier to 2018.2 or later.

e Backup—Save a backup of your earlier version to a safe place on a different com-
puter. Uninstalling your previous version of Tableau Server will create a backup in the
Tableau data directory (by default: C: \ProgrambData\Tableau\Tableau
Server). We strongly recommend you copy this backup to a computer that is not
part of your Tableau Server installation before upgrading. This provides you with an
up-to-date version of your data you can use if you need to go back to your earlier ver-
sion of Tableau Server. For more information on properly preparing for an upgrade,

see Preparing for Upgrade.

Backups from versions of Tableau Server older than version 9.x cannot be used with
version 2018.2.x or later. If you are running an older version of Server, you may need
to do an intermediate upgrade to version 9.x through 10.x before upgrading to ver-
sion 2018.2 or later.

» Firewall management—Firewall management is manual. Unlike earlier versions of
Tableau Server, you must manage the local firewall on any computers where you run

Tableau Server. For more information, see Local firewall configuration.

¢ Upgrade script—After installing the new version, complete the upgrade and switch
to the new version by running the upgrade-tsm. cmd script. The script is installed
inthe \scripts.<version code> folder of the new version you justinstalled. By
default: C:\Program Files\Tableau\Tableau Server-

\packages\scripts.<version code>\

Tableau Server must be stopped to complete the upgrade. If Tableau Server is not

stopped when you run the script, the script will let you know, and will offer to stop the
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server. You can also choose to stop the server before running the script using the tsm

stop command.

o Antivirus software—Antivirus software that scans directories used by Tableau
Server can interfere with installation and ongoing use of Tableau Server. In some
cases, this can result in installation failures, problems starting Tableau Server, or
impacts to performance. If you plan to run antivirus software on the computer running

Tableau Server, follow the recommendations in the Knowledge Base.
Multi-node upgrades:

e Multi-node terminology—With TSM, we've changed the language we use to
describe the Tableau Server nodes in a distributed installation. Prior to the release of
TSMwe referred to the first node as the "primary" node, and any additional nodes as
"worker" nodes. With TSM the nodes are more closely peers, so we refer to the first

node as the "initial" node, and other nodes as "additional" nodes.

* Uninstall—Use Windows Control Panel to uninstall your existing pre-TSM version of
Tableau Server from all nodes before upgrading. If you have not uninstalled your
earlier version, you will be prompted to do so when you attempt to install your new ver-

sion.

¢ Node installation—Run the Setup program on all nodes in a cluster. Unlike some dis-
tributed installation upgrades in versions prior to 2018.2.0, there is no automatic

upgrade of any additional nodes.

e Single installer—Use the same Setup program on all nodes. Starting with 2018.2.0
you use the same installer on all nodes, and specify when prompted whether you are
upgrading the initial (primary) node, or an additional (worker) node. There is no sep-
arate installer for the additional nodes.

o Upgrade script—After installing the new version on all nodes in your cluster, com-
plete the upgrade and switch to the new version by running the upgrade-tsm. cmd

script on the initial node in the cluster.
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Tableau Server must be stopped to complete the upgrade. If Tableau Server is not
stopped when you run the script, the script will let you know, and will offer to stop the
server. You can also choose to stop the server before running the script using the

tsm stopcommand.

Functionality that is not implemented in TSM

» Restore config data from a backup file (.tsbak). The legacy version of tabadmin
backup included configuration data by default. The analogous TSM command, tsm
maintenance backup, does notinclude config data. To back up and restore con-

fig data in TSM, use the tsm settings commands.

¢ With the introduction of Tableau Services Manager (TSM), you can no longer move
the repository off the initial (primary) node in a two-node cluster. In versions 2018.1
and earlier, you could add a second repository to your second node and then remove
the first repository. With TSM you cannot add a second repository on a two-node

cluster, and this means you cannot move the repository off the initial node.

Server Administrator Overview

Tableau Server on Windows integrates with a number of components in your IT infra-
structure to provide a unique self-service data analytics culture for your users. It's important
that you, as a server administrator, understand how Tableau Server fits into your IT infra-

structure.

The topics in this section provide information on planning, deploying, tuning, and managing

Tableau Server.

If you are new to Tableau Server, and you want to deploy it in your organization, we encour-
age you to deploy Tableau Server as a single server in a test environment first. The easiest
way to do a single-server installation and to understand the essential requirements is to fol-

low the steps in Everybody's Install Guide.
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If you are deploying Tableau Server as part of a broader effort to transform your organization
into a data-driven culture, see Tableau Blueprint. Tableau Blueprint is a step-by-step guide
to becoming a data-driven organization, whether your organization is new to modern, self-
service analytics or you've already deployed and need to broaden, deepen, and scale the

use of data.

This topic provides a brief overview of how to think about Tableau Server and how it interacts

with your existing IT infrastructure.

Looking for Tableau Server on Linux? See Server Administrator Overview.

Architectural overview

Tableau Server is a collection of processes that work together to provide a full self-service
analytic platform for your users. The following diagram shows a high-level architectural view

of Tableau Server.
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Multiple server processes (shown in blue above) work together to provide services at various
tiers. The Gateway process is the component that redirects traffic from all Tableau clients to

the available server nodes in a cluster.
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Data Services is a logical grouping of services that provide data freshness, shared meta
data management, governed data sources, and in-memory data. The underlying processes

that power Data Services are the Backgrounder, Data Server and Data Engine processes.

Analytics Services, composed of the VizQL and Cache Server processes, provide user-

facing visualization and analytics services and caching services.

Sharing and Collaboration, and Content Management Service are powered by the Applic-
ation Server process. Core Tableau Server functionality such as user login, content man-
agement (projects, sites, permissioning, etc.) and administration activities are provided by

the Application Server process.

All of the above services use and rely on the Repository process, which contains structured
relational data like metadata, permissions, workbooks, data extracts, user info, and other
data. The File Store process enables data extract file redundancy across the cluster and
ensures extracts are locally available on all cluster nodes. Under heavier loads, extract files

are available locally across the cluster for faster processing and rendering.

Tableau’s architecture is flexible, allowing you to run the platform just about anywhere. You
can install Tableau Server on-premises, in your private cloud or data center, on Amazon
EC2, on Google Cloud Platform, or on MS Azure. Tableau analytics platform can also run
atop virtualization platforms. We recommend you follow the best practices for each vir-

tualization platform to ensure the best performance from Tableau Server.

Tableau and your data

When you install Tableau Server into your organization, it becomes a core component of
the analytics pipeline to the data your users need. It's important to understand how Tableau
Server interacts with your business data. Specifically, Tableau Server can store extracts of
data in your organization. It can also connect to live data sources. How you choose to
provide the data to your Tableau users is informed by a number of variables: data source

type, user scenario, performance and access requirements, and infrastructure conditions.
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Tableau Server has not been architected as a data warehouse server where static, native
data files are housed. In fact, using Tableau Server as a traditional data warehouse is a poor
use of your investment. Rather, when it comes to data storage, we recommend hosting
optimized data extracts on Tableau Server. While a data extract is often a subset of a larger
data source in your organization, you can also create extracts for data sources that are over-

taxed during work hours by scheduling the exiract refresh for off-hours.

Extracts are also useful for modeling data or to enable highly-performant visualization author-
ing. For example, to improve visualization authoring and interaction performance you may
optimize extracts by filtering the source data to the essential fields for a given department or
project. Extracts can be resource intensive. If your organization plans to make heavy use of

extracts, review the topic, Optimize for Extracts.

Tableau Server also provides direct, authorized access to live data sources, allowing users
to build and run complex filtered queries against a variety of connected data sources. For this
scenario, Tableau requires highly performant network access to the data sources in your
organization and to those in the cloud. Tableau Server and the target data sources also need
to be properly sized to handle the processing load required by high-volume, complex data
operations. You can optimize performance for live data connections with caching con-

figurations and specifying initial SQL commands.

User access

Tableau Server is also a web-based collaboration platform, where users connect to share,
view, and interact with data visualizations and data sources from a variety of devices. This
means that Tableau Server must be accessible to Tableau users within your local protected
network. You can also extend access to data visualizations to desktop, mobile, and authen-

ticated web users outside your organization.

Tableau Server integrates with the following user authentication solutions: Active Directory,
SAML, Openld, and Kerberos.
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Where should | install Tableau Server in my network?

Because of the highly-sensitive nature of most data that organizations manage with
Tableau Server, and because Tableau Server requires access to internal data stores,
Tableau Server must be run inside a protected network. Authenticated access from the
internet is configured to connect to Tableau Server through a reverse proxy ora VPN solu-

tion.
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Some organizations embed Tableau views in public webpages, or, for internal users, on

generic web servers on the internal network.

Tableau Server can be configured to support such scenarios with either authenticated or
anonymous access. For authorized access, where users can only view underlying data to
which they have permission, you can configure trusted tickets with a generic web server. In
this scenario, Tableau Server authorizes access to the underlying data in an embedded
view. This scheme enables you to host interactive data visualizations on a web serverin a

DMZ or outside the protected network.

Anonymous access to embedded Tableau views requires that you enable "guest user" for
Tableau Server. Guest user also requires that you license Tableau Server according to the

number of cores you are running, rather than a named-user (interactor) model.
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Sizing and scalability

Depending on the size and data usage in your organization, you can scale Tableau Server
up or out. As you scale your server, you can also selectively allocate resources to meet your

data needs and user needs.

When you scale up Tableau Server, you add hardware resources to a single server. For
example, you might increase the memory and processing power of the computer running

Tableau Server.

When you scale out Tableau Server, you add computers (or nodes). To create a highly avail-
able deployment with failover, you need at least three nodes. For example, you might run
most CPU-intensive server processes on two nodes and use the third node for the gateway

and coordination controller services.

Whether you scale up or scale out, you can selectively allocate resources by configuring the
number and type of server processes that run. If your organization has a lot of data and cre-
ates a lot of data extracts, you can increase the number of processes that are dedicated to
refreshing and storing extracts. Alternatively, if your organization wants to optimize for heavy
user loads, you can increase the number of processes dedicated to responding to user
requests. Additionally, you can integrate Tableau Server into industry-standard network load

balancers to further optimize your server for user requests.

Tableau Server management model

Tableau Server has been designed to support a management scheme with two high-level
administrators: server administrator and site administrator. In small organizations, these
roles may be assumed by the same person or team, but in larger organizations, the roles

often diverge.

In this model, server administrators are IT professionals who maintain and deploy het-
erogeneous server solutions. Essential areas for server administrators may include net-

working, hardware tuning and maintenance, security and access, and managing users and
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directory services. The tools and documentation that we deliver with Tableau Server for the

server administrator support these core server |T areas.

Site administrator, on the other hand, is an administrative role specific to Tableau Server or
Tableau Online deployments. The Tableau site administrator is fundamentally concerned
with data content. The site administrator manages users and their access to projects, work-
books, and data sources. To learn about sites and how to plan your deployment for them,

see What is a site

Administrative roles

In some small organizations a single administrator may manage the entirety of Tableau
Server. But for bigger enterprise organizations, Tableau Server usually requires at least

three administrative roles for management at scale.

Tableau Server administrator

The Tableau Server administrator has access to administrative pages for creating and edit-
ing sites, adding users and setting roles, and many content-related tasks after the Tableau
Server installation is complete. The Tableau Server administrator also creates and man-
ages other server and site administrators, who in turn may manage sites, user groups, and

projects.

For information about signing into Tableau Server as a Tableau Server administrator, see

Sign in to the Tableau Server Admin Area.

TSM administrator

Tableau Services Manager (TSM) is a tool that gives server administrators command-line
and web-based options for installing, upgrading, configuring, and maintaining Tableau
Server. The TSM administrator installs the server and performs server-related admin-
istrative task like backing up server data, restoring backups, creating log archives, and man-

aging multi-node clusters.
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The TSM administrator must be an administrator on the local computer. See Sign in to

Tableau Services Manager Web Ul..

Common tasks performed by the TSM administrator include:

« Initial configuration of Tableau Server after installation

« Ongoing configuration management, including editing settings and changing the
server topology

« Running administrative tasks such as backup, restore, and ziplogs

To learn more about TSM, see Tableau Services Manager Overview.

Tableau portal administrator

An important administrative role in a Tableau Server deployment is the Tableau customer
portal administrator. The portal administrator manages licensing and the associated keys for
the Tableau deployment. As the portal administrator, your first step is to purchase licenses
on the Tableau Customer Portal. When you purchase licenses, the portal will return cor-

responding product keys. To renew your license, visit the Tableau renewal web page.

Tableau has a number of products (e.g. Desktop, Server, Prep Builder, Add-ons, etc). Each
of the Tableau products require that you activate licenses by updating the Tableau software
with the product keys that are purchased and stored on the Tableau Customer Portal. As the
administrator who is tasked with activating Tableau licenses, it important that you under-
stand the relationship between licenses and keys. See Understanding License Models and
Product Keys.

Management tools

Tableau Server includes a number of toolsets for managing the system:

« Tableau Server administrator page: This is the web-based administrative site that
is installed on each Tableau Server instance. Tasks performed on the administrator
page are day-to-day tasks for both server and site administrators. Server-related tasks
include creating sites and site administrator accounts, optionally importing users, set-
ting up synchronization with directory services, setting up extract refresh schedules,
monitoring server performance and usage, and other global settings.
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Site-related tasks include managing content and assign permissions, running extract
refreshes, create groups and projects, monitoring site activity, optionally adding

users, and other content-related tasks.
See Navigate the Admin Areas of the Tableau Web Environment.

Permissions required for the Tableau Server administrator page are based on site

roles. The site roles are generated and managed by Tableau Server.

o tsm Command Line Reference - This is the primary interface for server-wide con-
figurations. Many configurations made with TSM CLI are rarely revisited after initial
configuration. For example: SSL, subscriptions, data caching, service account, SMTP
alerting, user authentication, and single-sign on configuration are all performed with
TSM CLI.

» You can also Sign in to Tableau Services Manager Web Ul.

o tabcmd: You can use the tabcmd command-line utility on a Windows or Linux com-
puter to create scripts to automate administrative tasks on your Tableau Server sites.
For example, use tabcmd for creating or deleting users, projects, and groups.

o REST API: With the Tableau Server REST API you can manage and change Tableau
Server resources programmatically, via HTTP. The API gives you simple access to
the functionality behind the data sources, projects, workbooks, site users, and sites
on a Tableau server. You can use this access to create your own custom applications
or to script interactions with Tableau Server resources.

Security

As an application server connecting to data that may be highly-sensitive, Tableau Server
supports and implements a number of industry security standards. Our server admin doc-
umentation includes best practices and implementation for user authentication, author-
ization, data security, and network security. While our default installation is secure by
design, we also recommend following the security hardening checklist to further lock down

your deployment.

For more information about security audit compliance, vulnerability reporting, and other

security resources, visit http://www.tableau.com/security.
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Tableau Services Manager Overview

This article provides an overview of Tableau Services Manager (TSM), which you can use to
configure and administer Tableau Server. Beginning with version 2018.2, TSMis available

for Tableau Server on Windows, both as a CLI and as a Web UI.

Functionality

Components
Authentication

Connecting

Functionality

TSM gives server administrators command-line and web-based options for configuring and
maintaining Tableau Server, including performing administrative task like backing up server
data, restoring backups, creating log archives, and managing multi-node clusters. For

example, you use TSM to perform the following tasks:

« Initial configuration of Tableau Server after installation

« Ongoing configuration management, including editing settings and changing the
server topology

« Running administrative tasks such as backup, restore, and ziplogs

For administrators familiar with earlier versions of Tableau Server, TSM replaces the fol-

lowing tools from previous versions of Tableau Server:

o Tableau Server Configuration utility
o tabadmin command line utility
o Tableau Server Monitor

To see a list of differences between these legacy administrative tools and TSM, see Com-

paring Functionality of tabadmin and TSM.

To learn about how tabadmin commands map to TSM command-line commands, see
Migrate from Tabadmin to the TSM CLI.
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Components

TSM consists of services (called processes in this documentation) and clients. TSM pro-
cesses are administrative services which manage Tableau Server processes. TSM pro-
cesses run continuously after TSMis initialized, even when the rest of Tableau Server is
offline.

TSM processes that run, even when Tableau Server is stopped include:

« Administration Agent

o Administration Controller

« Client File Service

« Coordination Service (based on Apache Zookeeper™)
« Service Manager

« Licensing Service

For more information about TSM processes and Tableau Server processes, see Tableau
Server Processes.

TSM Authentication

Whether you use the TSM Web Ul, the command line interface, or the TSM API, you need
to authenticate to Tableau Server before you can perform administrative tasks. This user
account is distinct from Tableau Server user accounts, including Tableau Server admin-

istrators and site administrators.

You authenticate to TSM with a user that exists on the Tableau Server computer. The TSM
user account must use password-based authentication. By default, the TSM user account
must be a member of the Administrators group on the computer where Tableau Server is
running. Alternatively, you can specify a Windows group for TSM administration after you

have installed Tableau Server. See Configure a Custom TSM Administration Group.

Connecting TSM clients

As a security measure, you can only connect to TSM with clients (CLI, Web Ul, Rest API)

over HTTPS. This is because TSM allows you to perform administrative tasks and to
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connect to TSM from other computers.

When you are connecting with a TSM client, you must connect to the Tableau Server

instance running the TSM Administration Controller service.

Note: The TSM CLI tool does not require admin credentials in some scenarios. Spe-
cifically, if the account you are logged in as is a member of the TSM-authorized group,
you do not need to provide credentials to run commands when running tsm CLI locally.

For more information, see Authenticating with tsm CLI.

TSMHTTPS connections rely on a self-signed certificate generated by the Tableau Server
installer. This certificate is the Tableau installation CA certificate that signs the
SSL certificates Tableau creates for encrypting traffic over HTTP. The Tableau installation

CA certificate must be trusted by the systems connecting to TSM Administration Controller.

The TSM CLI client validates certificate trust from a different store than the TSM Web Ul
uses. The TSM CLI client refers to the trusted store in the local Java keystore to validate trust
for CA certificates. Since the TSM Web Ul must establish connection with a web browser,
trust is validated with the operating system's trusted keystore. The difference in how CA cer-

tificates are stored determines different trust configuration scenarios as outlined here:

o For TSM Web Ul and CLI communications on Tableau Server, the certificate trust is
configured by default as part of the installation, node bootstrap, and upgrade pro-
cesses. The Tableau installation CA certificate is added to the trusted store in both the
Java keystore and in the Windows trusted root keystore. This allows you to access
TSM from any computer in the cluster without additional configuration.

o For TSM CLI connections from remote computers, you will be prompted to trust the
Tableau installation CA certificate the first time you connect to the Tableau Server run-
ning TSM Administration Controller. You can choose to trust the CA certificate, in
which case you will not be prompted again on that computer until the certificate expires
(defaultis 3 years). Or you can connect with a one-time trust by running your TSM com-
mand with the -—trust-admin-controller-cert flag.

o For TSM Web Ul connections from remote computers, the browser will prompt you to
trust the host running TSM Administration Controller service.
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Infrastructure Planning

Before you install Tableau Server, you should review the disk requirements, recommended

configurations, user accounts, security, and networking requirements.
Before you install...

Note: You can find additional information about technical specifications for Tableau

Server on the Tableau web site, here.

This topic includes requirements and recommendations that you must consider before you

install Tableau Server into a production environment.

If you want to install a single server, or if you want to do a minimal installation for test pur-

poses, refer to our single-server installation guide, Everybody's Install Guide.

If you are deploying Tableau Server in a distributed cluster, review Distributed Require-

ments in addition to the requirements and recommendations described in this topic.

Hardware recommendations

The following list describes the minimum hardware recommendations for a single- node

installation of Tableau Server:

Install Type Processor CPU RAM Free Disk
Space

Single node » 64-bit(x64 8-core, 2.0 32GB 50 GB

chipsets) GHz or higher
o Must sup-

port
SSE4.2
and
POPCNT
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Install Type Processor CPU RAM Free Disk

Multi-node
and enter-
prise deploy-

ments

Space

instruction
sets

o ARM-
based pro-
cessors
are not sup-
ported

If you are adding Tableau Prep Conductor to your Tableau Server install-
ation, we recommend you add a second node and dedicate this to run-
ning Tableau Server Prep Conductor. This node should have a minimum
of 4 cores (8 vCPUs), and 16 GB of RAM.

Contact Tableau for technical guidance.

Nodes must meet or exceed the minimum hardware recommendations,

except:
¢ Nodes running backgrounder, where 4 cores may be acceptable.

¢ Dedicated node for Tableau Prep Conductor: Minimum of 4 cores
(8 vCPUs), and 16 GB of RAM.

Important: The disk space requirement cannot be checked until you initialize TSM.

» Free disk space is calculated after the Tableau Server Setup program is unzipped.

The Setup program uses about 1 GB of space. You may need to allocate additional

disk space depending on various factors like whether you will be using extracts.

e Network attached storage space requirements for External File Store: If you

are planning to configure Tableau Server with External File Store, you will need to

estimate the amount of storage space to dedicate on your network attached storage.

Tableau Software
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Estimating the storage size: You must take into account the amount of storage
needed for publishing and refreshing extracts. In addition, you must also take into
account the repository backup size unless you specifically choose the option to do
your repository backup separately as described in the Option 2: Backup Repository
Separately topic.

o Extracts:

« Consider the number of extracts that will be published to Tableau Server
and the size of each extract. Test your needs by publishing several
extracts to Tableau Server, and then checking the disk space used. You
can use this amount of disk space to help you figure out how many

extracts will be published to Tableau Server over time as well as how
each existing extract will increase in size.

» Consider the space needed by the temp directory during an extract
refresh. The temp directory, which is where an extract is stored to during

a refresh, may require up to three times the final file size of the extract.
« Repository Backup:
» To obtain an estimate of the repository data, check the size of <data
directory>/pgsqgl/data/base directory.
« Toobtain the exact size of the repository data, open the backup file and

use the size of the workgroup.pg dump file.

e Core countis based on "physical" cores. Physical cores can represent actual server
hardware or cores on a virtual machine (VM). Hyper-threading is ignored for the pur-

poses of counting cores.

¢ RAM shown is the minimum recommended for a single-node installation. Your install-
ation may function better with more RAM, depending on activity, number of users,

and background jobs, for example.

To see the full list of recommendations and to see the minimum requirements, see Minimum

Hardware Requirements and Recommendations for Tableau Server.
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For public cloud deployments on Amazon Web Services and Google Cloud Platform, their
“vCPU” is actually a CPU hyper-thread, and not a full CPU core. When sizing cloud
instances, you will need twice as many vCPU as the Tableau Server CPU core require-
ments given (8 vCPU required for a minimum trial installation, 16 vCPU recommended for a

single-node installation).

Operating system requirements
The following 64-bit Microsoft Windows Server operating systems are supported:
» Tableau Server 2021.3.0 and later:
* Windows Server 2016

¢ Windows Server 2019

Earlier versions:

» Tableau Server 2020.1.0 - 2021.2.x:
* Windows Server 2012
* Windows Server 2012 R2
* Windows Server 2016
* Windows Server 2019

e Tableau Server 2019.1.0-2019.x:
* Windows Server 2008 R2
* Windows Server 2012

¢ Windows Server 2012 R2
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¢ Windows Server 2016

¢ Windows Server 2019

Note: All nodes in a multi-node cluster must have the same type of operating system.
You cannot install a multi-node instance of Tableau Server on a combination of Linux

and Windows nodes.

Installation directory

By default, Tableau Server will install on the system drive. The drive where Windows is
installed is the system drive. In most cases, the system drive is the C:\ drive. In this default

case, Tableau Server will install into the following directories:
e C:\Program Files\Tableau\Tableau Server\packages
e C:\ProgramData\Tableau\Tableau Server

Do not specify a symbolic link or a data directory location on a Network File System (NFS)

volume.
Non-default installation locations

Rather than install onto the system drive, some organization install applications on a sep-
arate drive. During setup (or with automated installation), you can specify a different install-
ation location. If you select a different installation drive or folder location during setup, then
the data directory for Tableau Server will install into the same path. This means that if you
install to a non-default location, the default C: \Programbata\Tableau\Tableau

Server path will not be created.
When you install to a non-default location, you must take the following into consideration:

* You may need to configure Run As service account permissions manually. If you do

not use the predefined local account, NetworkServices, as the Run As service
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account, then you will need to set permissions for the account that you will be using.
You must set these permissions after you install Tableau Server. See Verify Folder

Permissions.

e Logfilesarestoredat<installation path or drive>\data\t-
absvc\logs.TheC:\ProgramData\Tableau\Tableau Server\data\t-
absvc\1logs pathin adefaultinstallation is convertedto <installation path

or drive>\data\tabsvc\logs.

* You may need to specify the same location when you upgrade to newer versions of
Tableau Server. For more information on upgrading, see Upgrade Tableau Server

Overview.

Note:If you run Tableau Server on a VM, either locally, or in the cloud, be aware
of the potential for complications related to licensing. This applies whether you are
running Tableau Server as a standalone or in a cluster. If you are simply upgrad-
ing Tableau Server on the VM, you do not need to take any extra action related to
licensing. If you plan to clone the VM to create either a new production or test
environment to upgrade, you need to deactivate any Tableau Server licenses
before cloning. If you do not do this, the new VM environment can end up with an

untrusted license, and any attempts to upgrade will fail.

To clone a VM, make sure the Tableau Server is unlicensed (all licenses are deac-
tivated). After cloning the VM, activate the Tableau license on the cloned VM and pro-

ceed with the upgrade.

Tableau Prep Conductor

Tableau Prep Conductor is one of the process on Tableau Server. It runs a flow, checks con-
nection credentials, and sends alerts if a flow fails. Tableau Prep Conductor leverages the
scheduling and tracking functionality of Tableau Server so you can automate running flows
to update the flow output instead of logging into Tableau Prep Builder to manually run indi-

vidual flows as your data changes.
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Tableau Prep Conductor is licensed separately and is available through the Data Man-
agement Add-on license. For more information on Tableau Prep Conductor licensing, see

License the Data Management Add-on.

We recommend you enable Tableau Prep Conductor on a dedicated node. For more inform-
ation:

 Ifyou are installing a new Tableau Server, see Step 1 (New Install): Install Tableau

Server with Tableau Prep Conductor.

« Ifyou are adding Tableau Prep Conductor to an existing installation of Tableau

Server, see Step 1 (Existing Install): Enable Tableau Prep Conductor.

Additional requirements
Make sure that your environment also meets the following additional requirements:

Hostname

o Tableau Server must be able to resolve the hosthame to an IP address either using
the domain name server (DNS) or with a local host file on the computer running
Tableau Server. By default, host files are stored at \Win-
dows\System32\Drivers\etc\hosts.

« The hostname of the server must not change after you start Tableau Services Man-
ager during the setup process. For example, this might happen if you use the cloud-
init package to initialize a virtual machine, and you install Tableau Server on that vir-
tual machine.

« Hostnames that include underscores (_) are not supported by Tableau Server.

Static IP address
The computer where you install Tableau Server must have a static IPv4 or IPv6 address.
Database drivers

To connect to specific data sources, the computer where you install Tableau Server must

have the correct database drivers installed. For more information, see Database Drivers.

Available ports
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TSM and Tableau Server each require an available TCP port in order for you to access
them. TSM defaults to port 8850, and the Tableau Server Gateway service defaults to port
80. We strongly recommend that you ensure that both port 8850 and 80 are not in use on
your system before installing Tableau Server. If those ports are not available, the TSM and
gateway ports may be dynamically remapped to different port numbers, and there is cur-

rently no interface for displaying which port they have been remapped to.

If you are installing Tableau Server on a computer that's also running IIS (not a recom-
mended deployment), you should modify the Tableau's gateway port number to avoid con-

flict with IIS. You can specify a different gateway port number during the setup process.
See Tableau Services Manager Ports.
Local firewall configuration

If you are running a firewall on the computer where you will be installing Tableau Server,
then you will need to open the following default ports for Tableau Server traffic. All port num-

bers, except 443 can be changed.

TYPE OF
INSTALLATION
Distributed
/ High
Port TCP/UDP Used by ... All Availability
80 TCP Gateway X
443 TCP SSL. When Tableau Server is configured X
for SSL, the application server redirects
requests to this port. Do not change this
port.
8850 TCP Tableau Services Manager. X
8060 TCP PostgreSQL database. X
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TYPE OF
INSTALLATION
Distributed
/ High
Port TCP/UDP Used by ... All Availability
8061 TCP PostgreSQL backup verification port X
8000- | TCP Range of ports reserved by default for X
9000 dynamic mapping of Tableau processes
27000- | TCP Range of ports used by Tableau Server for X
27009 License service. This range must be open

on the node running the License service
and accessible from other nodes. By
default, the initial node runs the License ser-
vice.

See Tableau Services Manager Ports

For information about configuring the local Windows firewall, refer to the Microsoft product

documentation.
Local administrator

The account that you use to run Setup must be a member of the Local Administrators group

on the Windows computer where Tableau Server is installed.

By default, you must also use an account with local administrator rights to run Tableau Ser-
vices Manager (TSM) Web Ul and CLI tools. However, after you have installed Tableau
Server, you can specify a Windows group for TSM administration. See Configure a Custom
TSM Administration Group.

Use TSM to configure the Tableau Server components that rely on OS-level access, such

as processes, authentication, log files, licensing, and alerts. See TSM Authentication.
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Tableau-specific administration, such as importing users, creating sites, web authoring, etc.
is performed by Tableau Server administrators. You can configure these administrative
accounts by assigning roles to users after you install. The initial Tableau Server administrator

account is created as part of the installation process. See Add an Administrator Account.
Run As service account

A Run As service account for the Tableau Server service to run under is useful if you're using
NT Authentication with data sources or if you’re planning on doing SQL Server imper-
sonation. For more information, see Run As Service Account and SQL Server Imper-

sonation.

In some organizations, Group Policy or other system management solutions are used to
standardize permissions and accounts on application servers. If your organization runs a
such a solution, be sure to configure the system to accommodate the folder permissions

required by the Run As service account. See Verify Folder Permissions.
Antivirus software

Antivirus software that scans directories used by Tableau Server can interfere with install-
ation and ongoing use of Tableau Server. In some cases, this can result in installation fail-
ures, problems starting Tableau Server, or impacts to performance. If you plan to run
antivirus software on the computer running Tableau Server, follow the recommendations in

the Knowledge Base.

Continue to the next step: Install and Configure Tableau Server.

Disk Space Requirements

In general, when estimating the amount of additional disk space to allocate for Tableau
Server for day-to-day usage, you must consider whether or not extracts will be published to
Tableau Server, and consider the number of workbooks that you expect to publish to
Tableau Server . If you anticipate using extracts, Tableau recommends that you begin with a

few hundred gigabytes (GB). If you do not anticipate using extracts, you may only need
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around 50 GB to fulfill your usage needs. To setup drive space alerts, see Configure Server

Event Notification.

Looking for Tableau Server on Linux? See Disk Space Requirements.

Itis critical for Tableau Server to have adequate disk space. If you run out of disk space on
any node in a Tableau Server installation, you can experience erratic performance, includ-
ing not being able to access Tableau Server or the TSM Web Ul. For troubleshooting steps,
see Troubleshoot Disk Space Usage on Tableau Server Nodesthe Tableau Know-

ledgebase.

Here are the factors that affect disk space requirements and where you might choose to

install Tableau Server:

Drive size and type of partition

The type of partition used on your Tableau Server drive can impact the amount of space

available to your Tableau Server installation.

« Master Boot Record (MBR) partitions support partitions and hard drives up to 2 tera-
bytes (2T) and can be used on boot drives.

o GUID partition table (GPT) partitioning support partitions and hard drives up to 18 exa-
bytes in size but cannot be used on boot drives. These are a good choice when
installing Tableau Server on an additional drive because they provide for so much
disk space, allowing enterprises to scale up over time.

Publishing extracts to Tableau Server

Consider the number of extracts that will be published to Tableau Server and the size of
each extract. Test your needs by publishing several extracts to Tableau Server, and then
checking the disk space used. You can use this amount of disk space to help you figure out
how many extracts will be published to Tableau Server over time as well as how each exist-

ing extract will increase in size.
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Refreshing extracts

Consider the space needed by the temp directory during an extract refresh. The temp dir-
ectory, which is where an extract is stored to during a refresh, may require up to three times

the final file size of the extract.

While there may be some cases where .hyper extracts become bigger after an extract
upgrade, there are other cases when .hyper extracts become smaller after an extract
upgrade. In general, the overall disk size requirements should be the same for .hyper
extracts as it was for .tde extracts.

Creating many workbooks

If using workbooks, consider the number of workbooks that will be published to Tableau
Server. Individual workbooks tend to take up a small amount of disk space. However, if you
anticipate thousands of workbooks being published, you may want to allocate additional disk
space to accommodate those workbooks.

Logging

To assist with daily management and troubleshooting, Tableau Server creates log files as a
part of its normal operations. Depending on the level at which the logging is configured, it can

significantly impact the amount of disk space necessary on the Tableau Server computer.
Backup and restore processes

The free disk space required to create a backup varies depending on the amount of data in
the Tableau Server repository and file store services, and their collocation with the tabad-
mincontroller service. During backups, the background tasks for cleaning up old extracts are
temporarily paused. This means that, for the duration of the backup, extract refreshes will
leave extra files in place, adding to disk space usage. If your backup takes a long time, or if
your organization uses many extracts that are regularly updated, this can result in a sig-

nificant amount of temporary disk space usage. These temporary files will be removed after
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The following table lists the disk space requirements for backup based on whether the node

hosts the repository, file store, controller, or some combination of them.

Repository File Store

@
@
] @
&
@

134

Controller

Version: 2021.3

Disk Space Required

3x repository data + 250 MB

To obtain an estimate of the repos-
itory data, check the size of <data
directory>/pgsqgl/data/base

directory.

To obtain the exact size of the repos-
itory data, open the backup file and
use the size of the workgroup.pg_

dump file.
1.5x file store data

To obtain an estimate of file store
data (extracts, flows, etc.), check the
sizeof <data dir-

ectory>/dataengine directory.

3x repository data + 250 MB + 2.5x
file store data

3x repository data + 250 MB + 1.5x
file store data

3x repository data + 250 MB + 1.5x
file store data

3x repository data + 250 MB + 2.5x
file store data
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3x repository data + 250 MB + 1.5x
file store data

Restore disk space requirements
You must have adequate disk space for the database restore process to run successfully.
To restore Tableau Server:

¢ On controller nodes, you need free space equal to at least the size of the backup

archive.

e On repository nodes, you need free space equal to at least three times the size of the
repository data in the backup archive, plus 250 MB, plus the size of the pgsql data dir-

ectory.

» Onfile store nodes, you need free space equal to at least twice the size of the datae-

ngine folder in the backup archive.

Recommended Baseline Configurations

Determining the topology (number of nodes, number of Tableau Server processes) of your
Tableau Server deployment requires you to consider these variables: your environment,
sources of data and management to provide self-service data access, workload, and usage.
However you may not have enough information about these variables when you deploy
Tableau Server for the first time. This topic describes three baseline architectures that can

be used as starting points for your Tableau Server installations.

Hardware Recommendations

The hardware recommendations seen below are based on the hardware that the Tableau
team uses to test Tableau Server scalability. We suggest that you use these recom-
mendations as starting points for your production deployments. For proof-of-concept deploy-
ments, see Minimum Hardware Requirements and Recommendations for Tableau Server.
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Install Type Processor CPU RAM Free Disk Space
Single 64-bit (x64) 8 physical cores 64 GB 500GB-1TB
Server (16vCPUs), 2.0 (8GB/physical

ARM-based pro-
P GHz or higher Core)
cessors are not

supported.

If you are adding Tableau Prep Conductor to your Tableau Server install-
ation, it is recommended to add a second node and dedicate this to run-
ning Tableau Server Prep Conductor. This node should have a minimum
or 4 physical cores (8 vCPUs), and 16 GB of RAM.

Multi-node Nodes must meet or exceed the minimum hardware recommendations,
and enter- except in the following scenarios where a node can be configured with 4
prise deploy- physical cores (8 vVCPUs):

ments
¢ Dedicated node for Backgrounder.

¢ Dedicated node for Tableau Prep Conductor.

« Move all the licensed process from the initial node to additional
nodes.

Note: For deployments using virtual machines, Tableau recommends dedicated CPU
affinity. If you are running Tableau Server in a virtual environment, use your VM host's
best practices for vCPU allocation in relation to the number of physical CPU cores on
the VM host. Typically 2 vCPUs = 1 physical core for Tableau Server. For example, for
AWS installations, the 4 core minimum recommendation is equivalent of 8 AWS
vCPUs. Similarly, follow the best practices provided by your virtual infrastructure pro-
vider to make sure Tableau Server has access to the appropriate compute, memory,
and data resources. If you are installing Tableau Server in a virtual environment or a
cloud-based deployment, see Virtual Machines and Public Cloud Deployments section

later in this topic.
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Estimating Disk Space

There are several factors that affect disk space requirements, including whether or not you
will be publishing extracts, flows, and the number of workbooks to Tableau Server. For more

information see Disk Space Requirements.

Baseline Configurations

Single Server Installations

Two Node Installation - Specialized for extract heavy environments

Two Node Installation - Specialized for flow environments

High Availability Installations (HA)
Single Server Installations
Recommendations

We recommend using a single machine to install your Tableau Server for initial deployments
with limited usage and are not mission critical. Single Server installations can also be expan-

ded to multi-node installation as your workloads grow.
Here are some instances when a single server installation may not be right for you:

« If your system is considered mission critical and needs to be highly available. High
availability is about minimizing the system downtime. It is achieved by eliminating
single points of failure, and having a reliable failover mechanism. Tableau Server
requires a minimum of a three-node configuration to provide redundancy and elim-
inate the single points of failure. This is one of the primary reasons to move to a multi-

node configuration.

* If you have a lot of active users and a lot of extract refreshes, the two types of loads
may be competing for the same resources on the machine. In such a scenario, a single
server configuration may not be the right option as you may need additional spe-

cialized nodes to isolate the difference workloads.
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Note: Active users represent the interactive, concurrent requests made to Tableau

Server, including consuming dashboards on a laptop or mobile device, web authoring,

and connecting to and querying Published Data Sources.
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Server Configuration
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Stand-alone Tableau Server
node

Gateway

Search & Browse

Application Server

VizPortal

VizQL Server

Data Server

Ask Data
Elastic Server
Cache Server

Backgrounder

Interactive Microservice
container
Non-Interactive
Microservice Container

Data Engine

Repository

Licensing
Cluster Controller

Coordination Service
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o Stand-alone single server node with all the processes installed on one machine.

» By default Tableau Server installer configures the number of process instances based
on the hardware on the machine. We recommend that you keep the default con-
figuration as your starting point. Below are the number of processes for an 8 core
machine.

» VizQL Server: Set to 2 instances (default calculation: Number of physical cores

divided by 4, up to a maximum of 4).
e Backgrounder, Cache Server, and Data Server: Set to 2 instances.

 All other processes, only one instance of the process is installed, regardless of
hardware.

Note: One instance of Tableau Prep Conductor is automatically configured with Back-
grounder, when you have the Data Management Product Key activated on your server.
However, Itis recommended that you have a dedicated node for Tableau Prep Con-
ductor. If you plan to have flows on your Tableau Server, it is recommended that you use
two or more nodes and dedicated one of these nodes to run only flows. The example
configuration described above does not include Tableau Prep Conductor since itis a

single node server.

Multi-Node Installations

Running Tableau Server on more than one machine is called a multi-node installation, or a
cluster. There are various reasons why you might want to have a multi-node installation. For
example, you may have heavy extract environments which can mean dedicating some hard-
ware resources to Backgrounder process. For systems that have high availability require-

ments, you need a multi-node environment that has at least three nodes.
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Two Node Installation - Specialized for extract heavy environments

Recommendations
Start with a two node configuration when the following conditions apply to you:

« Extract heavy environment: Majority of your data sources are extracts. Having just
afew, extremely large extracts could put your deployment in this category, as would

having very many small extracts.

¢ Frequent extract refreshes: Refreshing an extract is a CPU-intensive task. Deploy-
ments where extracts are frequently refreshed (for example, several times a day dur-
ing business hours) are often helped by more emphasis on the background process,

which handles refresh tasks.

Important: Two-node configurations do not meet the minimum requirements for high
availability. If you need a system that is highly available, see High Availability Install-
ations (HA).
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Server Configuration
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e Onthe initial node, install all the processes except for the backgrounder. Below is the

number of instances of the processes for an 8 core machine:

» VizQL Server: Set to 2 instances. (default calculation: Number of physical cores

divided by 4, up to a maximum of 4).

¢ Cache Server, and Data Server: Set to 2 instances. One instance of Ask Data is

automatically configured on the node that has Data Server.

 Elastic Server: Elastic Server memory is configured to 1GB by default and can
be configured to improve performance by usingthe elast-
icserver.vmopts TSM configuration option. For more information, see

tsm configuration set Options.

 All other processes, only one instance of the process is installed, regardless of
hardware. One instance of Interactive Microservice Container is installed on a
node that has Application Server enabled, and one instance of Non-Interactive

Microservice Container is installed on a node that has Backgrounder enabled.

« |solate backgrounder on the additional node. To calculate the minimum number of
backgrounder processes to run on this node, divide the computer’s total number of
physical cores by 4. To calculate the maximum number, divide the computer's total
physical cores by 2. In the example shown above, both the nodes are on machines
with 8 physical cores. When you install the backgrounder, Tableau Server auto-

matically installs one instance of the Data Engine.

Note: This configuration assumes that you do not have Tableau Prep Conductor
enabled on your Tableau Server. If are using Tableau Prep Conductor to schedule and
manage flows, and have an extract heavy environment, we recommend that you have at

least 3 nodes and use the 3 node configuration described later in this topic.

As you monitor and gather data about the performance and usage, you can fine tune and

configure the number of instances for these processes. For example, on the node where itis
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dedicated to running backgrounder, initially, you can set the number of backgrounders to
minimum (total number of cores divided by four), and increase the number of backgrounder

processes later if you find that:

» Extract refreshes are taking a long time to complete

¢ Subscriptions and alerts are not completing on time
For more information on performance tuning, see Performance Tuning topic.
Two Node Installation - Specialized for flow environments

Start with a two node configuration if you are planning to publish, schedule, and manage

flows on your Tableau Server.

Important: Two-node configurations do not meet the minimum requirements for high
availability. If you need a system that is highly available, see High Availability Install-
ations (HA).
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¢ Onthe initial node, install all the processes. Below is the number of instances of the

processes for an 8 core machine:

» VizQL Server: Set to 2 instances. (default calculation: Number of physical cores
divided by 4, up to a maximum of 4).

¢ Cache Server, and Data Server: Set to 2 instances. One instance of Ask Data is

automatically configured on the node that has Data Server.

e Backgrounder: Minimum 2, maximum 4. The diagram above shows the max-
imum for an 8 core node. Tableau Prep Conductor is automatically configured
one the node where you have backgrounder installed. On the initial node, set
the Backgrounder node role to run all job types including flows using the t sm
topology set-node-role tsm configuration. For more information, see

tsm topology set-node-role

 Elastic Server: Elastic Server memory is configured to 1GB by default and can
be configured to improve performance by usingthe elast-
icserver.vmopts TSM configuration option. For more information, see

tsm configuration set Options.

 All other processes, only one instance of the process is installed, regardless of
hardware. One instance of Interactive Microservice Container is installed on a
node that has Application Server enabled, and one instance of Non-Interactive

Microservice Container is installed on a node that has Backgrounder enabled.

* Isolated the backgrounder on the additional node to run only flows. Use the t sm
topology set-node-role tsm configuration to configure this setting. For more
information, see tsm topology set-node-role

Note: If you have both a heavy extract environment, and schedule and manage flows on

your server, we recommend that you use the 3 node configuration described below.
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High Availability Installations (HA)
Recommendations

A highly available installation of Tableau Server is a distributed installation that is designed
to maximize the availability of Tableau Server. High availability basically means that the sys-
tem is available with minimal amount of downtime. To build in redundancy for HA related
items such as repository, file redundancy, and failover, you need a minimum of three
nodes. The tolerance for downtime will vary for each organization and depends on the

SLAs you have established in your organization.

High availability is achieved by eliminating single points of failure and detecting failures and

setting up a reliable failover system. HA in Tableau Server is mainly achieved by:
« File redundancy with multiple File Store/Data Engine instances.
¢ Active/Passive Repository across two nodes.

¢ Adding an external load balancer to make sure your installation is robust to Gateway
failures and make sure that requests only get routed to functioning Gateway pro-

cesses.
Server Configuration

Three-node configuration:
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e To build in redundancy, you need to add additional nodes to host instances of the
repository and File Store/Data Engine processes. You can add instances of other pro-

cesses, including multiple instances of a process on a node.
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¢ To build redundancy for the type of backgrounder jobs, have one of the nodes (initial
node in this example) run all type of jobs. Backgrounders run all types of jobs by
default. On one of the additional nodes, set the backgrounder to run only flows, and

the other additional node to run all jobs except for flows.

¢ The successful functioning of Tableau Server depends on a properly functioning
Coordination Service. For server installations of three or more nodes, we recom-
mend that you add additional instances of the Coordination Service by deploying a
new Coordination Service ensemble. This provides redundancy and improved avail-
ability in the event that one instance of the Coordination Service has problems. For

more information, see Deploy a Coordination Service Ensemble .

¢ Elastic Server memory is configured to 1GB by default and can be configured to
improve performance by usingthe elasticserver.vmopts TSM configuration

option. For more information, see tsm configuration set Options.

» Toreduce the system’s vulnerability, you can run multiple gateways and additional
instances of some of the server processes. The fewest number of computers

required to achieve this configuration is three.

» The repository has also been moved from the initial node to one of the additional

nodes, and a second, passive instance has been added to the other new node.

¢ One instance of Interactive Microservice Container is installed on a node that has
Application Server enabled, and one instance of Non-Interactive Microservice Con-

tainer is installed on a node that has Backgrounder enabled.

NOTE: In certain circumstances you may want to limit the processes running on your
initial node. Reasons for doing this include wanting to run as few processes as possible
on the node to limit processing requests on the node. You might also remove licensed
Tableau Server processes from the node if you have a core-based license and do not
want the initial node cores to count against your core use. For more information on

Tableau Server licensed processes, see Tableau Server Processes from the node.
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Virtual Machines and Public Cloud Deployments

In general, the considerations and recommendations described in this topic apply to virtual

environment and cloud deployments.

If you are running Tableau Server in a virtual environment, use your VM host's best practices
for vCPU allocation in relation to the number of physical CPU cores on the VM host. Typ-
ically 2 v€CPUs = 1 physical core for Tableau Server. For example, for AWS installations, the

4 core minimum recommendation is equivalent of 8 AWS vCPUs.
For more information on cloud-based deployments, see:

¢ |nstall Tableau Server in the Cloud.

Beyond Baseline Configurations

If you are planning a system whose configuration is beyond the limits documented here, con-

tact Tableau Professional Services.
Disaster Recovery Considerations

While HA configurations reduce downtime, you may still encounter failures in case of a dis-
aster or hardware failures. In addition to the above considerations, you should evaluate the
importance of disaster recovery in your organization and plan for a deployment that helps

you meet your disaster recovery goals and objectives.

When planning for disaster recovery (DR) in your Tableau environment, there are two main

factors to consider:

» Recovery Time Objective (RTO), a measure of how much downtime your business

can accept before a full recovery.

* Influences how often you restore your backups to an alternative cluster and the

amount of infrastructure investment.

» Recovery Point Objective (RPO), a measure of how much data loss your business can

tolerate.
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 Influences how often you will need to take backups of your system.

* For Tableau Server the RPO cannot be shorter than the time it takes to com-

plete a full backup of your server.

The diagram below illustrates how to plan for a range of RTO requirements:

High RTO Low RTO
*  New hardware/ *  Machines provisioned » Dedicsted hardware that is always
W Ms obtained in but not running running Tableau Server (same
the case of an topology and configuration as live
outage v Tableau Server production)
installed
* Install Tableau * Backupsare restored regularly to
Server s Restore latest backup the DR environment
to ‘cold standby’
» Restore the backup environment +  External load balancer/DNS routing
to new that can be update to
environment automatically point to the failover

[DR) envricnment

RTO: Several hours/days RTO: A few hours RTO: Within a few minutes

Tableau Server Scalability

These baseline configurations may not be enough as your needs change and grow, and

you might need to scale your Tableau Server beyond these configurations. Like other enter-
prise platforms, Tableau Server scales up by adding processor, memory, and disk to exist-
ing node, and scales out by adding more nodes to a cluster. However, scalability and
performance are heavily dependent on external systems and user activity. The con-
figuration of your Tableau Server can be different depending on your requirements and vari-

ables:
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For more information on Tableau Server scalability and the variables affecting scalability,

see Tableau Server Scalability whitepaper.
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Run As Service Account

The Run As service account is a Windows account that Tableau Server uses ("runs as")
when it accesses resources. For example, Tableau Server reads and writes files on the com-
puter where Tableau Server is installed. From the perspective of Windows, Tableau Server
is doing this as the Run As service account. In some cases, Tableau Server may use the Run
As service account to access data from external sources, such as databases or fileson a

shared network directory.

As you plan your Tableau Server deployment, you need to determine if the default Run As
service account, configured to run under the context of the local Network Service account
(NT Authority\Network Service), will suffice for your needs. If it does not, then you will need
to update the Run As service account to run under a domain account that has access to the

resources in your Active Directory domain(s).

In either case, it's important to understand the security implications of the account that
Tableau Server uses for the Run As service account. Specifically, if Tableau Server needs to
access other servers, file shares, or databases that use Windows authentication, then the
account that is configured for Run As service account will be used to access those
resources. The account that is configured for Run As service account must also have elev-
ated permissions to the local Tableau Server. A general best security practice is to limit the
scope of all user accounts to the minimum required permissions. WWe make the same recom-
mendation to you as you plan Run As service account. For more information, see Data

Access with the Run As Service Account

The account you use for the Run As service account should not be a member of the Local
Administrators or Domain Administrators account. Instead we recommend using a domain
user account that is not an administrator for the Run As service account. Using a domain
account that is not a member of these administrator groups is a good security practice and
can help avoid access to certain data sources and folders. For information on best practices

when creating a Run As service account, see Creating the Run As service account.
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You can set the Run As service account during Tableau Server installation, or you can
update the Run As service account using the TSM Web Ul. Tableau Services Manager sets
permissions for the Run As service account, but if you are unsure if the account you want to
use for Run As service account satisfies the requirements, or if you have changed the Run
As service account and are getting permission errors, see Required Run As Service

Account Settings.

Run As Service Account  External S50 Repository 550

Run As Service Account
() NT AUTHORITY\MNetwark Service
(@) User Account

EXAMPLE N runas-user  ssssrasuenas

Default Run As service account: Network Service

The Network Service account is a predefined local account with limited permissions that
exists on all Windows computers. While it has limited administrative access to the local com-
puter on which it runs, it does have more access to resources than members of the Active
Directory default Users group. For example the Network Service group can write to the

registry, the event log, and has special rights to log on for application services.

By default, the Run As service account is set to a local account called Network Service. Use

the default Network Service account when:

¢ You are using local authentication for Tableau Server.

« Allusersin your organization include extracted data in the workbooks that they are
uploading to Tableau Server.
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o You are running Tableau Server in a single-server deployment.

o External data sources that your users access through Tableau Server do not require
Windows NT integrated security or Kerberos. In most data-access scenarios,
Microsoft SQL Server, MSAS, Teradata, and Oracle databases require Windows NT
integrated security.

While the Network Service account can be used to access resources on remote computers
within the same Active Directory domain we do not recommend using the default account for
such scenarios. Instead, configure a domain account for Run As service account if Tableau
Server must connect to data sources in your environment. See Change the Run As Service
Account.

Run As service account: Domain user

For all Active Directory scenarios, we recommend updating the Tableau Server Run As ser-
vice account with a domain user account. Update the Run As service account to a domain
user account when data sources accessed through Tableau Server require Windows NT

integrated security or Kerberos.

If you have deployed a distributed deployment of Tableau Server, then you can update the
Run As service account with either a domain user or a Windows workgroup user. In either
case, you must use the same user account for all server nodes. See Distributed Require-

ments for more information.

To configure your environment to use a domain account, see Change the Run As Service
Account .

Data Access with the Run As Service Account

When Windows Authentication is configured, the Run As service account requires read and
query permissions to the databases that are accessed by Tableau Server. As designed, Run
As service account permissions result in access to the same databases by Tableau Server
users with the Creator role or the Explorer (Can Publish) role. Users with these roles can
access and view the databases with the same level of access as the Run As service account

when connecting to the databases using Windows Authentication option on Tableau Server.
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For example, a user with the Creator role can view all databases that have been granted

access to the Run As service account.

If the Creator-user specifies the database host name and selects Windows Authentication
when creating a new data source from a web browser, then the user will be able to view the

databases that have been permissioned for the Run As service account.

View access to database assets are not restricted to users who connect to Tableau Server
with a web browser. Sophisticated users, who have the same roles noted above and who
have knowledge of database server names, can also craft workbooks with Tableau
Desktop that can view the databases that have been permissioned for the Run As service

account.

The functionality described here is universal for all data sources that are accessed by the
Run As service account, regardless of how users authenticate with Tableau Server. For
example, even if users authenticate to Tableau Server with Kerberos or SAML, their access
to all Run As-configured data sources will be the same. Users with Creator or Explorer
(Can Publish) are able to access all data that is permissioned for the Run As service

account.
Recommendations

Whether user access to databases in these scenarios is acceptable must be assessed by
your organization. Generally, reducing the usage and scope of the Run As service account
will reduce the likelihood of inadvertent user access to database content. However, redu-
cing the usage and scope of the Run As service account may also impose more credential

management to you and your users.

Evaluate the following recommendations in context of your business needs and data access

policies.

« Firstly, be sure that you trust all users who have Creator roles or Explorer (Can Pub-
lish) roles. You will rely on these users to perform actions in Tableau with integrity.

« Ifyou cannot trust all of your users who have publishing rights on data sources that
are accessed by the Run As service account, then you should consider embedding
credentials for those data sources.
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o Ifadatasource is not set up for automated extract refreshes, that is, the data source is
primarily accessed as a live connection, then you may be able to use Kerberos
Delegation. For requirements, see Enable Kerberos Delegation.

Configure Data Source Connection Settings

To automatically authenticate your users when the workbook they're accessing connects to
a live, Windows-authenticated data source, configure your Tableau data connection with the

Use Windows Authentication option selected:

Windows Authentication Username and Password

Each Tableau Server user is prompted
for database credentials

Authenticates with the server’s Run As
user service account

Microsoft SQL Server Microsoft SQL Server

Server: mssgl.example.com Server: mssgl.example. com

Database: | Cptionz Database: | Optiona

Enter information to sign in to the database: Enter information to sign in to the database:

{®) Use Windows Authentication (preferred) se Windows Authentication (preferred)

|Ise & spedfic username and password:

i®) Use a spedfic username and password:

sername; jsmith
Password: T
Require S5L Require S5L

[ ] Read uncommitted data

Initial SQL...

Tableau Software

[ ] Read uncommitted data

Initial SQL...
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It's important to understand how the Run As service account accesses data on behalf of the
users in your organization. In some cases, users may inadvertently access data that their
users accounts are not explicitly permissioned for. Before allowing users to access data

with the Run As service account, review Data Access with the Run As Service Account.

Change the Run As Service Account

Depending on your environment and data access requirements, you may want or need to
change the Run As service account. There are two main scenarios where you change the

Run As service account:

« Replacing the default Run As local account (NetworkService) with a domain account.
If you are operating in an environment where a majority of your data sources are
authenticated in the context of Active Directory (Windows NT integrated security) then
you will need to configure the Run As service account to use a domain account, not
the local account (NetworkService).

« Changing an existing domain Run As service account to a different account.

This topic describes both scenarios and describes how to update the Run As service

account password.

The account you use for the Run As service account should not be a member of the Local
Administrators or Domain Administrators account. Instead we recommend using a domain
user account that is not an administrator for the Run As service account. Using a domain
account that is not a member of these administrator groups is a good security practice and
can help avoid access to certain data sources and folders. For information on best practices

when creating a Run As service account, see Creating the Run As service account.
Replacing the default Run As local account (NetworkService) with a domain account

If you are going to replace the default NetworkService account with a domain account, we

recommend using a dedicated account for the Run As service account. Follow these steps:

1. Create the Run As service account in Active Directory
2. Configure Tableau Server to use the Run As service account
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Creating the Run As service account

Follow these best practices:

o It'simportant to understand how the Run As service account accesses data on behalf
of the users in your organization. In some cases, users may inadvertently access data
that their users accounts are not explicitly permissioned for. Before you create a Run
As service account, review Data Access with the Run As Service Account.

o Create a dedicated accountin Active Directory for the Tableau Server Run As service
account. In other words, don’t use an existing account. By using a dedicated account
you can be sure that the data resources that you permission for Tableau Server are
only accessible by Tableau Server Run As service account.

o The Run As service account is used to query users and group membership in Active
Directory. By default, the NetworkServices account and default domain users have per-
mission to query Active Directory. Do not restrict read or query permissions for the Run
As service account.

o Do not use an account with any kind of domain administrative permissions. Spe-
cifically, when you create an account in Active Directory, create an accountin the
domain User Group. Do not add the account that you create to any Active Directory
security groups that needlessly elevate the permissions for the account.

« Permission the data sources in your directory for this one account. The account that
you’ll use for Run As service account only needs Read access to the appropriate data
sources and network shares.

« Ifusers in your organization authenticate with smart cards, disable the smart card
logon option for the Run As service account.

o Ifyou have installed Tableau Server on a drive other than the system drive, then you
will need to configure the system drive to allow the Run As service account additional
permissions. The system drive is the drive where Windows is installed. For example, if
you have installed Windows on the C:/ drive, then C:/is your system drive. If you install
Tableau Server on any other drive (D:/, E:/, etc), then you will need to configure per-
missions for the Run As service account on the system drive. See Required Run As
Service Account Settings for more information.

Configuring the Run As service account in Tableau Server

After you have created the Run As service account in Active Directory, configure Tableau

Server to use that account.
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Use the TSM Web Ul to configure the Run As service account for the first time.
To configure the Run As service account
1. Open TSMin a browser:

https://<tsm-computer-name>:8850. For more information, see Sign in to Tableau

Services Manager Web Ul.
2. Click the Security tab, and then click the Run As Service Account tab.

3. Select User Account and then enter the user name and password for the service
account. Specify the domain name as domain\account, where domain name is

the NetBIOS name of the domain where the user resides:

Run As Service Account  External S50 Repository 550

Run As Service Account

(O NT AUTHORITY\MetworkService
(@) User Account

EXAMPLENrUnas-user  sssavasasas

4. Click Save to verify the user name and password.

5. When you are finished, click Pending Changes, and then click Apply Changes

and Restart.

After you update the Run As service account, Tableau Server will automatically configure

permissions on the local computer for the account that you have entered.
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Changing an existing domain Run As service account to a different account

To change an existing domain Run As service account to a different account, you must apply
permissions to that new account. To apply permissions to your new Run As service account,

you must first reset permissions by applying them to the default NetworkService account.

Before you begin, verify that the new account that you will be using for the Run As service
account complies with the best practices noted previously in the section, Creating the Run

As service account.

This procedure requires you to restart Tableau Server services twice, so run this procedure
during off hours.

Use the TSM web interface

1. Open TSMin a browser:

https://<tsm-computer-name>:8850. For more information, see Sign in to Tableau

Services Manager Web Ul.
2. Click the Security tab, and then click the Run As Service Account tab.
3. Under User Account, select NT Authority\NetworkService.
4. Click Save.

5. When you are finished, click Pending Changes, and then click Apply Changes and
Restart.

6. After the server restarts, open TSM and navigate to the Run As Service Account
tab.

7. Select User Account and then enter the user name and password for the service
account. Specify the domain name as domain\account, where domain name is the

NetBIOS name of the domain where the user resides:
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Run As Service Account  External 550 Repository 550

Run As Service Account

(O NT AUTHORITY \NetworkService
(@) User Account

EXAMPLENrunas-user LCLEELEER TR

(]

[¥1]
T

8. Click Save to verify the user name and password.

9. When you are finished, click Pending Changes, and then click Apply Changes

and Restart.

10. Revoke the permissions for the previous account. See Revoke Run As Service

Account Permissions.

Use the TSM CLI

1. Reset the Run As service account to NetworkService. Run the following command:

tsm configuration set -k service.runas.username -v "NT

AUTHORITY\NetworkService"
2. Run the following command to save this change and restart:
tsm pending-changes apply

3. Setthe Run As service account to the new account. Run the following commands:
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tsm configuration set -k service.runas.username -v

<domain\username>

tsm configuration set -k service.runas.password -v "<pass-

word>"

Enclose the password with double quotes to ensure special characters in the string
are processed correctly. To view the password as it will be stored, run the following
command:

tsm pending-changes list

The password will be validated with Active Directory. If valid, then the password will be

encrypted and saved. TSM will not report success or failure.
4. Run the following command to save and restart:

tsm pending-changes apply

Troubleshooting:

» Verify that the server has started. [fit is in a degraded state, then you may have
entered an incorrect password. View the stored password by running the con-
figuration get command. This command will decrypt and display the pass-

word in the shell. Run the following command:
tsm configuration get -k service.runas.password
If the previous password is displayed, then you did not enter a valid password.

e Enter the correct password (see Step 3), and then run the following command
to save and restart:

tsm pending-changes apply

5. Revoke the permissions for the previous account. See Revoke Run As Service

Account Permissions.
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Updating the Run As service account password

If the Run As service account password has been updated in Active Directory you must
update it for Tableau Server. The Run As service account password is encrypted and

stored on Tableau Server. For more information, see Manage Server Secrets.

If you are running Tableau Server in a distributed deployment, then you only need to update
the password with TSM on the initial node in the cluster. TSM will distribute this con-

figuration to each node automatically.

Use the TSM web interface

1. Open TSMin a browser:

https://<tsm-computer-name>:8850. For more information, see Sign in to Tableau

Services Manager Web Ul.
2. Click the Security tab, and then click the Run As Service Account tab.
3. Under User Account, enter the password for the service account.
4. Click Save to verify the password.

5. When you are finished, click Pending Changes, and then click Apply Changes

and Restart.

Use the TSM CLI

1. Setthe new password. Run the following command:

tsm configuration set -k service.runas.password -v "<pass-

word>"
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Enclose the password with double quotes to ensure special characters in the string
are processed correctly. To validate that special characters were escaped correctly,

run the following command to view the password as it will be stored:

tsm pending-changes list

The password will be validated with Active Directory. If valid, then the password will be

encrypted and saved. TSM will not report success or failure.
2. Run the following command to save and restart:

tsm pending-changes apply

Troubleshooting:

e Verify that the server has started. [fit is in a degraded state, then you may have
entered an incorrect password. View the stored password by running the con-
figuration get command. This command will decrypt and display the pass-
word in the shell. Run the following command:

tsm configuration get -k service.runas.password
If the previous password is displayed, then you did not enter a valid password.

e Enter the correct password (see Step 1), and then run the following command
to save and restart:

tsm pending-changes apply
Troubleshooting: Update the password in the Microsoft Services console

In some cases, you may see service failures after updating the Run As service account pass-
word. If so, then you may need to manually update the password for the Tableau Server
Services Manager service. Update the password in the Microsoft Services management
console.
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If you are running Tableau Server in a distributed deployment, then you must perform the fol-

lowing procedure on each node in the cluster.
1. Stop Tableau Server.
¢ Touse the TSM CLI, run the following command:
tsm stop

e Touse the TSM Web Ul, on the top-right of the page, click the drop-down list

next to the status, and then click Stop Tableau Server:

Tableau Server is running *

Restart Tableau Server

Stop Tableau Server

[

2. Open the Services MMC snap-in on the Windows computer that is running Tableau

Server.

3. Double-click the Tableau Server Services Manager service to open the properties

page.

4. Onthe Tableau Server Services Manager Properties page, click the Log On tab,

and then enter the password for the service account.
5. Click Apply, then click OK.

6. Restartthe Tableau Server Services Manager service by right-clicking on the ser-

vice name and then clicking Restart.

7. Start Tableau Server.
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e Touse the TSM CLI, run the following command:
tsm start

e Touse the TSM Web Ul, on the top right of the page, click the drop-down list

next to the status, and then click Start Tableau Server.

Related tasks

The Run As service account is central to many operations on Tableau Server, especially

those that are involved with remote data access. To avoid access errors, review the tasks

here and follow the links for those that apply to your scenario.

If you are running Tableau Server in an organization with multiple Active Directory
domains, see Domain Trust Requirements for Active Directory Deployments.
Enabling Kerberos single sign-on requires additional configuration related to the Run
As service account. To enable Kerberos single sign-on with Tableau Server, see Ker-

beros.
Enabling impersonation requires additional configuration related to Run As service

account. To deploy and enable impersonation with Microsoft SQL Server, see Imper-

sonate with Embedded SQL Credentials.
If you have installed Tableau Server onto the non-system drive, then you will need to

manually set some permissions for the Run As service account. See Required Run As

Service Account Settings for more information.
If you have changed the Run As service account, then we recommend revoking the

permissions for the previous account. See Revoke Run As Service Account Per-
missions.

If your organization uses a forward proxy solution, then you may need to reconfigure
the local LAN settings on the Tableau Server with the Run As service account. See
Configure a forward proxy server for more information. In this scenario, the Run As ser-
vice account must also be temporarily configured as the log on account for Tableau
Server Administrative Controller for product key operations. See Configure Product
Key Operations with Forward Proxy.
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Troubleshoot Run As User

As discussed in the topic, Run As Service Account, Tableau Server requires administrative-
like access to the machine on which itis installed. Therefore, when you update the Run As
service account, a background process will configure permissions on the Tableau computer
for that account. However, in some complex deployment scenarios you may need to verify
or manually configuration the Run As service account permissions on the local Tableau
Server computer. Use this section to verify how permissions are configured on the
machines running Tableau Server in your deployment. This section also includes pro-
cedures that describe how to set permissions and configure security policies for the Run As

service account.

Required Run As Service Account Settings

The Run As service account needs permissions that allows it to modify files and registry set-
tings. In addition, because the Run As service account is used as the security context for the
Tableau Server Application Manager service (tabsvc), the account must also be given rights

tolog on as a service.

These permissions are set automatically when you update the Run As service accountin
Tableau Server Configuration as described in the topic, Change the Run As Service

Account.

If you have changed the Run As service account, then we recommend revoking the per-

missions for the previous account. See Revoke Run As Service Account Permissions.

The account you use for the Run As service account should not be a member of the Local
Administrators or Domain Administrators account. Instead we recommend using a domain
user account that is not an administrator for the Run As service account. Using a domain
account that is not a member of these administrator groups is a good security practice and
can help avoid access to certain data sources and folders. For information on best practices

when creating a Run As service account, see Creating the Run As service account.
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If you have recently changed Run As service account or are getting permission errors, use
this section to confirm that Tableau Server meets the permission requirements that are
detailed here. If you're running a distributed installation, all Run As service account per-
mission configurations must be the same across all nodes.

Note: Do not hide the files created by the Tableau Server installer.

Verify Folder Permissions

The account the Tableau Server service runs under is referred to as the Run As service
account. The Run As service account needs permission to specific folder resources on the
Windows computer.

This topic provides:

« An accounting of the permissions that are required by the Run As service account.
o Information about installing Tableau Server in non-default locations.
o How to reapply permissions on an existing Run As service account using TSM.

This topic refers to the drive where Windows is installed as the system drive. The system
drive is equivalent to the Windows environmental variable, $WINDIR%. The drive where

Tableau Server is installed is referred to as the install drive.

Resource | Sys- File Path Per-
tem or missions
install required
drive
folder system | SYSTEMROOT :\windows\system32 Read, List
folder con-
tents
execut- system | SYSTEMROOT : \win- Read &
able dows\system32\cmd.exe execute
Drive root | install root, forexample, Local Disk (C:) Read, List
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folder con-
tents
folder install | PROGRAMFILES\Tableau\Tableau Server  Modify
folder install | \ProgramData\Tableau\Tableau Modify
(onsys- sServer\
tem
drive)
folder install | \Tableau\Tableau Server\data\ Modify
(on
non-
system
drive)

When you update the Run As service account in TSM, a background process will configure
the folder permissions on the Tableau computer for the Run As service account that you

specify.

In this case, where you are installing on the system drive into the default folder (C:\Program
Files\Tableau), the configuration of folder permissions will be handled by TSM. You do not
need to verify or change any folder permissions for this scenario. If you install Tableau

Server onto a different drive, you will need to manually configure some permissions.

Installing in @ non-default location

If you are installing Tableau Server in a non-default location on a different drive, then you
will need to configure permissions on the installation folder for Run As service account as

well as the predefined local accounts: Network Service, Local Service, and System.

The following table describes the permissions that are applied if you install Tableau Server
in a non-default location. All of these permissions are set on the installation folder, and are
inherited by the subfolders and files in the installation folder. These permissions are con-

figured by the Tableau Setup program and are also reconfigured whenever you upgrade
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Tableau Server to a new version. Changing permissions on these folders may impair func-

tionality.

For more information about different accounts used by Tableau Server, see Windows

Accounts and Permissions.

Set permissions for this account: Permissions required

The user account that is used to install and Full control
upgrade Tableau Server

The user account thatis used to run Full control
TSM commands

System account Full control

Run As service account, Network Service, Read & execute
and Local Service

Reapplying folder permissions

In some organizations, Group Policy or other system management solutions are used to
standardize permissions and accounts on application servers. If your organization runs a
such a solution, be sure to configure the system to accommodate the folder permissions
required by the Run As service account. If the folder permissions for the Run As service
account have been changed, you can use TSM to reapply the permissions. See Changing
an existing domain Run As service account to a different account.

Verify Registry Permissions

The account the Tableau Server service runs under needs permission to modify the registry

on the local machine.

In a multi-node cluster, the registry permissions are only granted on the tsm node in the
cluster.
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When you update the Run As service account, TSM will configure the registry permissions

on the Tableau computer for the account you specify. It's unlikely that you will need to apply

these permissions manually.

Verify that the Run As service account has been granted permissions to the HKEY LOCAL

MACHINE\Software\Tableau registry branch. If the account that you have specified as

the Run As service account is a member of the local administrative group or a member of

the Domain Admins security group, then the account will not be displayed on the Per-

missions page.

Permissions

TSM will grant Read permission and the following Special permissions to these branches:

Query Value

Set Value

Create Subkey
Enumerate Subkeys
Notify

Write DAC

Write Owner

Read Control

To view or edit permissions on registry directories:

1.
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Open the Registry Editor by entering regedi t in Windows Run, and then clicking
OK.

In Registry Editor, navigate to the directory where you want to view or edit per-
missions. Right-click the directory, and then click Permissions....

In Permissions, on the Security tab, select the Run As service account, and then click
Advanced.

If you are adding your Run As service account, then click Add and follow the Win-
dows process for adding a user account to the Security tab. After you have added the

account, then select the Run As service account, and then click Advanced
In Advanced Security Settings. on the Permissions tab, select the Run As service
account, and then click Edit.
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5. On the Permission Entry, under Basic permissions, verify that Read and Special per-
missions are selected. Verify that Only apply these permissions to objects
and/or containers within this container is not selected.

6. To view or edit Special permissions, click Show advanced permissions.

7. Under Advanced permissions, verify that the permissions enumerated at the begin-
ning of this topic are selected. Verify that Only apply these permissions to objects
and/or containers within this container is not selected.

8. Ifyou have set new permissions, then click OKthrough the multiple windows to finish. If
you have viewed permissions and not edited anything, then click Cancel to close all
windows.

Verify the Local Security Policy

After you specify a Run As service account in Tableau Services Manager (as described in
the topic, Change the Run As Service Account), TSM will update the local security policy on
the computer running Tableau Server. TSM will update the local security policy to give "log
on as a service" and "log on locally" permissions to the Run As service account. This elev-
ated policy is required because the Run As service account is used as the security context for

the Tableau Server Application Manager service (tabsvc).

Note: If the Run As service account that you specify in TSM is a member of the local
administrators or a domain administrator, then TSM may not update the local security
policy. Updating the Run As service account with an account that is a member of local
administrators or domain administrators is not a good security practice. WWe recommend

using a domain User account for the Run As service account.

In some cases, you may need to manually set security policy for your Run As service

account. For example, some organizations run Windows Group Policy that remove "Log on
as a service" or "Allow log on locally" rights that have been set on user accounts. Or an organ-
ization may run a policy that creates a permission conflict by specifying "Deny log on as a ser-
vice." If your organization does this, then you will need to disable or edit such Group Policies
so that your Run As service account is not affected. For details on best practices when cre-

ating a Run As service account, see Creating the Run As service account.
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The following procedure describes how to configure security policies, Log on as a service
and Allow log on locally, manually. You can also use the procedure below to verify that

your Run As service account is appropriately configured with local security policy rights. For
example, you should verify that the Run As service account is not specified on the Deny log

on as a service policy.

If you are running a distributed installation, then configuration must be the same across the
initial and all additional nodes.

To verify or update the local security policy:
1. Select Start > Control Panel > Administrative Tools > Local Security Policy.
2. InLocal Security Policy, open Local Policies, select User Rights Assignments.

To verify or set Log on as a service policy:
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a. Right-click Log on as a service policy and then click Properties.

i Local Security Policy

File Action View Help

&= | 2FXE = HA

=)o

i Security Settings
s[4 Account Policies
4 [ Local Policies
s[4 Audit Policy
‘a4 User Rights Assignment
s[4 Security Options

| Metwork List Manager Policies
> || Public Key Policies
s || Software Restriction Policies
s> || Application Control Policies

4 | 1] |

> ] Windows Firewall with Advanced Sec

H g IP Security Policies on Local Compute
s || Advanced Audit Policy Configuration

-

Policy

12 Create permanent shared objects

12 Create symbaolic links

l2i) Debug programs

2] Deny access to this computer from the network
2] Deny log on as a batch job

lzi) Deny log on as a service

1) Deny log on locally

1) Deny log on through Remote Desktop Services
1) Enable computer and user accounts to be trusted for delega...
12 Force shutdown from a remote system

12 Generate security audits

12 Impersonate a client after authentication

1) Increase a process working set

2] Increase scheduling priority

1| Load and unload device drivers

12 Lock pages in memory

1) Log on as a batch job

Es] Log on as a service
1) Manage auditing and se
1) Modify an object label

2] Modify firmware environfment values

1io| Perform volume maintenance tasks

N 1 F

m

Opens the properties dialog box for the current selection,

In Log on as a service Properties, click Add User or Group.
Type the <domain>\<username> for the Tableau Server Run As service

account (for example: MYCO\tableau server), and click Check Names.

d. When the account resolves correctly, it is underlined. Click OK.

To verify or set Allow log on locally policy:

a. Right-click Allow log on locally policy and then click Properties.
b. Verify that the Run As service account is specified. If it is not, follow the pro-

cedure above to add the Run As service account.

To verify Run As service account is not specified in the Deny log on as a ser-

vice policy:
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a. Right-click Deny log on as a service policy, and then click Properties.
b. InDeny log on as a service Properties , verify that the Run As service
accountis not listed. If it is, remove it. When you are finished, click OK.

3. Click OK to close the Local Security Settings windows.
Verify Tableau Service Settings

Confirm that Tableau services are assigned the correct Log On and Startup values. If you
are running a distributed installation of Tableau Server, perform these steps on all nodes in

the cluster.

Note: The Startup Values for TSM services changed in these maintenance releases:
2020.215, 2020.3.10, 2020.4.6, and 2021.1.3. Values changed from "Automatic" to
"Automatic (Delayed Start)" for the following TSM services: Tableau Server Admin-
istration Agent, Tableau Server Administration Controller, Tableau Server Client File
Service, Tableau Server Coordination Service, Tableau Server License Manager, and
Tableau Server Service Manager. If you are running older versions of Tableau Server
you do not have to change these values from "Automatic" but can do so without neg-

ative impact.

1. Log on as administrator to the computer running Tableau Server.

2. Onthe Tableau Server computer, select Start > Control Panel > Administrative

Tools > Computer Management > Services and Applications > Services.

3. Open Services and Applications, then click Services. Confirm that the following ser-

vices have the correct settings:

Service Name Logon Value Startup Value
FLEXnet Licens- Local System Automatic
ing Service 64
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Service Name Logon Value Startup Value
Secondary Logon | Local System Manual
Tableau Server Local System Automatic
Administration (Delayed Start)
Agent
Tableau Server Network Service Automatic
Administration (Delayed Start)
Controller
Tableau Server Cli-| Network Service Automatic
ent File Service (Delayed Start)
Tableau Server Network Service Automatic
Coordination Ser- (Delayed Start)
vice
Tableau Server Local Service Automatic
License Manager (Delayed Start)

The License Manager relies on default
(Runs oninitial Windows folder permissions that are
node only) applied to the Local Service. In more

secure environments, you must modify

the permissions on the Tableau install-

ation directory. Otherwise, you may

encounter licensing errors.

See Verify Folder Permissions for more

information.
Tableau Server <domain>\<username> This is the Run | Automatic
Service Manager | As service account. See below. If you (Delayed Start)

have not specified a Run As service
account, then the Network Service sys-
tem account is used.
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Note: Do not change the default settings on the Recovery tab of the Tableau Server
Service Manager Properties dialog box; leave the settings for failure recovery as

Restart the Service.

Changing the Log On Value

To change the Log On value for Tableau Server (tabsvc) to the Run As service account,

see Change the Run As Service Account.
Revoke Run As Service Account Permissions

Changing the Run As service account in Tableau Server Configuration Ultility does not
remove the permissions from the previous account. Therefore, after you change the Run As
service account, we recommend manually revoking permissions from the previous account
as a secure best practice. Follow the procedure below to revoke permissions from the pre-

vious Run As service account.

If you have changed your Run As service account and your organization uses a forward
proxy solution, then you may need to reconfigure the local LAN settings with the new Run

As service account. See Configure a forward proxy server for more information.

You must be logged onto the Tableau Server computer with an administrator account to per-

form the following procedures.
Remove folder permissions

Tableau Server configures permissions on Windows folders according to the location
where you install Tableau Server. Before you remove folder permissions, review Verify
Folder Permissions to identify the resources for which you will need to remove permissions.

Run the following procedure for each of the resources you have identified:

1. For each resource (drive, folder, executable), right-click the resource, and then click
Properties.

2. Onthe resource property page, click the Security tab, and then click Edit to change
permissions.
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3. On the Permissions page, select the previous Run As service account and then click
Remove.
4. Click OK.

Remove registry permissions

Remove the previous Run As service account from the following registry locations:

« HKEY_CURRENT_USER\Software\Tableau
o HKEY_LOCAL_MACHINE\Software\Tableau

Warning: Editing the Windows registry incorrectly can have harmful effects on your

computer.

1. Open the Registry Editor by entering regedi t in Windows Run, and then clicking OK.

2. Foreachregistry directory, right-click the Tableau folder, and then click
Permissions.

3. Inthe Permissions for Tableau page, select the previous Run As service account,
and then click Remove.

4. Click OK.

Remove security policies

Remove the previous Run As service account from the following security policies:

o “Logon as aservice” policy
o “Allow log on locally” policy

1. Select Start > Control Panel > Administrative Tools > Local Security Policy.
2. InLocal Security Policy, open Local Policies, select User Rights Assignments.
3. Foreach policy:
a. Right-click the policy and then select Properties.
b. On the policy property page, select the previous Run As service account, and
then click Remove.
c. Click OK.
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|dentity Store

Tableau Server requires an identity store to manage user and group information. There are
two kinds of identity stores: local and external. When you install Tableau Server you must

configure either a local identity store or an external identity store.

For information about configuration options for the identity store, see identityStore Entity

and External Identity Store Configuration Reference.

Local identity store

When you configure Tableau Server with a local identity store, all user and group inform-
ation is stored and managed in the Tableau Server repository. In the local identity store

scenario, there is no external source for users and groups.

External identity store

When you configure Tableau Server with an external store, all user and group information is
stored and managed by an external directory service. Tableau Server must synchronize
with the external identity store so that local copies of the users and groups exist in the
Tableau Server repository, but the external identity store is the authoritative source for all

user and group data.

If you have configured the Tableau Server identity store to communicate with an external
LDAP directory, then all users (including the initial admin account) that you add to Tableau

Server must have an account in the directory.

When Tableau Server is configured to use an external LDAP directory, you must first import
user identities from the external directory into the Tableau Server repository as system
users. When users sign in to Tableau Server, their credentials are passed to the external dir-
ectory, which is responsible for authenticating the user; Tableau Server does not perform
this authentication. However, the Tableau user names stored in the identity store are asso-
ciated with rights and permissions for Tableau Server. Therefore, after authentication is veri-

fied, Tableau Server manages user access (authorization) for Tableau resources.
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Active Directory is an example of an external user store. Tableau Server is optimized to inter-
face with Active Directory. For example, when you install Tableau Server on an Active Dir-
ectory domain-joined computer using the Configure Initial Node Settings, Setup will detect
and configure most Active Directory settings. If, on the other hand, you are using TSM CLI to
install Tableau Server, you must specify all the Active Directory settings. In this case, be sure

to use the LDAP - Active Directory template to configure identity store.

If you are installing into Active Directory, you must install Tableau Server onto a computer
that is joined to the Active Directory domain. Additionally, we recommend that you review

User Management in Deployments with External Identity Stores before you deploy.

For all other external stores, Tableau Server supports LDAP as a generic way to com-
municate the identity store. For example, OpenLDAP is one of several LDAP server imple-
mentations with a flexible schema. Tableau Server can be configured to query the
OpenLDAP server. To do so, the directory administrator must provide information about the
schema. During setup, you must use Configure Initial Node Settings to configure a con-
nection to other LDAP directories.

LDAP bind

Clients that wish to query a user store using LDAP must authenticate and establish a ses-
sion. This is done by binding. There are multiple ways to bind. Simple binding is authen-
ticating with a username and password. For organizations that connect to Tableau Server
with simple bind, we recommend configuring an SSL encrypted connection, otherwise the
credentials are sent over the wire in plaintext. Another type of binding Tableau Server sup-
ports is GSSAPI binding. GSSAPI uses Kerberos to authenticate. In Tableau Server’s case,

Tableau Server is the client and the external user store is the LDAP server.
LDAP with GSSAPI (Kerberos) bind

We recommend binding to LDAP directory with GSSAPI using a keytab file to authenticate
to the LDAP server. You will need a keytab file specifically for the Tableau Server service.
We also recommend encrypting the channel with the LDAP server using SSL/TLS. See see
Configure Encrypted Channel to LDAP External Identity Store.
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If you are installing into Active Directory, and the computer where you are installing Tableau
Server is already joined to the domain, then the computer may already have a configuration
file and a keytab file. In this case, the Kerberos files are for the operating system func-
tionality and authentication. Strictly speaking, you can use these files for GSSAPI bind, but
we don't recommend using them. Instead, contact your Active Directory administrator and
request a keytab specifically for the Tableau Server service. See Understanding Keytab

Requirements.

Assuming your operating system has a properly configured keytab for authentication to the
domain, then the Kerberos keyfile for GSSAPI bind is all you need for the base installation
of Tableau Server. If you plan to use Kerberos authentication for users, then configure Ker-
beros for user authentication and Kerberos delegation to data sources after installation is

complete.

LDAP over SSL

By default, LDAP with simple bind to arbitrary LDAP servers is not encrypted. User cre-
dentials that are used to establish the bind session with the LDAP server are communicated
in plaintext between Tableau Server and the LDAP server. We strongly recommend that

you encrypt the channel between Tableau Server and the LDAP server.

If your organization uses an LDAP directory other than Active Directory, see Configure
Encrypted Channel to LDAP External Identity Store.

Authenticating clients

Basic user authentication in Tableau Server is by username and password sign-in for both
local and external user stores. In the local case, user passwords are stored as a hashed
password in the repository. In the external case, Tableau Server passes the credentials to
the external user store and awaits a response as to whether the credentials are valid.
External user stores can also handle other kinds of authentication like Kerberos or SSPI
(Active Directory only), but the concept is still the same, Tableau Server delegates the cre-

dentials or user to the external store and awaits a response.

186 Version: 2021.3 Tableau Software



Tableau Server on Windows Help

You can configure Tableau Server such that username-password sign-in is disabled. In
these scenarios other authentication methods, such as trusted authentication, OpenlID, or
SAML can be used. See Authentication.

In some cases, you may need to update LDAP external directories to allow bind operations

with username + DN format from Tableau Server. See User binding behavior on signiin.

User Management in Deployments with External Identity
Stores

This topic describes important technical details that you should be familiar with if you use an
external identity store to manage users for Tableau Server. Tableau Server supports con-
necting to an external directory using LDAP. In this scenario, Tableau Server imports users

from the external LDAP directory into the Tableau Server repository as system users.

Arbitrary LDAP directories

The system username in Tableau is whatever attribute you set as part of LDAP con-
figuration, for example "cn". This is true for both individual user import and group sync func-

tionality. See External Identity Store Configuration Reference.
User binding behavior on sign in

You may need to update your LDAP configuration to allow binding with usernames appen-
ded with the DN. Specifically, you will need to update your LDAP configuration when
Tableau Server is configured with an arbitrary LDAP directory. (e.g., OpenLDAP) that uses
UPN or Email addresses as usernames.

Tableau Server will search for a given user based on the username that is supplied during
sign in. Tableau Server will then attempt to bind with the username appended with the DN.
In the case where Tableau Server has been configured with GSSAPI, then the user-

name@REALM (domain name) will be used.
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Active Directory

This content in rest of this topic assumes that you are familiar with Active Directory user

management and basic Active Directory schema and domain concepts.

If you are installing into Active Directory, you must install Tableau Server onto a computer
that is joined to the Active Directory domain.

Note: In the context of user and group synchronization, Tableau Server configured
with LDAP identity store is equivalent to Active Directory. Active Directory syn-
chronization features in Tableau Server function seamlessly with properly configured
LDAP directory solutions.

Active Directory user authentication and Tableau Server

Tableau Server stores all user names in the Tableau Server identity store, which is man-
aged by the repository. If Tableau Server is configured to use Active Directory for authen-
tication, you must first import user identities from Active Directory to the identity store. When
users sign in to Tableau Server, their credentials are passed to Active Directory, which is
responsible for authenticating the user; Tableau Server does not perform this authen-
tication. (By default, NTLM is used for authentication, but you can enable Kerberos or

SAML for single sign-on functionality—however, in all these cases, authentication is left to
Active Directory.) However, the Tableau user names stored in the identity store are asso-
ciated with rights and permissions for Tableau Server. Therefore, after authentication is veri-

fied, Tableau Server manages user access (authorization) for Tableau resources.

Active Directory user name attributes and Tableau Server

Active Directory uniquely identifies user objects using several attributes. (For details, see
User Naming Attributes on the MSDN website.) Tableau Server relies on two Active Dir-

ectory user naming attributes:
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e sAMAccountName. This attribute specifies the logon name that was originally
designed for use with older versions of Windows In many organizations, this name is
combined with the NetBIOS name for authentication, using a format like example\j-
smith, where example is the NetBIOS name and jsmith is the sAMAc-
countName value. Due to the original design in Windows, the sAMAccountName
value must be less than 20 characters.

In the Windows Active Directory Users and Computers administrative console,
this value is in the field labeled User logon name (pre-Windows 2000) on the

Account tab of the user object.

e userPrincipalName (UPN). This attribute specifies a user name in the format
jsmithQ@example.com, where jsmith isthe UPN prefixand Gexample.comis
the UPN suffix.

In the Windows Active Directory Users and Computers administrative console,
the UPN is a concatenation of two fields on the Account tab of the user object: the

User logon name field, and the domain drop-down list next to it.

Adding users from Active Directory

You can add users individually from Active Directory, either by typing them in the server envir-
onment or by creating a CSV file and importing the users. You can also add Active Directory
users by creating a group via Active Directory and importing all of the group's users. The res-
ult can be different depending on which approach you're using.

Importing UPN prefix as username

The user name that Tableau Server willimport into the identity store will be the sAMAc-

countName value unless one of the following is true:

 Ifthe UPN prefix of the user specified is greater than 20 characters, and the search
string matches the full UPN, and is entered with the Windows login format
(domain\UPN).

Consider a user with the following Active Directory attributes:
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e UPN:jsmithl123456789012345@example.lan
o sAMAccountName: jsmith

To import this user so that the UPN prefix (jsmith123456789012345)is used as
the Tableau Server username, specify this search string when importing the user:
example.lan\jsmithl123456789012345Qexample.lan

(To import this user so that sAMAccountName is used, simply specify 5 smi th when
importing).

* Ifthe user name you specify includes an @symbol in the UPN prefix (§smith@-
domain) and the search string you enter is either in the Windows domain login

format (example.lan\jsmith@domain)oristhe full UPN.

Consider a user with the following Active Directory attributes:

e UPN: jsmith@domain@example.lan (in this case, the UPN prefixis
jsmith@domain and the UPN suffixis example. lan)
¢ sAMAccountName: jsmith

To import this user so that the UPN prefix (jsmith@domain) is used as the Tableau
Server username, specify either one of the following search strings when importing
the user:

e example.lan\jsmith@domain

e jsmith@domain@example.lan

(To import this user so that sSAMAccountName is used, simply specify jsmith when
importing).

If user names were inadvertently imported using UPN names, you can delete the accounts
in Tableau Server and then reimport those accounts using the sAMAccountName value for
the user name, as shown in User logon name (pre-Windows 2000) in the Windows Act-

ive Directory Users and Computers administrative console.

In all cases, the Tableau Server Users page will present user names with the prefix of the

UPN only. The full UPN is not displayed in the Tableau Server Users page.

190 Version: 2021.3 Tableau Software



Tableau Server on Windows Help

Adding user groups

If you import an Active Directory user group, Tableau will import all users from the group

using the sAMAccountName.
Sync behavior when removing users from Active Directory

Users cannot be automatically removed from Tableau Server through an Active Directory
sync operation. Users that are disabled, deleted, or removed from groups in Active Directory
remain on Tableau Server so that you can audit and reassign the user's content before

removing the user's account completely.

However, Tableau Server will act upon user objects differently based how the status of that
user object changes in Active Directory. There are two scenarios: deleting/disabling users in

Active Directory or removing users from synchronized groups in Active Directory.

When you delete or disable a user in Active Directory and then synchronize that user's group

on Tableau Server, the following occurs:

o The useris removed from the Tableau Server group you synchronized.
o Theuser'sroleis setto "unlicensed.”

o The user will still belong to the All Users group.

o The useris unable to sign in to Tableau Server.

When you remove a user from a group in Active Directory and then synchronize that group

on Tableau Server, the following occurs:

o The useris removed from the Tableau Server group you synchronized.

o Theusersrole is retained: itis not set to “unlicensed.”

o The user will still belong to the All Users group.

o The user will still have permission to the Tableau Server with access to everything that
the All Users group is granted permission to use.

In both instances, to remove a user from Tableau Server, the server administrator must

delete the user from the Server Users page in Tableau Server.
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Domain nicknames

In Tableau Server, domain nickname is equivalent to the Windows NetBIOS domain name.
In a Windows Active Directory forest, a fully qualified domain name (FQDN) can have an
arbitrary NetBIOS name. The NetBIOS name is used as the domain identifier when a user

logs in to Active Directory.

For example, the FQDN west .na.corp. 1lan might be configured with a NetBIOS name
(nickname) of SEATTLE. The user jsmi th in that domain could log on to Windows using

either of the following user names:

e west.na.corp.example.com\jsmith
e SEATTLE\jsmith

If you want your users to sign in to Tableau Server with a NetBIOS name instead of the
FQDN, then you'll need to verify that the nickname value for each domain where users log
in is set. See editdomain for information on how to view and set the nickname value for each

domain.
Support for multiple domains

You can add users from a domain that's different from the domain of the Tableau Server

computer in these cases:

» Two-way trust has been established between the server’'s domain and the users’

domain.

e The server's domain trusts the users’ domain (one-way trust). See Domain Trust

Requirements for Active Directory Deployments.

The first time you add a user from the non-server domain, use the fully qualified domain
name with the user name by setting the authentication saml map-assertions
option with TSM. Any additional users you add from that domain can be added using the
domain’s nickname, provided the nickname matches the NetBIOS name. If Tableau Server
connects to multiple domains, you must also specify the other domains that Tableau Server

connects to by setting the wgserver.domain.whitelist (version 2020.3 and earlier)
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orwgserver.domain.accept list (version 2020.4 and later) option with TSM. For

more information, see wgserver.domain.whitelist or wgserver.domain.accept_list.
Duplicate display names

If user display names are not unique across multiple domains, then managing users with the
same display name in Tableau can be confusing. Tableau Server will display the same name
for two users. For example, consider an organization with two domains, example.lan and
example2.lan. If user John Smith exists in both domains, then adding that user to groups and
other administrative tasks will be confusing in Tableau Server. In this scenario, consider
updating the display name in Active Directory for one of the users to differentiate the

accounts.
Sign in to Tableau Server with NetBIOS name

Users can sign in to Tableau Server using the domain nickname (NetBIOS name), for

example, SEATTLE\ jsmith.

Tableau Server cannot query for NetBIOS name for a given FQDN. As a result, Tableau
sets the nickname of a given FQDN according to the first entry in the namespace. For

example, giventhe FQDN west .na.corp. lan, Tableau sets the nickname to west.

Therefore, you might need to update the domain nickname on Tableau Server before users
can sign in using the nickname. If you do not update the nickname, users will have to signin
using a fully qualified domain name. For more information, see Users From New Domain

Unable to Log In and Do Not Appear in User List in the Tableau Knowledge Base.

Domain Trust Requirements for Active Directory Deployments

When you run Tableau Server in an Active Directory environment across multiple domains
(either in the same Active Directory forest or in different forests), some Tableau functionality
is dependent on the trust relationship between the domains. For example, some admin-
istrators manage users in domains that are separate from where they deploy server applic-
ations, such as Tableau Server. In other organizations, a Tableau Server deployment might

be shared with external partners or with different partners in the organization. Finally,
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Windows-authenticated data sources, such as SQL Server, MSAS, or Oracle, that Tableau

Server connects to may also be in other domains.

Ifit's feasible, we recommend configuring two-way trust between all domains that interact
with Tableau Server. If this is not possible, Tableau Server can be configured to support
user authentication where a one-way trust has been configured. In this case, a one-way
trust between domains is supported when the domain in which Tableau Server is installed is

configured to trust the domain where user accounts reside.

The following illustration shows one-way trust between the domain where Tableau Server

is installed and the domain where user accounts reside:

Tableau Server

users.lan dev.local

In this scenario, Tableau Server is in the dev.local domain, and users from the users.lan Act-
ive Directory domain are imported into Tableau Server. A one-way trust is required for this
scenario; specifically, the dev.local domain is configured to trust the users.lan domain.
Users in the users.lan domain can access Tableau Server in the dev.local with their normal
Active Directory credentials. However, you may need to update the domain nickname on
Tableau Server before users log on with the nickname. Refer to the Tableau Knowledge

Base for more information.

When you configure Tableau Server for this scenario, specify the primary user domain dur-
ing installation. See Configure Initial Node Settings. To ensure that Tableau Server can con-

nect to other Active Directory domains, you must also specify other domains that Tableau
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Server connects to by setting the wgserver.domain.accept list optionwith TSM.

For more information, see wgserver.domain.accept_list.

The Run As service account must also have query (Read) access to each domain from

which users will be imported.
Kerberos single sign-on is supported in this one-way trust scenario.

Review User Management in Deployments with External Identity Stores to understand how
multiple domains, domain naming, NetBIOS, and Active Directory user name format influ-

ence Tableau user management.
Connecting to live data in one-way trust scenarios

In the one-way trust scenario, users connecting to Tableau Server can connect to live data
that's hosted in the cloud or on any other data source on premises that does not rely on Win-
dows authentication.

Data sources that require Windows-authentication might have additional authentication
requirements that complicate the scenario, or that can even prevent Tableau Server users
from connecting. This is because Tableau Server uses the Run As service account for
authentication with such data sources. If you are running Tableau Server in a different
domain than data sources that use Windows authentication, verify that the Run As service

account that is used for Tableau Server can access the data source.

Communicating with the Internet

In most enterprises, Tableau Server needs to communicate with the internet. Tableau
Server was designed to operate inside a protected internal network. Do not set up Tableau
Server directly on the internet or in a DMZ. Instead, communications between your network
and the internet should be mediated using proxy servers. If the computer running Tableau
Server cannot access the internet directly, then you may need to deploy forward proxy serv-
ers to mediate traffic from inside the network to targets on the internet. Tableau Server

doesn't support pass-through or manual proxy authentication.

For inbound traffic, we recommend running Tableau Server behind reverse proxy servers.
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How Tableau communicates with the internet
Tableau Server requires outbound access to the internet for these scenarios:
¢ Working with maps. Tableau uses map data that is hosted externally.

Tableau Server needs to connect to the following internet locations with port 443 to

use maps:

« mapsconfig.tableau.com
« api.mapbox.com

If Tableau cannot make these connections, maps may fail to load.

You can test connectivity by accessing each of those addresses in a browser:
https://mapsconfig.tableau.com/vl/config.jsonandhttps://ap-

i.mapbox.com/ willprompt you to download a json file.

If you use a proxy to connect to the internet and are unable to connectto api . map-

box . com, see Working with firewalls on the Mapbox website.

For Tableau Server version 2019.1 and earlier, see the documentation for your ver-

sion: Tableau Help
e Connecting to the Tableau send-logs server.

You can upload log files to Tableau when working with Support. See tsm main-
tenance send-logs. Tosuccessfully upload files to Tableau, your Tableau

Server must be able to communicate with the send-logs server on port 443:
report-issue.tableau.com:443
¢ Sending Basic Product Data.

The domain, prod.telemetry.tableausoftware.com, is used by Tableau to receive the
Basic Product Data about process launch and shutdown. It is also used for the more

general Product Usage Data.
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Traffic to this domain will occur on port 80 (for initial registration of our Product Data cli-

ents) and on port 443 (for all subsequent traffic).
prod.telemetry.tableausoftware.com:80
prod.telemetry.tableausoftware.com:443

e Licensing. Tableau products connect to the internet to activate product keys. Unless
you activate Tableau software with the Offline Activation Tool, all Tableau products
must have access to the internet to validate licenses. Specifically Tableau requires
internet access during the following licensing operations: activation, deactivation, and
on the refresh maintenance date. For more information about these operations, see

Manage Licenses.

Tableau Server needs to connect to the following internet locations for licensing pur-

poses:
* licensing.tableau.com:443
« atr.licensing.tableau.com:443
e S.852.US
e ocsp.rootg2.amazontrust.com
e ocsp.rootcal.amazontrust.com
e ocsp.scalb.amazontrust.com
e crt.scalb.amazontrust.com
¢ crt.rootcal.amazontrust.com
e ocsp.scala.amazontrust.com

¢ crt.scala.amazontrust.com
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¢ ocsp.scala.amazontrust.com
¢ crt.scala.amazontrust.com
e ocsp.sca2a.amazontrust.com
e crt.sca2a.amazontrust.com
¢ ocsp.sca3a.amazontrust.com
¢ crt.sca3a.amazontrust.com
e ocsp.scada.amazontrust.com
¢ crt.sca4a.amazontrust.com
« crl.rootcal.amazontrust.com
¢ crl.rootg2.amazontrust.com
¢ crl.scalb.amazontrust.com

Requests to the above domains may be on port 80 or 443. Port 80 is used for cer-
tificate validation (revocation, certificate chain, etc). Port 443 is used for SSL con-

nections.

If Tableau Server cannot make a connection while attempting to activate its license,

you will be prompted to do an offline activation.
» Working with external or cloud-based data.

Tableau Server needs to connect to the following internet location for Box, Dropbox,

OneDrive, Google Drive, Google Sheets, and Anaplan services:
galop.connectors.tableau.com:443

Tableau Server can run without internet access. For more information about deploying
Tableau Server in organizations without access to the internet, see Install Tableau Server in

a Disconnected (Air-Gapped) Environment.
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In many enterprises, users also need to access Tableau Server from outside the network
(thatis, from the internet). For example, in many enterprises, users want to be able to reach
Tableau Server from their mobile devices in order to interact with views that are stored on
the server. To configure access to Tableau Server from the internet or from mobile devices,

you should use a reverse proxy. See Configuring Proxies for Tableau Server.

Configuring Proxies for Tableau Server

In most enterprises, Tableau Server needs to communicate with the internet. Tableau
Server was designed to operate inside a protected internal network. Do not set up Tableau
Server directly on the internet or in a DMZ. Instead, communications between your network
and the internet should be mediated using proxy servers. Forward proxy servers mediate
traffic from inside the network to targets on the internet. Reverse proxy servers mediate

traffic from the internet to targets inside the network.

Who should read this article?

This article is for IT professionals who are experienced with general networking and gateway
proxy solutions. The article describes how and when Tableau requires internet access, and
describes how to configure your network and Tableau to use forward and reverse proxy serv-
ers for access to and from the internet. There are many third-party proxy solutions available,

so some of the content in the article is necessarily generic.

Before you configure a proxy server, see Communicating with the Internet.

Configure a forward proxy server

To enable communication from Tableau Server to the internet, deploy Tableau Server
behind a forward proxy server. When Tableau Server needs access to the internet, it doesn't
send the request directly to the internet. Instead, it sends the request to the forward proxy,
which in turn forwards the request. Forward proxies help administrators manage traffic out to

the internet for tasks such as load balancing, blocking access to sites, etc.
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If you use a forward proxy, you must configure the computers that run Tableau Server
inside the network to send traffic to the forward proxy. Tableau Server doesn't support

pass-through or manual proxy authentication.

If you are running OpenlD authentication with a forward proxy solution, additional con-

figurations are required. See Configure OpenlID to work with a forward proxy.
Configuring Tableau Server on Windows to work with a forward proxy

The steps for configuring internet options on the Tableau Server computer depend on

which of these scenarios describes your enterprise:

* Your organization doesn't use a forward proxy solution. If your organization is
not running a proxy solution and the computer where you are installing Tableau
Server can communicate with the internet, you don’t need to follow the procedures

here.

* A proxy solution is deployed, and automatic configuration files define con-
nection settings. If your organization uses automatic configuration files (such as
PAC or . ins files) to specify internet connection information, you can use this inform-
ation in the Local Area Network (LAN) Settings dialog box in Windows. For more
information, see Enable Automatic Detection and Configuration of Browser Settings

on the Microsoft support site.

« A proxy solution is deployed, but automatic configuration files are not
deployed. For this scenario, you must configure LAN settings on the Windows com-
puter that is running Tableau Server so that connections to your proxy server are run
under the security context of the Run As User account. You must also configure 1oc-

alhost and other internal Tableau Server instances as exceptions.

The following procedure describes the steps for the last scenario—a proxy solution without

automatic configuration files, where Tableau Server is running on Windows Server.
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Note: If you are using a distributed installation of Tableau Server, perform the following

procedures on the initial server node and on each additional node.

Step 1: Add the Run As service account to the Local Administrators group

To perform this procedure, you must log onto the Tableau Server computer with the as the
Run As service account. By default, the "log on locally" policy is not applied to the Run As ser-
vice account. Therefore, you must temporarily add the Run As service account to the Local
Administrators group.

If you haven't installed Tableau Server on the computer yet, see Change the Run As Service
Account. If you already installed Tableau Server and configured the Run As service account,
then you can determine the Run As service account name by signing into TSM Web Ul. The
Tableau Server Run As service account is listed on the Security tab of the Configuration

window. See Signin to Tableau Services Manager Web UI.

Add the Run As service account to the Local Administrators group using steps in Add a mem-
ber to a local group on the Microsoft website. When you've finished configuring the forward
proxy information, you'll remove the Run As service account from the Local Administrators

group.
Step 2: Configure the proxy server in Windows LAN Settings

1. Using the Run As service account, log onto the computer where Tableau Server is
installed or will be installed.

2. Openthe Local Area Network (LAN) Settings dialog box. (A quick way to get to
this dialog box is to search for Internet Options inthe Windows Start menu. In
the Internet Properties dialog box, click the Connections tab, and then
click LAN settings.)

3. Under Proxy server, select Use a proxy server for your LAN, enter the proxy
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server address and port, and then select Bypass proxy server for local

addresses.

Proxy server

i Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address:  http://proxy.lan]  Port: 80 Advanced

|| Bypass proxy server for local addresses

Leave this dialog box open and continue to the next step.
Step 3: Add exceptions to bypass the proxy server

You add exceptions to this proxy configuration to guarantee that all communications within
a local Tableau Server cluster (if you have one now or will have one later) do not route to the

proxy server.

1. Inthe LAN settings dialog box, click Advanced. (This button is available only if you've

selected the option to use a proxy server for your LAN.)

2. Inthe Proxy Settings dialog box, in the Exceptions field, enter the following:
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e localhost
o Server host names and IP addresses of other Tableau Server computers in the
same cluster.

Use semicolons to separate items.

3. Close the proxy settings dialog box and the Local Area Network (LAN) Settings dialog

box.
4. Inthe Internet Properties dialog box, click OK to apply the settings.
Stay logged onto the computer and continue to the next step.
Step 4: Verify proxy settings are not configured as environment variables

Some organizations configure forward proxy settings as environment variables in the Win-
dows operating system. If such settings are configured on the computer that is running
Tableau Server, then you must verify that they do not conflict with the configurations you've

completed here.

1. Onthe computer that is running Tableau Server, enter "advanced system settings" in

the search box and then click Enter to open the System Properties box.
2. Onthe Advanced tab, click Environment Variables.
3. Scroll through the System variables field.

Ifhttp proxyorhttps proxy are specified, verify that the values do not conflict

with the proxy server address that you configured in the previous step.

« |fthe existing settings do not conflict, then go to "Step 5: Test the proxy con-

figuration."

* Ifthe existing settings do conflict, then create a new variable named no

proxy, and enter:
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« the hostname,
o |IPaddress, and
« port of the Tableau Server for the value

For example, localhost,192.168.0.10:80.For more information see

the Microsoft MSDN article, Set Environment Variables.
4. Click OK.
Step 5: Test the proxy configuration

To test the new configurations, while still logged in with the Run As service account on the

Tableau Server computer, open a web browser and test the following Tableau URLSs:

https://mapsconfig.tableau.com/vl/config.jsonandhttps://ap-

i.mapbox.com/ willprompt you to download a json file.
Step 6: Remove the Run As service account from the Local Administrator group

After you have tested the proxy settings, remove the Run As service account from the Local
Administrators group. Leaving the Run As service account in the administrator group elev-

ates the permissions of the Run As service account and is a security risk.

Restart Tableau Server to ensure that all changes are implemented.

Server crash reporter

If your organization uses a proxy server to connect to the internet then you must configure
Tableau Server's crash reporter to use the proxy. Even if you have already configured
Tableau Server to use a proxy, you must also configure server crash reporter separately.

To configure proxy for server crash reporter, see Configure Server Crash Reporter.

How a reverse proxy works with Tableau Server

A reverse proxy is a server that receives requests from external (internet) clients and for-
wards them to Tableau Server. Why use a reverse proxy? The basic answer is security. A

reverse proxy makes Tableau Server available to the internet without having to expose the
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individual IP address of that particular Tableau Server to the internet. A reverse proxy also
acts as an authentication and pass-through device, so that no data is stored where people
outside the company can get to it. This requirement can be important for organizations that

are subject to various privacy regulations such as PCI, HIPAA, or SOX.

The following diagram illustrates the communication path when a client makes a request to

Tableau Server that is configured to work with a reverse proxy server.

T
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| 1 1 |
T
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1. Anexternal client initiates a connection to Tableau Server. The client uses the public

URL that's been configured for the reverse proxy server, suchas https://t-

ableau.example.com. (The client doesn't know thatit's accessing a reverse

proxy.)

2. The reverse proxy maps that request in turn to a request to Tableau Server. The
reverse proxy can be configured to authenticate the client (using SSL/TLS) as a pre-

condition to passing the request to Tableau Server.
3. Tableau Server gets the request and sends its response to the reverse proxy.

4. The reverse proxy sends the content back to the client. As far as the client is con-
cerned, it just had an interaction with Tableau Server, and has no way to know that the

communication was mediated by the reverse proxy.

Proxy servers and SSL

For better security, you should configure reverse proxy servers to use SSL for any traffic
that's external to your network. This helps to ensure privacy, content integrity, and authen-

tication. Unless you've deployed other security measures to protect traffic between your
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internet gateway and Tableau Server, we also recommend configuring SSL between the
gateway proxy and Tableau Server. You can use internal or self-signed certificates to

encrypt traffic between Tableau Servers and other internal computers.

Mobile access

Tableau Server adds an X-header to all HTTP responses for Tableau Mobile sessions. By
default, most proxy solutions will preserve X-headers. If your proxy solution does not pre-
serve X-headers, then you will need to configure your proxy server to preserve the following
header to all HTTP responses for Mobile client sessions: X-Tableau: Tableau

Server.

If you have configured authentication at the proxy server gateway, then your proxy server
must respond to Tableau Mobile HTTP requests witha HTTP 302 response. The 302 must
include a redirect to the identity provider login page. To view a diagram that describes the
302 authentication sequence, see Tableau Mobile Authentication Sequence in the Tableau

Community.

Reverse proxy and user authentication

Tableau Server will always authenticate users. This means that even if you are authen-
ticating inbound connections at the gateway for your organization, Tableau Server will still
authenticate the user.

However, not all clients will support user authentication with a reverse proxy:

e For supported web browsers, you can use SAML, OpenlD Connect, Kerberos, Trus-
ted Tickets or manual authentication with a reverse proxy. However, we recommend
a transparent scenario where user requests are not prompted for authentication at
the gateway. This recommendation doesn't prohibit using SSL for client/server sys-
tem-level authentication at the gateway proxy, in fact, we strongly recommend SSL
system-level authentication.

¢ Tableau Mobile supports SAML or manual authentication with a reverse proxy. The
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iOS version of Tableau Mobile additionally supports Kerberos with a reverse proxy.

The same recommendation above applies.

e Tableau Desktop and Tableau Prep do not support authentication with a reverse
proxy. For remote access, use a VPN solution or configure your reverse proxy to route
traffic from Tableau Desktop or Tableau Prep directly to Tableau Server for authen-

tication.

If your organization is authenticating with Active Directory:

« Active Directory with Enable automatic logon (SSPI) is not supported with a reverse
proxy.

o Tableau Server must be configured for reverse proxy before configuring Tableau
Server for Kerberos. For more information, see Configure Kerberos.

Configure Tableau Server to work with a reverse proxy server

Before you configure Tableau Server, you'll need to collect the following information about
the proxy server configuration. To configure Tableau Server, you use the tsm con-
figuration set command. The information you need to collect corresponds to options

you'll need when you run t sm.

Most of the following tsm options are also used to configure Tableau Server deployments

that operate behind a load balancer. For more information, see Add a Load Balancer.

Item Description Corresponding tsm con-
figuration set option

IP address or You can either enter an IP addressor | gateway.trusted
CNAME a CNAME for this option.

The public IP address or addresses
of the proxy server. The IP address
must be in IPv4 format, such as
203.0.113.0,anditmustbe a
static IP.
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Item Description Corresponding tsm con-
figuration set option

If you are unable to provide a static
IP, or if you are using cloud proxies or
external load balancers, you can spe-
cify the CNAME (Canonical Name)
DNS value that clients will use to con-
nect to Tableau Server. This
CNAME value must be configured on
your reverse proxy solution to com-

municate with Tableau Server.

FQDN The fully qualified domain name that | gateway.public.host
people use to reach Tableau Server,
suchas tableau.example.com.
Tableau Server doesn't support con-
text switching for this option. For
example, the following URL is not sup-

ported: example.com/tableau.

Non-FQDN Any subdomain names for the proxy | gateway.trusted
server. In the example of tableau- | hosts
.example.com, the subdomain

nameis tableau.

Aliases Any public alternative names for the gateway.trusted
proxy server. In most cases, aliases hosts
are designated using CNAME values.
An example would be a proxy server
bigbox.example.comand
CNAME entries of ftp.ex-
ample.comand www.ex—

ample.com.
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Item Description Corresponding tsm con-
figuration set option

Ports Port numbers for traffic from the cli- gateway.public.port
entto the reverse proxy server.

If you are using a distributed installation of Tableau Server, then run the following t sm com-

mands on the initial node in your cluster.

1. Enter the following command to set the FQDN that clients will use to reach Tableau

Server through the proxy server, where name is the FQDN:
tsm configuration set -k gateway.public.host -v "name"

For example, if Tableau Server is reached by entering https: //t-

ableau.example.cominthe browser, enter this command:

tsm configuration set -k gateway.public.host -v "tableau-

.example.com"

2. Enter the following command to set the address or the CNAME of the proxy server,

where server addressisthe IPv4 address or CNAME value:

tsm configuration set -k gateway.trusted -v "server ip

address"

If your organization uses multiple proxy servers, enter multiple IPv4 addresses, sep-
arating them with commas. IP ranges are not supported. To improve start up and ini-

tialization of Tableau Server, minimize the number of entries for gateway. trusted.

3. Enter the following command to specify alternate names for the proxy server, such as
its fully qualified domain name, any not fully qualified domain names, and any aliases.

If there's more than one name, separate the names with a comma.

tsm configuration set -k gateway.trusted hosts -v "namel,

nameZ2, name3"
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For example:

tsm configuration set -k gateway.trusted hosts -v
"proxyl.example.com, proxyl, ftp.example.com, www.ex-

ample.com"

4. Ifthe proxy server is using SSL to communicate with the internet, run the following
command, which tells Tableau that the reverse proxy server is using port 443 instead
of port 80:

tsm configuration set -k gateway.public.port -v 443

Note: If the proxy server is using SSL to communicate with Tableau Server, SSL

must be configured and enabled on Tableau Server.

5. Enter the following command to commit the configuration change:
tsm pending-changes apply

If the pending changes require a server restart, the pending-changes apply
command will display a prompt to let you know a restart will occur. This prompt dis-
plays even if the server is stopped, but in that case there is no restart. You can sup-
press the prompt using the --ignore-prompt option, but this does not change the
restart behavior. If the changes do not require a restart, the changes are applied

without a prompt. For more information, see tsm pending-changes apply.

Configure the reverse proxy server to work with Tableau Server

When a client accesses Tableau Server through a reverse proxy, specific message headers
have to be preserved (or added). Specifically, all proxy servers in the message chain must

be represented inthe gateway.trustedand gateway.trusted hosts settings.

The following graphic shows example headers for a single-hop message chain, where the

proxy server is communicating directly with Tableau Server:
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=Mo hesders

=REMOTE_ADDR=1.1.1.1
=¥FF = <blank>
=HO5T = Proxy
=¥FH = <blank=
= ¥FP = =blank=

=REMOTE_ADDR=2.2.2.2
=¥FF=1111,2222
=HOET = Praowy

=#FH = Proxy

= ¥FP = https

The following graphic shows example headers for a multiple-hop message chain, where the

message traverses two proxy servers before connecting to Tableau Server:

=REMOTE_ADDR = *REMOTE_ADDR = *REMOTE_ADDR =

1111 2223 3333
= XFF = <blank= *¥FF=1111, s¥FF=1111,
*HOST = Prosyd 2222 22223333
=X¥FH = <blank= «HOET = ProxyA *HOST = PromyA
= %FP = <blank> = ¥FH = ProsyA = ¥FH = Proweyd,

*XFF = https Prowy B
=+ ¥FP = https

Tableau

4444

The following table describes what these headers are and how they relate to the con-

figuration settings on Tableau Server:

Headers

REMOTE_ADDR and
X-FORWARDED-
FOR (XFF)

HOST and X-

Tableau Software

Description

Tableau Server needs these head-
ers to determine the IP address of
origin for requests. Xx-FORWARDED—-
FOR header must present

IP address chain to Tableau Server
in the order the connections have
occurred.

These headers are used to generate

Version: 2021.3

Related Tableau Server
settings

The IP address that you set
ingateway.trusted
must match the IP presen-
ted in REMOTE ADDR. if
you sent multiple
addresses ingate-
way.trusted, one of
them must match the

IP presented in REMOTE
ADDR.

The host names that are
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FORWARDED HOST
(XFH)

X-FORWARDED-
PROTO (XFP)

absolute links to Tableau Server
when it replies to the client. X-
FORWARDED-HOST header must
present host names to Tableau
Server in the order the connections
have occurred.

This header is required if SSL is
enabled for traffic from the client to
the proxy, but not for traffic from the
proxy to Tableau Server.

The X-FORWARDED-PROTO head-
ers are important for scenarios
where HTTP or HTTPS is not main-
tained along each hop of the mes-
sage route. For example, if the
reverse proxy requires SSL for out-
side requests, but traffic between
the reverse proxy and Tableau
Server is not configured to use SSL,
X-FORWARDED-PROTO headers
are required. Some proxy solutions
add the X-FORWARDED-PROTO
headers automatically, while others
do not. Finally, depending on your
proxy solution, you might have to
configure port forwarding to trans-
late the request from port 443 to port
80.

Related KB article: "Unable to Sign

In" and "Invalid username or pass-

Version: 2021.3
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presented in X-
FORWARDED-HOST
header must be included in
the host names that you
specifyingate-

way.trusted hosts.

Port configuration on
reverse proxy (inbound con-
nections from client and out-
bound connections to
Tableau Server) must be
specified in the cor-
responding parameter:
gateway.public.port
, Which is the port clients

use to connect to the proxy.

If the proxy server is using
SSL to communicate with
Tableau Server, SSL must
be configured and enabled

on Tableau Server.
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word" Error With SAML After
Upgrading.

Validate reverse proxy setup

To validate your reverse proxy setup, publish workbooks and datasources using Tableau
Server web authoring or Tableau Desktop. If you are connecting with a web browser to
Tableau Server from the internet, verify that you are using a recommended browser. Publish
and view workbooks that use existing datasources as well as a datasource that you've pub-

lished . Use the links below to familiarize yourself with connecting with Tableau Server as an

end-user.
Task Documentation
Overview of web authoring. Use Tableau on the Web

Loginto Tableau Server from Tableau Desktop oraweb | Signinto Tableau Server or

browser. Online

Publish a workbook to Tableau Server. Publish a Workbook

Publish a data source. Publish a Data Source

Open workbook from Tableau Server. Opening Workbooks from the
Server

Log out Server (with Desktop). Signin to Tableau Server or
Online

Download workbook from a web browser. Download Workbooks

Check to make sure tabcmd (from a non-server client) tabcmd

works.
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https://help.tableau.com/current/pro/desktop/en-us/help.html#publish_workbooks_howto.html
https://help.tableau.com/current/pro/desktop/en-us/help.html#publish_datasources.html
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https://help.tableau.com/current/pro/desktop/en-us/help.html#export.html
https://help.tableau.com/current/server/en-us/tabcmd.htm
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Related topics

o Tableau Desktop Internet Access Requirements
o Add aLoad Balancer
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Deploy

The topics in this section provide information on installing, configuring, and upgrading
Tableau Server on Windows.

Looking for Tableau Server on Linux? See Install and Configure Tableau Server.

Looking for the Tableau Configuration Utility? As of version 2018.2, the Configuration
Utility has been replaced by Tableau Services Manager (TSM). For more information
about TSM, see Comparing Functionality of tabadmin and TSM. To view the archived

online help for the 2018.1, see Tableau Server 2018.1 Configuration Utility.

Install and Configure Tableau Server ... . ... .. .. 216
Automated Installation of Tableau Server ... ... .. ... 299
Install Tableau Server in a Disconnected (Air-Gapped) Environment ............ 316
Install Tableau ServerintheCloud ... ... .. .. . ... 322
Post Installation Tasks ... .. .. .. ... . 323
Distributed and High Availability Tableau Server Installations ..................... 366
Mg ate 479
Upgrade Tableau Server OVerview ... ... ... 490
Uninstall Tableau Server ... 632
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Install and Configure Tableau Server

The topics referenced at the bottom of this page describe the steps to install and configure
Tableau Server. If you are installing a distributed deployment (cluster), use the steps in this
topic to install the initial node, then, to install additional nodes, see Distributed and High

Availability Tableau Server Installations.

After you run the installation, you must then continue setup by activating a license, regis-

tering Tableau Server, and configuring various settings including authentication.

What version are you installing or upgrading to?

Beginning with Tableau Server on Windows version 2019.4.0, a new Setup program is
used to install and upgrade Tableau Server. If you are installing or upgrading to version

2019.3.x or earlier, see the 2019.3 Server Help for instructions.

Other installation methods

There are a few alternative methods that you can use to install Tableau Server.

 |f you want a quick start procedure to install Tableau Server in a non-production envir-

onment, see Jump-start Installation.

¢ The topics included in this installation section describe how to install Tableau Server
on Windows using the interactive installer. If you want to install Tableau Server using

a command line, see Automated Installation of Tableau Server.

« Ifyou are installing Tableau Server in an environment without a connection to the

internet, see Install Tableau Server in a Disconnected (Air-Gapped) Environment.

¢ You can also install Tableau Server onto various cloud platforms. See Install Tableau

Server in the Cloud.

¢ For single-server installations in departments or small businesses, see Everybody's

Install Guide.
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Before you begin

Toinstall Tableau Server you must have a computer that satisfies the hardware require-
ments. You will get an informational message if your computer meets the minimum require-
ments but does not satisfy the recommended minimum requirements. In this case, your
computer hardware can handle a trial installation of Tableau but is not adequate for a pro-

duction environment. For more information, see Before you install....

Installation steps

The following steps describe how to install Tableau Server on a single computer. Use the
steps to install Tableau Server in a single server deployment. Use the steps to install the ini-

tial node in a multi-node Tableau Server deployment. Run the steps sequentially.

N

. Install TSM

N

. Activate and Register Tableau Server

3. Configure Initial Node Settings

&

Add an Administrator Account

Before you install...

Note: You can find additional information about technical specifications for Tableau

Server on the Tableau web site, here.

This topic includes requirements and recommendations that you must consider before you

install Tableau Server into a production environment.

If you want to install a single server, or if you want to do a minimal installation for test pur-

poses, refer to our single-server installation guide, Everybody's Install Guide.
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If you are deploying Tableau Server in a distributed cluster, review Distributed Require-

ments in addition to the requirements and recommendations described in this topic.

Hardware recommendations

The following list describes the minimum hardware recommendations for a single- node

installation of Tableau Server:

Install Type Processor CPU RAM Free Disk
Space

Single node o 64-bit(x64 8-core, 2.0 32GB 50 GB

chipsets)  GHz or higher
o Must sup-

port
SSE4.2
and
POPCNT
instruction
sets

« ARM-
based pro-
cessors
are not sup-
ported

If you are adding Tableau Prep Conductor to your Tableau Server install-
ation, we recommend you add a second node and dedicate 