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INTEGRITY * EFFICIENCY * ACCOUNTABILITY * EXCELLENCE

Mission
Our mission is to provide independent, relevant, and timely oversight
of the Department of Defense that supports the warfighter; promotes
accountability, integrity, and efficiency; advises the Secretary of
Defense and Congress; and informs the public. ‘

Vision
Our vision is to be a model oversight organization in the Federal
Government by leading change, speaking truth, and promoting
excellence—a diverse organization, working together as one
professional team, recognized as leaders in our field.

Fraud, Waste & Abuse

% Department of Defense
d@éxg muil/ hotline '

For more information about whistleblower protection, please see the inside back cover.
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(U) Our overall objective was to address the
allegations made to the Defense Hotline
involving the proper use of funds by the
Defense Intelligence Agency for Foreign
Counterintelligence Program billets,
Specifically, we determined whether the
Defense Intelligence Agency aligned
counterintelligence program billets to proper
appropriation authorities.

(U) Two ofthe allegations in the complaint to
the Defense Hotline were substantiated and one
was unsubstantiated.- We found that the
Defense Intelligence Agency aligned
counterintelligence program billets to proper
appropriation authorities. However, the
Defense Intelligence Agency did not ensure
proper position management of Foreign
Counterintelligence Program and Military
Intelligence Program Counterintelligence
billets. That occurred because the Defense
Intelligence Agency did not:

s (U)ensure position functions were
managed in accordance with
established policies, and

¢ (U) establish a measurable method or
process to determine what portion of
funding should be used for the mission
area and what should be used for
supportroles,

(U) As a result, employees were performing
duties not aligned with their position
descriptions and funding.

Visit us at www.dodig.mil
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(U) We recommend that the Director, Defense Intelligence Agency:

e (U) Evaluate and align all Foreign Counterintelligence Program and
Military Intelligence Program Counterintelligence billets and
position functions to ensure that they are contributing to the
Foreign Counterintelligence Program and Military Intelligence
Program Counterintelligence billets mission in accordance with the
Congressional Budget Justification for Foreign Counterintelligence
Program and the Congressional Justification Book for Military
Intelligence Program.

o (U) Review the realignment of the four General Defense Intelligence
Program personnel who were moved into the EESEE

Military Intelligence Program billets and ensure

appropriate action is taken,

e (U] Review employees’ billet data, position descriptions, and duties
performed to ensure they are aligned and managed in accordance
with current funded appropriation Acts and existing policies,

o (U) Develop and implement effective and measurable procedures
and processes to determine the appropriate percentage of funding
for the mission area and the appropriate percentage for support
roles and apply evenly across all Defense Intelligence Agency
missions.

(U) The Chief, Defense Intelligence Agency Program and Budget Office,
concurred with the recommendations. Comments from the Chief, Defense
Intelligence Agency Program and Budget Office addressed all specifics of the
recommendations, and no further comments are required.. Please see the
recommendations table on the back of this page.
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{U) Recommendations Table

. _No additional Comments Required
' Managgment, - . -

Director, Defense Intelligence 1,2,3,4,5
Agency
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE MAY 20 2015
ALEXANDRIA, VIRGINIA 22350-1600

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE
DIRECTOR, DEFENSE INTELLIGENCE AGENCY

SUBJECT: Audit of Hotline Allegations -- Managing Appropriations for Foreign
Counterintelligence Billets (Report No. DODIG-2015-129)

(U) We are providing this report for your information and use. We conducted this audit to address
allegations made to the Defense Hotline involving the proper use of funds by the Defense
Intelligence Agency for Foreign Counterintelligence Program billets. Two of the allegations in the
complaint to the Defense Hotline were substantiated and one was unsubstantiated. We identified
that the Defense Intelligence Agency did not ensure proper position management of
counterintelligence billets. We conducted this audit in accordance with generally accepted
government auditing standards.

(U) We considered management comments on a draft of this report when preparing the final
report. Comments from the Defense Intelligence Agency conformed to the requirements of DoD
Directive 7650.3; therefore, we do not require additional comments,

(U} We appreciate the courtesies extended to the staff. Please direct questions to me at

(703) 69 R (DSN 19 FHR).

T TR B
e i
lchaﬁgﬁ?};;;
Assistant Inspector General
Intelligence and Special Program Assessments

g Pk o L T

(PR A BN / /' IEAYEAEEEAN R
c . Ve cn

s s "
LICITS R R BASE F XU PL IR S NN S

epic.org EPIC-15-06-10-DOD-FOIA-20180813-Production 000005




(U) Contents

Jﬁ oy i & “ 1 wan . ‘ " & . N }
(U) Objective 1
(U} Background 1
{U) HOtHNe COMPIAING vevvririveriivnimrererssmrsssrsseeesesssssssssiserirsssseserssssrsissssssssnsessssssssensares rrevervarenersnsete s senrens 1
{U) Counterintelligence Field Activity.......... rereesres Lo E AL b e L SR e bbb R e R e RS SRS SReRR e RO ee AR R R 1
{U) National Intelligence Program AUhOTIIES .....vvircrvirenrerninmrercrnnnsssssesssnersessmsenns areveererrearner e et re e ars 2
(U) Military Intelligence Program AULROTIEIES .....vveeiioie e snenscessssssacnsenses Crresi et 4
(1) Defense Intelligence Agency's Management of Intelligence Appropriations g 5
(U) Position Management 5

(U} Military Intelligence Program Funded Billets Performed Foreign Counterintelligence Program

FUnctions..eeeinin, e e R e e RSt vaa b n e PPN Vernsernenensns e 7
(U} Foreign Counterintelligence Program Funded Billets Performed Military Intelligence Program
Counterintelligence Functions ............ P RO PO URURIOOORION e 8
{U) Foreign Counterintelligence Program Funded Billets Were Not Performing Foreign Counterintelligence
Program FUNCHONS v s smsesmsss s e ssesses eassstessssessnss e s 9
(U) General Defense [ntelligence Program Personnel Moved Before Sequestration Into JENEEF
Military Intelligence Program Billets rerere s ares 10
(U) Pusition Descriptions 11
(U) Support Roles 12
(U) Undersecretary of Defense (IntelliZence) CONCRIMNS.......vevrrveiirersiresanssnesrestassserssssesorsersrrsrsssereresessans 12
{U) Defense Intelligence Agency Inspactor GEneral REPOMt ... i sisinincrinianiescsnnsserssersincrssenssesses 13
(U) Defense Intelligence Agency Chief Financial Officer’s Office w..cvvivcnvevinnnens et e et sserens 14
{U) Conclusion 15
(U} Recommendations, Management Comments, and Our Response 15
{
1 e .
(13} Scope and Methodology 19
(U} Use of Computer-Processed Data 19
(U) Prior Coverage 20
{U) Audit Resuits and Allegations 21

epic.org EPIC-15-06-10-DOD-FOIA-20180813-Production 000006




P e e T L A A N Vi n W 1
EEANEAN NN N A AR A ]

(U) Introduction
(1

(U) The overall objective was to address the allegations made to the Defense Hotline

involving the proper use of funds by the Defense Intelligence Agency (DIA) for Foreign
Counterintelligence Program {FCIP) billets!. Specifically, we determined whether DIA
aligned counterintelligence (CI) program billets to proper appropriation authorities.
See Appendix A for the scope and methodology related to our objective.

e
s
Srpsom

(U) Hotline Complaint

(U) On June 25, 2013, a group of DIA civilian employees filed a Defense Hotline
complaint requesting an inquiry into the improper use of FCIP funds and the improper
realigning of FCIP employees into Military Intelligence Program (MIP) billets. The
complainants stated the billet and funding process had been arbitrary since the
August 2008 merger of the Counterintelligence Field Activity (CIFA) and DIA, The
complainants further requested an inquiry to determine whether employees assigned
to CI duties were properly funded under the National Intelligence Program (NIP).2
Based on the results of our audit, two of the allegations in the complaint to the Defense
Hotline were substantiated and one was unsubstantiated. Appendix B discusses the
allegations and the results of our review in more detail.

(U) Counterintelligence Field Activity

#3 DoD Directive 5105.67, “Department of Defense Counterintelligence Field Activity,”
February 19, 2002, established CIFA as a field organization within DoD. The mission of
the CIFA was to develop and manage DoD Cl programs and functions that supported the
protection of the Department, including Cl support to protect DoD personnel, resources,
critical information, research and development programs, technology, critical

1 {U} According to DIA, a billet s a specific manpower space, which is assigned qualifiers that define duties, tasks, and
functions to be performed and the specific skilis and skiil level required to perform the delineatad functions. Billets are
appropriated for specific missions.

2 (U) FCIP is a DoD managed program funded by the NIP.

epic.org EPIC-15-06-10-DOD-FOIA-20180813-Production 000007
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#8 infrastructure, economic security, and LS. interests, against foreign influence and
manipulation, as well as to detect and neutralize espionage against the DoD.

#o3 The Under Secretary of Defense for Intelligence (USD(1)} Action Memorandum to the
Secretary of Defense, "Defense Counterintelligence and Human Intellipence Center
Implementation Plan,” May 3, 2008, and the Directive-Type Memorandum 08-032,
“Establishment of the Defense Counterintellipence and Human Intellipence Center,”

July 22, 2008, disestablished CIFA and transferred the CIFA Cl mission, functions, and all
associated resources to DIA effective August 3, 2008,

(U) National Intelligence Program Authorities

(U) The Director of National Intelligence (DNI) is responsible for managing
appropriations for the NIP, DNI directs fourteen distinct programs under the NIP,
including the DoD managed FCIP and the General Defense Intelligence Program (GDIP)
programs, The NIP funds all intelligence community programs, projects, and activities
that primarily support more than one department orlagency, or provide a service of
comumon concern for the entire intelligence community. The NIP funds Cl to identify,
exploit, or neutralize foreign intelligence activities and international terrorists for
counterespionage, and to provide support to force protection, critical infrastructure
protection, and research, development, and acquisition protection. DoD NIP funds are
executed by each DoD department comptroller in which the NIP funds reside,
Departmental comptrollers assist the DNI in ensuring compliance with established
g'uidance.

PR B AP N T X T I [ TN
[ A AV N I T R A N N N RO RN KT L N O O A A R R N E S

. The Dob FCIP:

o fmiiid conducts strategic DoD Cl operations, investigations, collection, and
analysis to identify and neutralize threats from terrorist groups and

adversarial foreign intelligence security services;

o Pt jdentifies, mitigates, and counters insider threats;

L% g S B VT T G
Sy Fof PRI RSN
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o pommiiii onpages global targets and exploits intelligence vulnerabilities of China,
Iran, North Korea, Russia, Cuba, and the al-Qa'ida network through Cl
Campaigns;

o Ghmimbiii provides advanced joint CI training, trains Federal polygraph

gxaminers, and conducts polygraph research and development;

o Hibild nrovides analysis and exploitation of foreign intelligence security
services or terrorist-initiated computer intrusions and forensic analysis and
cyber Cl training in an accredited digital forensic laboratory; and

o omiekbids supports Cl cyber activities to detect, exploit, and counter adversary
intelligence collection,

C

¢ (i Coprrrerin gt Phe e :'3."?1 ’)!{”%xt\"l{ S e

s The GDIP:

+ @ conducts human intelligence collection through the Defense Altaché System
and clandestine operations;

o & supports counter-proliferation, treaty monitoring, and counterterrorism

operations;

#3 provides all-source analysis, indications and warning, and produces military
capabilities studies, strategic assessments, foreign policy projections, and

assessments of foreign weapon systems;

&3 provides worldwide Secret Compartmentalized Information voice, video,

and data connectivity to the DoD Intelligence Information System;

L

&9 provides information technology support to the Defense [ntelligence
Community and the National Intelligence Community; and

o @ supporty the Comprehensive National Cybersecurity Initiative by providing
classified network security and situational awareness and strategic all-source
analysis of foreign cyber capabilities and threats,

KU VS T B E e
SO A A /’ / LI W N I |
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(U) Military Intelligence Program Authorities

{(U) The MIP consists of programs, projects, or activities that support the intelligence,
counterintelligence, and related intelligence responsibilities of the Secretary of Defense.
That includes those intelligence and counterintelligence programs, projects, or activities
that provide capabilities to meet warfighters' operational and tactical requirements,
The DNI also participates in the development of the DoD MIP, USD(I) serves as the
DNI's Director of Defense Intelligence.
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(U} Finding

[SEE

(U) DIA aligned C funded program billets to proper appropriation authorities.
However, DIA did not always ensure proper position management of FCIP and
CI MIP billets. That occurred because DIA did not:

e (U] ensure position functions were managed in accordance with

astablished policies, and

o (U) establish a measurable method or process to determine what
portion of funding should be used for the mission area and what should
be used for support roles.

(U) As a result, employees were performing duties not aligned with their
position descriptions and funding.

(U) Section 3094 of the National Security Act of 1947, title 50, United States Code states
that:

(0) appropriated funds available to an intelligence agency may be
obligated or expended for an intelligence or intelligence related activity
only if those funds were specifically authorized by Congress for use for
such activities...in the case of funds specifically authorized by Congress
for a different activity, the Director of National Intelligence, the
Secretary of Defense, or the Attorney General, as appropriate, has

AN AE SN LR N N N e 0 ]

RER AR I A A N R

epic.org . EPIC-15-06-10-DOD-FOIA-20180813-Production 000011




epic.org

I R N 2 SO A A LN O W N
[ AW AN W) / / P S FE R ]y

{U) notified the appropriate congressional committees of the intent to

make such funds available for such activity.

(U) DiA aligned CI funded program billets to proper appropriation authorities.
However, DIA did not always ensure employee duties aligned with the appropriate
funding source in accordance with NIP, “FY 2013 FCIP Congressional Budget
Justification,” Volume X1, and MIP, “FY 2013 MIP Congressional Justification Book,"

Volume VI A.

(U/ 0483 In 2011, the DNl and USD(1) developed guidelines to better define funding
responsibilities for NIP and MIP activities. Those guidelines, referred to as the “NIP-MIP
Rules of the Road,” provided a common framework for a unified intelligence enterprise
with seamless, integrated intelligence support, DIA implemented the "NIP-MIP Rules of

the Road.’

o (U)

(V)

o 1)

» (V)
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fomlin As 0f February 10, 2014, DIA had 729 FCIP and MIP Cl billets (See table).

okl Table. Counterintelligence Billets

onlibll We judgmentally sampled 30 individuals for interviews to identify whether
their duties supported FCIP or MIP Ci. We found that DIA did not ensure that position
functions for 8 of the 30 sampled individuals were aligned with the appropriate funding
source. The next section gives the results of those interviews and the analyses of how
the employee’s duties related to their funded FCIP or MIP CI billet.

(U) Military Intelligence Program Funded Billets Performed
Foreign Counterintelligence Program Functions

1. Sy An individual in position gikElR performed duties that supported FCIP
funded activities while assigned to a MIP billet, The employee’s office oversees

the continued development and sustainment of the R ESTTGTGTGGEGEE
R - Spccifically, the office does collection

operations in cyberspace that are designed based upon requirements from the
Intelligence Community. NIP, “FY 2013 FCIP Congressional Budget

AP AR SR, IV N WA n Y .
AR PN WTENIN
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et Justification,” Volume X1, provides the funding to conduct cyber Cl
offensive and defensive activities to counter Cl collection directed against DoD
and U.S. national security.

2. ks An individual in position SRkESE performed duties that supported FCIP
funded activities while assigned to a MIP hillet, The employee guided and
directed team members' analytical efforts through the use of Cl analysis,
operational coordination, and strategic planning to develop methods to
neutralize or exploit hostile capabilities and activities in support of the CI
Campaigns. Those activities identified Russian attempts to acquire U.S,
emerging technology. NIP, “FY 2013 FCIP Congressional Budget Justification,”
Volume X, funds the campaigns to drive Cl activities to counter threats to DoD
from China, Iran, North Korea, Russia, and the al-Qa'ida network.

3. (S An individual in position JiiEEIR performed duties that supported FCIP
activities while assigned to a MIP funded billet. The employee was a member of

the RN i ch was a Dob Cl clement

that provided analysis and de-confliction of anomalies, and identified and
shared Cl insider threat trends with DoD Components. NIP, “FY 2013 FCIP
Congressional Budget Justification,” Volume XI, funds CI activities that support
mission activities and support activities to identify Cl anomalies indicating
foreign knowledge of U.S. national security capabilities, and conduct inquiries to
determine unauthorized disclosure and insider involvement.

(U) Foreign Counterintelligence Program Funded Billets
Performed Military Intelligence Program Counterintelligence
Functions

(U/ =883 MIP, “FY 2013 Congressional Justification Book,” Volume VI A, funds the

subproject of CI Support to Cornbatant Commands. That subproject provided resources
for CI subject matter experts assigned to the Combatant Command to integrate Cl

(AR Fal s WaTs LI AN A B o Fatan R
EEREEIAS NI A L Ry
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(U/ a3 capabilities into requirements development, collection planning, and
operational processes. Two employees interviewed provided CI support while éssigned
to Combatant Commands,

4. oME An individual in position EiEEER performed MIP funded duties while
assigned to a FCIP funded billet. The DIA employee was responsible for the
supervision and execution of CI support to DoD operations and intelligence
programs, and coordinated those activities with other government agencies,
The individual identified state and non-state actors, which impacted Special
Operations Forces operations. Further, the duties of this employee are defined
in the “NIP-MIP Rules of the Road” as primarily support to military operations.”

5. @yt An individual in position g kRalR performed MIP funded duties while

* assigned to a FCIP funded billet, The DIA employee was embedded in the U.S.
Y . T inclvidual was a
Cl representative with reach back capabilities to DIA. The employee
incorporated functional Cl capabilities into the Combatant Commands support
plans and integrated a CI relationship into the training exercises. The employee
primarily supported military operations and addressed a unique DoD
requirement, as defined in the “NIP-MIP Rules of the Road.”

(U) Foreign Counterintelligence Program Funded Billets Were
Not Performing Foreign Counterintelligence Program
Functions

6. (U) An individual in position [k performed duties that did not support FCIP
activities while assigned to a FCIP billet. The employee worked for the R
TR - The individual stated that they were not a senior Cl advisor
and that the underlying ClI focus in the position description was not correct. The
individual’s position description did not reflect the actual duties the employee
was performing. That individual was a CIFA employee in 2008 when
transferred to DIA.

A RTAN 0N Al IV EVAN F'S R AN N
[ AN SN ) f / RN RS SN )

epic.org EPIC-15-06-10-DOD-FOIA-20180813-Production 000015




epic.org

LT T P T
Ls\;s ,JLI[/l&kI AR %

7. (U) An individual in position Jia performed duties that did not support FCIP
activities while assigned to a FCIP billet. The employee prepared the DIA
Congressional Quarterly Report, which provides DIA leadership, the USD({I}, and
Congress with extensive insight into DIA’s mission execution. According to the
employee, less than one percent of the work time was in the Cl area, The
individual's position description did not reflect the actual duties the employee

performed,

8. (U) Anindividual in position fREelE performed duties that did not support
FCIP activities while assigned to a FCIP billet. The employee provided desk side
support for hardware and software matters for RIS < nd remote
software support across the DIA enterprise. The individual previously provided

desk side information technology support for the g EEIIGGGEEE

which wasg a Cl mission funded in the FCIP Congressional Budget Justification.

(U) General Defense Intelligence Program Personnel Moved

Before Sequestration into NG

Military Intelligence Program Billets
(U) During the course of our interviews, we identified four DIA personnel who were
improperly aligned into[ggl§ MIP billets. DIA Directorate of Operations leadership
directed the move of personnel from the following positions funded by the GDIP into
R MIP positions:

L) .

2. () .

)

o

(U) Those persounel were Directorate of Operations employees, who were not in Rk

supervisory chain. The moves occurred on April 7, 2013. Three employees
subsequently returned to the GDIP position they held before April 7, 2013, One ofthe
employees returned to their GDIP position on july 28, 2013, and the remaining two

LA R SR g Ty R
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{U} employees returned to their GDIP positions on August 11, 2013. Those three
positions were not occupied during the interim.

() Sequestration furloughs began on july 8, 2013, and were implemented at the rate of
one day per week. Chief Financial Officer (CFO) officials confirmed that the alignments
occurred before the MIP furlough and the employees were subject to the MIP furlough.
Those officials stated that they will review the realignment and take corrective action,
recommending that two of the individuals be paid for the time furloughed. DA issued
back pay to one employee before the end of fiscal year. CFO personnel believed that one
of the four employees was properly aligned, as the job responsibilities aligned to that of
the MIP. '

(U) During the audit, we analyzed the differences between the employee's current
position description and duties identified in the interviews, DIA Instruction 1400.008,
“Employment and Placement,” June 8, 2012, sets forth policies, responsibilities, and
requirements for the management of civilian positions. The Instruction states that
supetrvisors and managers are responsible for position management and the
organization of work for their element. Eight of the sampled DIA personnel occupied
billets whose position descriptions did not accurately represent the duties the
individuals performed.

{U) DIA Instruction 1400.008, Section 28.6, stated that all civilian positions must be
supported by position descriptions which provide a clear and concise overview of
position responsibilities and level of supervision required. Additionally, overlapping .
and duplicative duties not directly related to mission requirements as well ay
unnecessary and insufficient or unclear delegations of authority will be avoided.
However, the performance objectives of seven of those eight individuals did not match
their position description. The following positions were identified as having an
inaccurate position description compared to the duties the individual performed:

[
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(V)

(V)

(L) ‘

V) ‘
(V) =

(U) R

(U)

(L) s
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{(U) DIA needs to do a review of employees’ billet data, position description, and duties
performed to ensure they are in alignment and managed in acéordance with current

funded appropriation acts and existing policies.

T
g

(U) DIA did not establish a measurable method or process to determine what portion of
funding should be used for the mission area and what should be used for support roles.

(U} Undersecretary of Defense (Intelligence) Concerns

e

Directive-Type
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(U) Memoranduim 08-032, “Establishment of the Defense Counterintelligence and
Human Intelligence Center,” July 22, 2008, transferred the CIFA mission, function, and
resources to DIA to allow the integration and realization of synergies in areas of
funictional overlap and to improve operations through consolidated enterprise support

functions.

(U) Defense Intelligence Agency Inspector General Report

(U/ Hsaea In July 2011, DIA's Inspector General (DIA IG) issued DIA IG Repaort

No. §-11-0274/1G, "Counterintelligence Resource Integration Assessment Final Report,”
Project 2011-200006, detailing an assessment of the DIA’s integration of the DoD CIFA
billets and fiscal resources into the Defense Counterintelligence and Human Intelligence
Center. One of the objectives of the assessment was to determine whether integrated
billets and fiscal resources were applied to provide dedicated support to Cl functions.
The assessment found that the compressed timeline of the integration precluded the
opportunity to conduct a manpower study to determine the most effective distribution
of manpower resources. Former CIFA Ci billets were integrated into DIA and were
performing Cl-specific functions. Former CIFA non-Cl billets were merged into DIA
support directorates and special offices that performed the same or similar functions to
include; IT management, fiscal and manpower resource management, security, human
capital management, contracting services, congressional and public affairs, general
counsel! support, and inspector general activities. However, DIA 1G could not discern
precise separation of Cl and non-Cl fiscal resource expenditures for common enterprise
support services,

(U / e Under the DIA enterprise management construct, the Cl mission and
functions ahsorbed hy DIA were supported at the same level as other enterprise
missions and functions. DIA 1G did not identify in the report an established method or
process that DIA used to determine what the right mix of support positions would be
required to support the Cl organization mission. ‘The assessment found that further
clarity on the level of support to Cl exclusively, as a result of FCIP and MIP expenditures
by the support elements, would require a financial audit. The report stated that a
deliberate approach to the disposition of those hillets, to include careful consideration

£ e e Y
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(U/ a9 of industry and institutional standards for support to operations ratios, may
help to determine whether DIA’s enterprise support structure was adequately and
effectively resourced to provide quality and timely support, and to what extent support
resources in the Office of the Chief Financial Executive reserve could be reinvested into

Cl operations.

(U/ fetay DIA IG made two recommendations. The first recommended the Office of
the Chief of Staff establish and chair a working group to conduct a manpower study of
CIFA billets in the Financial Executive reserve, and realign the billets as necessary to
provide optimal support to enterprise operations. The second recommended the
Financial Executive collaborate with USD(1) and the Office of the Director of National
Intelligence to re-assess options for the programmatic structure of FCIP and GDIP, and
develop a plan to incorporate FCIP/Cl MIP builds into GDIP/DIA MIP pracesses, DIA's
management concurred with DIA-IG recommendations, and DIA-IG closed out the
recommendations.

(U) Defense Intelligence Agency Chief Financial Officer’s Office

(U} A DIA CFO official explained that DIA continued to use the personnel distribution
rates CIFA had in place at the time of the merger to determine the amount of support
positions (human resources; finance, and information technology support) needed to
support Cl mission areas. During the initial transfer of CIFA billets, both FCIP and CI
MIP billets were placed into DIA in the exact same mission and support functions from
which they were aligned in the former CIFA, After the initial transfer was completed, a
study was commissioned to determine whether the alignment of the former CIFA billets
in the mission and support areas should be adjusted. Adjustments were made asa
result of that study. Howeverﬁ the DIA CFO could not provide a method or process to
support how those adjustments were made. The DIA CFO needs to develop and
implement a measurable method or process to determine what portion of funding
should be used for the mission area and what should be used for support roles,

COYN e S Yo T g
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il The NIP Cl mission is to identify, exploit, or neutralize foreign intelligence
activities and international terrorists for counter-espionage, and to provide CI support
to force protection, critical infrastructure protection, and research, development and
acquisition protection, The MIP CI mission supports the Service operating forces for
-battlefield threat information and CI support to Force Protection Detachments. The
duties, activities, and personnel billets we reviewed were targeted to fulfill those
strategic and operational level requirements,

(U) DIA’s management of FCIP and MIP CI positions resulted in employees performing
duties not aligned with their position descriptions and/or funding. DIA also improperly
aligned three individuals into MIP CI billets prior to the DoD furlough. Employees were
found to occupy billets where their position description did not accurately depict the
duties the individuals performed. In addition, there were some instances where
employees’ performance objectives did not match their position description. As a
result, those employees were erroneously subjected to the DoD furlough,

L

(U) We recommend that the Director, Defense Intelligence Agency:

(U) Recommendation 1

(U) Evaluate and align all Foreign Counterintelligence Program and position
functions to ensure that they are contributing to the Foreign Counterintelligence
Program mission in accordance with the Congressional Budget Justification for
Foreign Counterintelligence Program.

(UL Defense furelligence Agenoy Dontmenls
(U) The Chief, Defense Intelligence Agency Program and Budget Office concurred with
the recommendation. He stated that the evaluation and alignment of all
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(1) counterintelligence billets and functions, both NIP and MIP, were completed
annually during budget development. He stated that the Defense Intelligence Agency
Program and Budget Office would coordinate the addition of content to the DIA
supervisor's course, Frontline, that emphasizes the proper utilization of the workforce:

fH) i Respopse
(U) Comuients from the Chief, Defense Intelligence Agency Program and Budget Office
addressed all specifics of the recommendation, and no further comments are required.

(U) Recommendation 2

(U) Evaluate and align all Military Intelligence Program Counterintelligence
billets and position functions to ensure that they are contributing to the Military
Intelligence Program Counterintelligence billets mission in accordance with the
Congressional Justification Book for Military Intelligence Program. ‘

(U} Defense Tntelligeoce Ageney Comenis

{U} The Chief, Defense Intelligence Agency Program and Budget Office concurred with
the recommendation. He stated that the evaluation and alignment of all
counterintelligence billets and functions, both NIP and MIP, were completed annually
during budget development. He stated that the Defense Intelligence Agency Program
and Budget Office would coordinate the addition of content to the DIA supervisor's
course, Frontline, that emphasizes the proper utilization of the workforce.

(U] Our Response
{(U) Comments from the Chief, Defense Intelligence Agency Program and Budget Office
addressed all specifics of the recommendation, and no further comments are required.

(U) Recommendation 3

(U) Review the realignment of the four General Defense Intelligence Program

personnel moved into the NG ilitary Intelligence

Program billets and ensure appropriate action is taken.
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(i) Defeise tndelliyence Agency Conmpricents

{U) The Chief, Defense Intelligence Agency Program and Budget Office concurred with
the recommendation. He stated that of the four employees cited in the report, the
Defense Intelligence Agency Program and Budget Office already enacted corrective
action for one of the employees and were in the process of taking corrective action for
two other employees. He anticipated the action to be completed no later than

August 31, 2015. He stated that the final employee was realigned before furlough
actions took effect.

(U] {iere f;’z"ﬁ;!,u)f'l"{,"‘

(U) Comments from the Chief, Defense Intelligence Agency Program and Budget Office

addressed all specifics of the recommendation, and no further comments are required.

(U) Recommendation 4

(U) Review employees’ billet data, position description, and duties performed to
ensure they are in alignment and managed in accordance with current funded
appropriation Acts and existing policies.

(U] Defense inicllhigence Agency Coirimenis

(U] The Chief, Defense Intelligence Agency Program and Budget Office concurred with
the recommendation, but requested the recommendation be updated to say "billet data"
rather than "billet description.” He stated that the billet information contained in the
database did not necessarily contain a narrative field and that “data” would more
accurately reflect the format. He stated that DIA's Office of Human Resources (OHR)
and Office of the Chief Financial Officer (CFO) would coliaborate to ensure supervisors
performed a review of the billet data and position descriptions to ensure proper
alignment, This task is scheduled to be completed no later than December 31, 2015.
Again, he stated that the Defense Intelligence Agency Program and Budget Office would

work to emphasize supervisor's roles in position management in the Frontline course.
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(U Respoise

(U) Comments from the Chief, Defense [ntelligence Agency Program and Budget Office
addressed all specifics of the recommendation, and no further comments are required.

(U} Recommendation 5

(U) Develop and implement effective and measurable procedures and processes
to determine the appropriate percentage of funding for the mission area and the
appropriate percentage for support roles and apply evenly across all Defense
Intelligence Agency missions.

(1) Dejense ntelligence Agency Convens

(U) The Chief, Defense Intelligence Agency Program and Budget Office concurred with
the recommendation. He stated that the DIA Director had recently directed an agency-
wide troop-to-task review of our structure and mission alignment, which would
encompass a review of billet alignment and mission versus support roles. He stated
that the components and methodology to conduct the review were being developed and
proposed timelines were not yet known, However, he stated that he believed this effort
would comply with the recommendation.

(U} G Bespornse
(U) Comments from the Chief, Defense Intelligence Agency Program and Budget Office
addressed all specifics of the recommendation, and no further comiments are required.
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(U) Appendix A

(U) We conducted this performance audit in response to a complaint made to the
Defense Hotline on june 25, 2013, This audit was performed from December 2013
through January 2015, in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our audit

objectives,

(U) We interviewed civilian personnel at the ODNI, USD(D), and DIA to identify how the
FCIP positions were managed and billets assigned. We reviewed laws, the
Congressional Budget Justification Book, the Congressional Justification Book, DoD and
DNI policies for oversight and management of the FCIP, We assessed oversight by
means of document reviews, data extracts, interviews, and information analyses, In

“addition, we obtained a listing of personnel in Cl billets that identified their position,

organization, component, position series, job code, employee location, billet location,
current employee hame, and filled or vacant, and position program. We judgmentally
selected and interviewed 30 individuals in DIA Cl billets as of February 10, 2014, to
identify whether their duties supported foreign CI or military CI.

(U} We received computer-processed data from the DIA CFO office. This data was
retrieved from the Oracle PeopleSoft resources system (eZHR} to determine personnel
transaction processing for government civilian employees. However, we did not rely on
the Oracle PeopleSoft resources system (¢ZHR) as primary support for our conclusions.
Therefore, we did not evaluate the sufficiency or reliability of the data within those
systems. We verified the employee data by comparing the information from those
systems to supporting documentation provided by them We verified position
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{U) number, current employee name, and position program using those documents.
Therefore, the documentation from DIA's eZHR System was complete and sufficiently
reliable for the purpose of verifying employee position data for our analysis and to
support the findings and conclusions in this report,

(U) During the last 5 years, the DIA 1G issued a report discussing CI funding:

(U) DIA IG

{U) DIAIG Report No. S-11-0274/1G, “Counterintelligence Resource Integration
Assessment Final Report, Project 2011-200006-HQ"
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(U) Appendix B

(U) On June 25, 2013, a group of civilian employees from the DIA filed a Defense Hotline
complaint requesting an inquiry into the improper use of FCIP funds and the improper
realigning of FCIP employees into MIP billets. The employees stated that the process of
assigning billets and funding was arbitrary since the 2008 merger of the CIFA and DIA.
The complaint further requested an inquiry to determine whether employees assigned
to ClI duties were properly funded by appropriations under the NIP. Two of the
allegations were substantiated and one was unsubstantiated.

(U) Allegation 1. Personnel in MIP positions are actually working FCIP duties.
S Substantiated. We identified three individuals who were in MIP positions
that were working FCIP duties, See the Finding for a discussion of the issues identified.

(U) Allegation 2. The process of assigning billets to funding lines has been
arbitrary. ,

(U) Unsubstantiated. We determined that DIA aligned CI funded program billets to
proper appropriation authorities. However, DIA did not always ensure employee duties
aligned with the appropriate funding source. DIA’s mapagement of FCIP and MIP Cl
positions resulted in employees performing duties not aligned with their position
descriptiong and funding. Employees were found ta occupy billets where their position
description did not accurately depict the duties the individuals performed.

(U) Allegation 3. DIA leadership did not keep the Cl program intact but rather
allowed many of the FCIP billets to be used randomly throughout the agency by
personnel not working any Cl-related activities, They also placed many CI
personnel improperly into MIP billets,

{U) Substantiated. DIA did not establish a measurable method or process to determine
what portion of funding should be used for the mission area and what should be used
for support roles, DIA continued to use the personnel distribution rates CIFA had in

place at the time of merger to determine the amount of support positions (human

FAFSFAE SR SIS RN U 0 R el W
ARV E Lk / / BKEAWEERWE EW i)

epic.org EPIC-15-06-10-DOD-FOIA-20180813-Production 000027




epic.org

LR T K A N W LT o W
RAEARACS L LS / VERSE LA AN

(U) resources, finance, and information technology support) needed to support Cl
mission areas. During the initial transfer of CIFA billets, both FCIP and CI MIP were
placed in DIA in the same mission and support functions in which they were aligned in-
the former CIFA. After the initial transfer was completed, a study was commissioned to
determine if the alignment of the former CIFA billets in the mission and support areas
should be adjusted. Adjustments were made as a result of that study. However, the DIA
CFO could not provide a method or process to support how those adjustments were
made.
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(U} Management Comments

SSOINCFO May 4, 2015

T ) Audi of Hatline Allegations - Munaging Appropriativns for Forelgn

Counterintelligence Billets

(L1 Fhis responds 1o the Departarent of Detense (DoD) Offlce of Inpecivr General 1 requiest

For input on the Draff Report of o Proposed Repurt o dudit of Hotline Alexatinas Manuging

Sppeopriatings e Farcign Comteripteligence Billen (Project No. D201 - DINTO2-0083,000)

(45 Think yont for the spponusity o review and provide caomments to yous repagt, The Defense
Intelligenve Agettey (DIA) roviewed tre drait document and provides our generat comments in
this memoranduat ws well as an updated Dol) 1G Comments Matrix enehsune 13w sbow how
previous comments were adjidicated in e corrent diseussion draft,

(1) Reconumendations 1 and 21 DA coneurs with the recommendations. The evaluation and
atigrament of all coanterintelligence hillets and functions, both NIP and MIP, wre completed
annually during our budger development. As s resultof the FY 14 Congressisaally mansdated
FCIP merger with General Defense fntelligence Program (ODIP ) ihis provess weaived nereased
seruting threughout e irmnsition which was completed at the stant of FY 14, Golng torvand, we
will cosrdinate the wddition of vontent 1o the DIA supervisor's course, Frontline, that emphasizes
the proper avilization of our workforee

(13 Recommendation 3; DIA concurs with the recommendation, U5 the four employees cited in
the report. we lave already enacted corrective aetion for ono of the employeed and ure in the
process of wking comective action for Iwa ather employees. We anticipate that this action will bs
completed no Juter than 31 August 2085 The final employee on biilet 16120 wax realigned
before Tutlough actions took effeet,

(1) Recomsendstion 42 DIA concurs with the recommendation, bat requests tha
revonunerdation be updared o say “hillet data” rather than “biller desenpiion.” The specilic
hiltet {nfiration is comlained in a Jatabase tat does not nevessarily contain a narrative fiekl
“data” would mere sccurately reflect the format. DIA"s Office of Human Resousess (OHR Y acd
Office of the Chief Financial Ofeer (CFO) Will collabosate to ensune supenvisors perfonm a
reviow of the billet dats and position deseriptions o ensure proper aignment, This task §s
seheduled to e completed no lnter than 31 Deeember 2N S, Apain, we will work o emphusioe
supervisor’s roles In posithon nunagement i the Frantline vouess,

(L) Revommendation 52 DEA concups with she recommtendation. lndependent of this report, the
PIA Directr hus recestly directed an agency-wide troop to task review of our sintelure prad
mission alignoent, which will cncompass a review of billet alipnent srad mission versus
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spport oles. The components und methadology to vomduet this review are just now being
devedoped and proposed dmelines are ot ver known, howover, beliove we will be shie w
feverage tos effod o comply Wb vour reeopinwndalivo,

(L1 Again, thank you for ponsidering the DA vomaments ws voor Tinalise the repini v Atdit of
Heothise Allegations Maraging Aggooped Voredgn Counterintellipenee Millets We
datiy v oppostanity W provide comiments thas will belp ensure faoeal sovrscy, DIA will
e peview mned evaluate vor compdleos with e recomtmendations provided 19 onaire

Hated below,

§ Epclosmres:
1o (L Dol W0 Comments Matris, Mas 4 00 (Procasisr (2 e

v DIA O

) I‘m-wwd B oo ont et O, Yorce Strsstuns Division,
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(U) Acronyms and Abbreviations

CFO
o
CIFA
DIA
DIAIG
DNI
FCIP

- GDIP
MIP
NIP

Chief Financial Officer

Counterintelligence

Caunterintelligence Field Activity

Defense Intelligence Agency

Defense Intelligence Agency Inspector General
Director of Nationa! Intelligence

Foreign Counterintelligence Program

General Defense Intelligence Program

Military Intelligence Program

Natlonal Intelligence Prograrm

DIA: (b)(3)

usB(l)

Undersecretary of Defense for Intelligence
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE
The Whistleblower Protection Enhancerment Act of 2012 requires
the Inspector General to designate o Whistleblower Protection

Ombudsman  to educate agency emplovees about  prohibitions

Con retaliation, and rights and remedies againsi retealivtion for

protected disclosures. The designated ombudsman is the Dol Hotline
Divector, For more information on veur rights and remedies against

retaliation, visit wwwdodig.mil /pragrams /whistletlower.

For more information about DoD 1G
reports or activities, please contact us:

Congressional Liaison
congressional @dodig.mil; 703,604.8324

Media Contact
public.affairs@dodig.mil; 703 .604.68424

Monthiy Update
dadigeonnect-request@listzerve.com

Reports Malling List
dodigreport@steeres com
Twitter
tweittercom/Doll 1G

Dol Hotline
dadig mil/hatline
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